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1 Introduction
This document covers the functions of the Compex CloudManager and the MeshController in details.

1.1 Compex CloudManager and MeshController

CloudController (CC) will be use throughout the document to represents both Compex CloudManager
(CM) and MeshController (MC).
This document is written based on Compex CloudManager v6.17 and MeshController v6.18.

1.2 Management Versions

There are two management versions:
0 Compex CloudManager (CM):

The Compex CloudManager is an application on the Internet for customer deploying
standard wireless mesh network that have Internet access. This internet management
application is free to companies and organizations that build their wireless network using
Compex Mesh@worK products saving cost on installing separate management software.

0 Compex MeshController (MC):

The Compex MeshController is an embedded device with build-in hard disk and has the
same CloudManager application. It is installed at the network site.
Information reported by the wireless network is collected and stored in the device hard
disk. The device gives companies and organizations privacy and security in managing the
network and information at their own premises. The device also supports additional
functions: Hotspot (Hotspot@worK) and Broadband Aggregation.

MC Models

MC100, MC200 : Enables companies to setup secure wireless LANs, with Hotspot
capabilities. Examples include offices, warehouses and retail stores.

MC300 : Enables larger companies to setup secure wireless LANs, with Hotspot
capabilities to about 1000 end users. Examples include educational
campuses, and healthcare institutions.

MeshController MC100

Specifications Managed up to 15 Mesh nodes, 100 Users
Internal Flash drive storage.
24VDC power adapter

Mesh type MeshController (Table top low profile model)
Application CloudManager and Hotspot Manager, Broadband
Aggregation.

MeshController MC200

Specifications Managed up to 30 Mesh nodes, 100 Users
Internal Hard Disk storage
110VAC/240VAC power input

Mesh type MeshController (Rack mount, 1U type)
Application CloudManager, Hotspot Manager, Broadband
Aggregation.
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1.3 CM and MC Primary Functions
The primary functions.

An administrator uses the CM and MC to configure and monitor Compex wireless mesh networks.
The CM and MC provide the following primary functions:

0 Centralized configuration:

0 Access to configuration settings via a web browser

o Fail-over-CloudManager ensures continue accessibility

0 Centralized control, monitoring and reporting:

o0 Four control methods to manage users connection on the network
0 Upload/Download Bandwidth control

0 Report System with usage statistics, login history, and alerts
MC additional functions :
0 Hotspot@worK
0 Setup and manage hotspot for office and hotspot site with billing system
0 Broadband Aggregation

0 Aggregate up to 4 Internet routers for sharing and connection load balancing on the

network
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2 CloudManager Menu

2.1 Connecting to CloudManager
To connect to the CM, run the web browser and type the URL, http://www.meshatwork.com/dashboard?

To connect to the MC, run the web browser and type the URL, http://192.168.0.2/dashboard
* Note: If the MC has a different IP address, then type that IP address instead.
Before you can login, you must first register as a user to create a login account.

Register CloudManager
English | fE{E$E

\
v

Usger Mame :

Sign into CloudManager v6.13

N
VAN

Passward

- ~
User Mame : |
\ /
e
Passward @ |
\ /

N
AN

Confirm Password

N
PN

Email |

-
(-

Fig2.1a --CloudManager Registration Prompt Fig 2.1b —CloudManager Logon Prompt

New user login for the first time will receive the prompt below to create the first network profile.
Click the OK button to continue.
Subsequent login will direct user to the Create Network page.

You click Installer Tools only when you plan to do
the following:

e Change MP Check-In IP address

e Change MP Mesh ID

Detailed instructions can be found in the System
Fig 2.1c —Create network prompt Tools chapter at the end of the document.

2.2 CM and MC Menus

Compex CloudManager and MeshController have similar standard menu tabs to configure and manager
the wireless mesh networks.

MeshController is an embedded device, have an additional System tab to manager the hardware. Plus it
supports two additional functions: Bandwidth Aggregation and Hotspot@worK, thus, have another 2
more additional tabs in the menu.

Create Network
Mesh Managernent

Report

Report
Nety

Document

Fig 2.2b —Compex CloudManager
Menu Tabs

Help

Fig 2.2a —-MeshController Menu Tabs
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3 Menu » Create Network tab

Wireless mesh network consist of multiple interconnected MeshPoint (MP) or MeshPod (MPod) devices that
form the mesh. To manage these devices as a group on the network, you first create a network profile in the
CC and define all the devices on that mesh network in that network profile. This is done by adding the MPs
or MPods into the network profile.

Through the network profile, common operation functions of the MPs and the MPods, such as wireless
operation channel, SSIDs configuration, firmware update, etc. will be configured and managed automatically
as a group.

When there are several clusters wireless mesh networks, then you create one network profile for each
network. See fig 3a below.

Mesh Netrwork A .
Mesh Network B Mesh Network A
Hetw ork Frofile

CH RSSI

Il

a
o
(=]

[t
oo uaaa

N e

MPs

[t

[t

Router Es

L T PR P I
[t [t
o AT

Mesh Hetwork B Mesh Network C

R /% ’/}@K%} Hetwork Profile Hetw otk Profile
% ; CH RSl CH RssI
\% MP1 35 50 MP1 35 50

\ \/% MP2 35 45 MP2 35 45

& MP3 35 35 MP3 35 35

MP3 35 55 MP3 35 55

MP4 35 38 MPa 35 38

MP5 35 60 MP5 35 6o

MPs 35 58 MP6 35 58

MP7 35 49 MP? 35 49

Fig 3a -Different network profile for different mesh network

3.1 Creating New Network Profile

The first step to create a network in the CC is to create a network profile.
Choose proper network profile name that identify your network will help locate profile quickly when more
networks are created later.

From the CC, click the Create Network tab on the menu to displays the page, as shown below.
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Create Network

Network Name

Network Email

Time Zone

Location

Scenario

Map Type

Environment

Models in Network :

Nums of SSIDs

Craate Neatwork

Fig 3.1a --Create new network tab

: Type an appropriate name for the new network.

Name with blank spaces should be replaced with dash (-) or underline ().
Only normal characters A-Z, a-z and 0-9 are accepted.

. Enter a valid email address.

A valid email address will ensured the natification, e.g. an MP had failed,
sent by the CC can be received by the addressee.

* Note: The Enable Email Alert box in the Network Settings tab
page must also be tick to enable the email alert service.

. Select the time zone the network is installed.

. Select the country the network is installed.

* Note: Only countries within that time zone set will be displayed.

. Select With Internet for network connected to Internet. This is the default.

Example, users connect to the wireless mesh network to access Internet,
Using Google map, real time clock update etc.
If the wireless mesh network will not connect to the Internet, as in a closed
network environment, then select No Internet.
* Note: When With Internet is selected and there is no internet connection,
there might be unexpected issues.

. Let select Google map or load your own map to show the MP installed locations.

Options are: World Map and Custom Map
Select World Map will display Google Map. This is the default.
Select Custom Map lets you upload your own map, like office plan, for example.

. Wireless devices installed over long distance require longer respond time,

such as CTS and ACK handshake during communications to ensure optimum
network performance.

Options are: Outdoor and Indoor.

Select Outdoor when the MPs backhaul links are over 200m.

Select Indoor when the MPs backhaul links are less than 150m.

This selection choose the type of MP/MPod model (Single or Dual Radio type)
deployed in wireless mesh network.

Select MP543G / MPE72, when the network deploys Single Radio MeshPoint
models.

Select MP546A / MP543A / MPJ72 when network deploys Dual Radio MeshPoint
or MeshPod models.

: By default two SSIDs are created. Available choices are: 2, 4 and 8

If more than two SSID profiles are required, select the next number closes to the
requirement from the box.
The created SSID profiles are displayed in the Network Settings tab page.
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4 Menu » Mesh Management tab

This page is where the MeshPoint and MeshPod devices will be added in the network profile created in
Create Network tab page.

Hint: Always check the Current Network box at the top of the page the correct network profile is selected
before proceeding to add the MeshPoints or MeshPods.

Create Net

Mesh hanagement

Document

back

Select your current network profile here

Downloads Updates W

E3] island

gP

Singapore

Kukup
i
Jurang
Isiand

Singapare
Strait

Batu Ampar,
Lubuk Baja

Cloigle

Current Network - RD_Serwer
— EI LT E Bandar :
@ ' Taman Taman o Penaviar Map | Satclic
Pekan Universiti Johor Jaya G
+ Pontian Nenas Tam Suigs
poi .
District Pasir - o
Johor Bahtu L
5 Gelang L= Gudang
4 Patah
3 Johor Stral Tsng

Pengerang

Kampung,
Sungai Rengit

Bintan

NG3g58ata 82012 Google, Map!T, Tef K8 Pidims of Use|

Status Name Description IP Address MAC Address CurrentUser Uptime Last Check-in Gateway Memfree Hops

There iz no MeshPoirts in this network, please add 1 or import some of them,

Latency Model Version Mesh Speed (Mbps)

Instead if adding one MeshPoint at a time,
create an Import File and upload here.

Click here to add the MeshPoint

Click here to add the MeshPod

Fig 4a -Mesh Management tab

Mesh@worK product as mesh node includes Single Radio MP, Dual Radio MeshPoint and MeshPod
devices. Their setup and configuration may vary with the product model deployed. Refer to the mesh node

category in the respective section for details.
For MeshPod device, refer to paragraph 4.7 MeshSpan Configuration

4.1 Adding MeshPoints (Dual Radio MeshPoint model)

Dual Radio MeshPoint such as MP546 and MPS546 has two wireless MAC addresses.
The radio for backhaul operation has the labeled Wireless Backhaul MAC Address printed on the label.

When adding an MP, this is MAC address you must enter.

* Hint: Always create a table, as shown below, to record all the MPs and their MAC addresses and
locations. This will help you to avoid entering the wrong MAC address.

Example,
MP546A Wireless Backhaul MAC Address Location
MeshPoint A 00:80:48:01:01:01 at building A
MeshPoint B 00:80:48:01:02:02 at building A
MeshPoint C 00:80:48:01:03:03 at building B

Table 4.1a —MP record list
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To add an MP, click Add MeshPoint button and the Create MeshPoint entry page will display.

Create MeshPoint

MeshPoint Mame : | | Only A a2 _t(underling),""(dash) and "0-9" are allowed

MAC Address : | | ihers is MAC?

MeshPoint Description : |

. AT - If this i= not enahled, this MeshPoint would reboot, if there is no route o Intermet
Mo Rehootif no Controller: | Use Metwork Setting ¥} ¢loudmanager or MeshContraller

The transmit power is anly for coverage radio and is the sarme for all S510s on this
MeshPoint. For MPET 2 and MP546G, as the backhaul radio is the same as coverage radio,
itwauld change the backhaul area too ifyou change the transmit power.

Transmit Power : | Lse Metwork Setting A

55H Passwords :

| Ifsetitas empty, means to use the netwark settings.

Freeze Firmware : [ Use Metwork Setting ~ | Freeze the firmware version to prevent suto-upgrade of new firmware.
- Channel Spectrum Width for Coverage channel. For MPET2 and MPS46G, as the hackhaul
Channel Spectrum Width © [ Use Network Settings ~ | radio is the same as coverage radio, it would change the backhaul Channel Spectrum
‘Width too, if you change the Channel Spectrurn width.
Channel for coverage(SSI01/SS102).
Coverage Channel: [ Use Metwork Settings ~)

Location : You can zoorn, drag and drop this marker in rap, setitas the MeshPoint [ocation.
x =

= A
e S | Satellite |
@ o IS .
|®| Bishan & S o l Satellite
= A -] o y Jol K,
et P b o &g ?
& o Ayve A s
+ ; 2
+ s £ 4
4 o
- p&?) g & 3
- 3 :
MacRitchie e “% % Betof
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ke Rd eayah . v |
: £ 1" Toa Pay Tl Sartiy Reservol
E I oa Payoh Y, ¥ R East £
T g -2 e &
s o™ Y
2y No %" Lor 8 1T ol 2 g ¢, N
'S ovena -3 Lor 6 Toa ¥ PR o S, = |
E = ok T
H y-}
13 2
H B, 2
& S s T
5 3. & Lo 5 G
& 3 P & 2 =PI £
& & -a““f 5 B, oo preEaSt
-5? £ ad ‘oh\fb i Geylang s £S| =
f g & = o o
g 5 i e %
L o 5 g RY 2 %
Tanglin 75 Ry @ geyiand = s
2 o F gl 4 et 2 LR
o o Kallang 2 Ly £ast cod®
5 W Ly 5 %, Mo, e
G Orehard s Mapdats €2012 Google, MaplT, Tele Atlas - Tasms of Uss

Latitude : 1.2367 776005266665 Longitude : 102 2270650180453 1

Fig 4.1a —Create MeshPoints Entry box

Follow the instructions to fill in the boxes.

MeshPoint Name : Type a name for the MP. Name cannot have space.

Use underline instead.

MAC Addresses : Enter the Wireless Backhaul MAC address as printed on device label.
The entry must use the following format, XX:XX:XX: XX:XX:XX

MeshPoint Description : Type the location of this MP installed at the site.

Location

: Google Map will be displayed in this box when the World Map is

selected. You can drag the marker @over the map to show this MP

location. The Latitude and Longitude show the global positioning of
the MP.

If Custom Map is selected and no map is uploaded, the box will
display the marker only.

To upload the map, use the Upload Map option at the top of the page.
Click the Choose File button to browse and select the map file from
your PC hard drive. Then click the Upload Map button to start the file
upload. Drag the marker over the map to place the MP. The X-axis
and Y-axis show the MP position on the map.

The following settings below are to configure the individual MP.

Recommended to leave them in their default setting .They will be configured globally in the Advanced
Settings section of the Network Settings tab page.

Any changes to the setting in this page will override that set in the Advanced Settings section.
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No Reboot if no Controller : Recommend selects the default, Use Network Settings.
In normal network operation, the MP will check-in once every 5
minutes to the controller. If it fails to check-in it assumed connection
with the controller is lost and will automatically reboot to recover.
A temporary network disconnection will happened.
To stop this MP from doing the reboot, select the Enable option.
If you don't use a controller to manage your network, this function
must be enabled so it will not reboot.
Instead of setting individual MP, do the global setting for all MPs in
the Advanced Settings section page.

Options are: Use Network Setting, Enable, and Disable.
If the rebooting control is only for this MP then select as follows:

Select Enable prevents this MP from rebooting.
Select Disable allows this MP to do the reboot.

Transmit Power : Recommend selects the default, Use Network Settings.
This setting lets you adjust this MP coverage radio transmit power
so its signal strength won’t appear to be stronger than neighbor MPs
to their neighbor clients to achieve a more balance connections over
the MPs and better roaming experience.
Adjustment can be set lower in one dBM steps.
* Note: For Single Radio MP, adjusting the coverage radio
transmit power also set the backhaul transmit power.

SSH Password : Recommend selects the default, Use Network Settings.
Leave it blank so the global setting in Advanced Settings section
page will set the same password fro all MPs.
If this MP must use a different password, then enter the new
password in the box.

Freeze Firmware : Recommend selects the default, Use Network Settings.
This setting flags to allow or disallow this MP to do automatic firmware
upgrade.
Select Enable disallows this MP to do automatic firmware update.

Select Disable allows this MP to do automatic firmware update.
When Enable or Disable is selected it overrides the global setting.

Channel Spectrum Width . Recommend selects the default, Use Network Settings.

This setting selects the 11n channel transmission width for this MP

between the normal 20MHz or 20/40MHz (channel bonding).

Options are: 11ng20, 11na20, 11na, 11ng, Use Network Setting.
e 11ng20 selects 2.4GHz band for 11n with 20MHz channel width.
e 11ng selects 2.4GHz band for 11n with 20/40MHz channel width.
e 11na20 selects 5GHz band for 11n with 20MHz channel width.
e 1l1na selects 5GHz band for 11n with 20/40MHz channel width.

* Note: If Channel Spectrum Width selected in the Network Settings page is different
and Coverage Channel select Use Network Settings, the result will be
Channel Spectrum Width sets in the individual settings will be used while the
Coverage Channel sets in the Network Settings will be used.

Click Create MeshPoint button will save and list the MP in the table.
To add another MP, repeat the step. Click the Add MeshPoint button again to add.

If there are many MPs to add, you can create an Import file instead and upload the file to the CC and have
them created automatically. See paragraph 4.4 below for details.
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4.2

4.3

Adding MeshPoint (Single Radio model)

If you deploy Single Radio MeshPoint for the network, ensures in Create Network tab page the MPE72 /
MPS72 option is selected in the Models in Network setting.

For Single Radio MeshPoint, models such as MPE72 and MPS72, use same radio for both backhaul and
coverage operation. Thus, only one wireless MAC address is printed in the label on the device. This is the
MAC address you will input in the MAC Address box in the Create MeshPoint entry page.

The Create MeshPoint entry page is the same. See Fig 4.1a above for the instructions to add the MPs.

Uploading the Map

The Upload Map option in the Create MeshPoint page will display only if Custom Map is selected for the
Map Type option in the Create Network tab page.
You select Custom Map if you plan to upload your own map.
* Hint: If you want to change World Map to Custom Map, after you have created the network
profile name, you can do it in the Network Settings tab page.

After selected Custom Map, if you have adding MP to the network, the Upload Map option will display at
the top of the Add MeshPoint page.

If you have already added the MPs to the network, then click Edit button on any of the MP in the MP list
table, the Upload Map option will display at the top of the Edit MeshPoint page.

The fig 4.3a below shows Upload Map option located at the top Edit page of an MP.

p N
*Upload Map || Choose File | Mo file chosen |

MeshPaoint Mame : (MP1 | Only"A-Z a2 _underline),"-"{dash) and "0-9" are allowed

Edit MeshPoint

MAC Addres : (00:80:48:00:00:11

MeshFoint Description : (Bldg-A |

Fig 4.3a —Upload Map button

First obtain a map of the location where the MPs are installed. Size it down to the resolution that quick
load and still gives a clear view to be displayed on the management page.

Use the following guide for recommended size and resolution: 900*450 pixels (1024*768 / iPad) or
1200*450(13366*768 / 13" screen) or 1850*768(1920*1080 / 23" screen).

To upload the map, refer to fig 4.3a, click the Choose File button to locate the map file then click the
Upload Map button to start copy the map image file to the CC.
The map will display when you next click the Mesh Management tab page.

4.4 Uploading MeshPoints using Import file

] If there are many MPs to be added, they can be added through
Import MeshPoints a file upload.

Click Import MeshPoints button.
From the box, click Choose File button to locate and select the

Upload TXT il | [ Choose File | No file chosen | import file.
Click the Import button to start the file upload to the CC.
Import MeshPoints - m

Download Template

Details on how to create the text file is shown below.

Below is a sample of the data format.

Fig 4.4a —-Import MeshPoints box ** Note: Excel file cannot be use to upload. File must be in
text format. You can create file using Excel then
save or export it to text format.
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A [ B [ ¢ T "o T ® T 7 ]

Mame ) Description ) MAC Address Span_Mame Latitude |Longitude
meshpoint_name meshpoint_description  00:80:48:11:11:11
span_name span_description span_name | 1.000000 | 2.000000

meshpoint_name_span meshpoint_description | 00:80:48:11:11:12 |span_name | 1.000000 | 2.000000

L I 1o L I S T

Fig 4.4b —Import file data format

Rules to create the text file of the following data format.
Importing MeshPoints, refer to table in Fig 4.4b, item 1 and 2.

First line should contain the header, Name, Description, MAC_Address

Latitude and Longitude entries are optional. Need not include in file if not used.

All names and descriptions field cannot have a space. Use the underscore character instead.
For proper display, keep description as short as possible (not more than 20 chars).

Each field must be separated by one tab only. Use two tabs to skip that field.

MAC address must be of the format, XX:XX:XX:XX:XX:XX

* Note, in examples below, the tabs between fields were spaced out just for lllustration only.
In actual import file there should be no spaces between fields.

Example 1
Name <tab> Description<tab> MAC_Address
AP1 <tab> In_the_hall <tab> 00:80:48:11:22:33

In example 1, Span_Name, Latitude and Longitude info are not required, and MAC_Address is the
last item. Thus, there is no need to add tabs after the MAC_Address field.

Example 2 includes latitude and longitude position info.

Name <tab> Description <tab> MAC_Address <tab> Span_Name <tab> Lati <tab> Long
AP1 <tab> At _Bldg_A <tab> 00:80:48:11:22:33 <tab><tabh> 1.40 <tab> 103.80
AP2 <tab> At _Bldg_B <tab> 00:80:48:11:22:35 <tab><tab> 1.409 <tab> 103.8005

In example 2, Span_Name is not used. But there is Latitude and Longitude info. So there must be 2
tabs for Span_Name item to skip that field then followed by the Latitude and Longitude info.

After the MPs are added, they are displayed in the MP list table below the map. See Fig 4.4c below.

] wE (R Sengkang Chang! Satellite
Sl ol Pasi Ris
==t Western Water Choa 5 N Ll
+ Caichment Ghu Kang | Paniang £
- il 2 Hougang
N 5 WE hos BRRE Bishan Park & Serangoon e Fasir Ris
‘wh b BT Resprvor * &
R 1 » Bishan 4z Paya Lebar
Bukit Batok Bukt Batok . 5 I
Hilside Park— # Nature Park JogRitoke, 4 ¥ 1
Jurong West : . ' 3 Hédak £ &
e R 3 Reservor ; & &
4 Hararig Lake . & g T F
By ; 7
o e Y 1, HNovena PE s &
Pioneer Boon.Lay Jurong Ease, Clementi gts Bk Changi Bay,
N Byt WPandan § & Geyena ®O
Reservou - g &
Newton
" b ¥ P r -
* Queenstawn 9 Pengeiih 1Y - Tanah Me™
West £cP
Singapore  Downfown
Coast Park River2 = ‘Core, Marina East %
- I Bl R "
Clejeale Mg, et
=TIz Singapore Marnal Map d5ta @2012°Gnogle, MapIT, Tale Aflas- Tems of Use
Status Hame Description  IP Address MAC Address  CurrentUser Uptime Last Check-in Memfree Model Version  Mesh Speed (Mbps)
a Compex GV Gateway 512156162 008048793882 1 1¢1Bh:03m @ 245 Hself 18EMD M nAE MPSABA b1062 his Edit Delete
m Compex R1 R1 511794163 O0:6048:75:SEAE 2 1¢1Bh:33m @ 3Im 593 Campex_GW 227 MB 1 06 MPS43A  b1DE2 aill 2240 Ecit Delete
ﬂ Compex R2 R2 511794484 DOB04BTSSERS 4 151 Tm @ 4m7s Compex_GW 22208 1 07 MPS43A biDE2 aill2a 54 Edit Delete
u Compex R1 R3 511794193 DOB04BTSSEAS 3 1d:1Bh:39m @ 3m, 595 Compex W 223MB 1 08  MPSI3A  hi1DE2 il 2200 Edit Delete
Import MeshPoints Add MeshPoint Add MeshSpan

Fig 4.4c -MeshPoints displayed on the map and in the table
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4.5 Editing and Deleting the MeshPoint

After the MPs were added, they appear as a for mesh gateway node and as m for repeater node.

A list of these MPs are also displaying in the table below the map. In the table, on the right end, each MP
has an Edit and Delete button.

Delete button: Lets you delete an MP entry in the table, for example, with incorrect MAC address.

Edit button : Lets you change the individual MP information and settings.
See details below.

If the MP information needs to be changed after they are created, edit the following:

MeshPoint Name : Type a name for the MP. Use underline instead of space.
MeshPoint Description : Type the location of this MP installed at the site.
Location : Google Map will be displayed in this box when the World Map is

selected. You can drag the marker @over the map to show this MP
location.

The Latitude and Longitude show the global positioning of the MP.

If the Custom Map is selected and no map is uploaded, the box will
display the marker only.

To upload the map, use the Upload Map option at the top of the page.
Click the Choose File button to browse and select the map file from
your PC hard drive. Then click the Upload Map button to start the
file upload. Drag the marker over the map to place the MP. The X-
axis and Y-axis show the MP position on the map.

Edit MeshPoint

MeshPaint Mame : (Gyy | Only AT a2 "{underline),""{dash) and "0-9" are allowed.
MAC Address © (00:80:48 6E:C0:49

MeshPoint Desctiption © (gateway

Ifthig is not enahled, this MeshPoint would reboot, ifthere is no route to Internet
Mo Rebootifno Contraller: | Use Metwaork Setting ¥ CloudManagsr or Mesheontrollar
e — The transmit power is only for coverage radio and is the same for all 85105 on this
Transmit Power ;| Use Network Setting ~ | WeshPoint. For MPET2 and MP 546G, as the backhaul radio is the same as coverage radio,
itwould change the backhaul area too ifyou change the transmit power
85H Passwords ;| | Ifsetitas emply, means to use the netwark seftings.
Freeze Firrmware | | Use Metwork Setting v | Freeze the firmware version to prevent auto-upgrade of new firmwware.
— Channel Spectrum Width for Coverage channel. For MPET 2 and MP546G, as the hackhaul
Channel Spectrurm Width : | Use Metwork Settings ~ | radiois the same as coverage radio, itwould change the backhaul Channel Spectrum
Width too, ifyou change the Channel Spectrum width.
Channel for coverage(SS5I01/S5102).
Coverage Channel | Use Network Settings hall

Location © You can zoam, drag and drop this marker in map, set it as the MeshPaint location

1118 (+2] Slnga (7] =
& Jales Satellite
$ e e [Map | Satelite |
Pekan Universiti Johor Jaya 75
= }mﬁa? o A Pasir e
bl J114 r 20/
; Johor Bahﬂ’l\eud;ng

Johot'Sirait

fsfand

Pengerang _ Xampung

Sungai Rengit
Kukup e
Jurong
fstand Singapore
Singapore
Strait
Batu Ampar,
Lubuk Baja I
Mag dats 82012 Google, MSHI P Tele Atlas - Terms of Uss
Latitude : 1.3367775005255585 Laongitude : 103 83795591894531

L A
Fig 4.5a —Edit MeshPoint name and location
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These settings in the edit page below are generally configured from the Network settings tab page in
Advanced Settings section globally to all MPs in that network profile.

Leave them in the default setting: Use Network Setting option and so they can be globally set in the
Advanced Settings section of the Network Settings tab page.

You change these settings here only when you want to customized the configuration for the individual MP.
Note, if any of the setting is changed in this individual MP edit page, it override the setting set in the
Advanced Settings section.

Channel Spectrum Width : Recommend selects the default, Use Network Settings.

This setting selects the 11n channel transmission width for this MP

between the normal 20MHz or 20/40MHz (channel bonding).

Options are: 11ng20, 11na20, 11na, 11ng, Use Network Setting.
11ng20 selects 2.4GHz band for 11n with 20MHz channel width.
e 11ng selects 2.4GHz band for 11n with 20/40MHz channel width.
e 11na20 selects 5GHz band for 11n with 20MHz channel width.

e 11na selects 5GHz band for 11n with 20/40MHz channel width.

* Note: If Channel Spectrum Width selected in the Network Settings page is different and
Coverage Channel select Use Network Settings, the result will be Channel Spectrum
Width sets in the individual settings will be used while the Coverage Channel sets in the
Network Settings will be used.

For details of the other settings, please refer to page 11.
o No Reboot if no Controller 0 SSH Password
o Transmit Power o Freeze Firmware
o Coverage Channel

4.6 Viewing MeshPoint Connection information

What information does the MeshPoint icon display?

Click on the MP icon or on the MP name in the MP list table, the following information below will display.
Fig4.6a below shows where to click to view the information described above.

General Meighbors

rod_test 0003004565 da 0 0,001 0.001 0002
rd_guest 00:80:458:61:81:18 64 a a a
rof_test 00:80:45:72:96:3a 55 0115 0.457 0572

Meighbors

Il i eral Information
Mame :  Compex_Giy
Description :  Gateway
MAC Address . D0E0: 48 7938 A2
IP &ddress ;. 3.121.55.162
Current Users: 3
Last Checkin: 2m, 14 s
Mesh Speed @ RIA

EEC]

afre

Paya Lebar

I BEdoi
Resang),

Fig 4.6a —Viewing MeshPoint neighbors and users

Compex_R1 008048 75 5e a3

Compex_R2 00:50:48: 75 5e:hg
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General Information:
Display the MP’s general information and activities.

Name : MP assigned name
Description : A short description of the MP location.
MAC Address : It's the MP Wireless Backhaul MAC address.
IP address : The virtual IP of the MP that do the check-in.
Note this is not the real IP address of the MP.
Current Users : Shows number of users currently connected to the MP.
Last Check-In : Shows the MP last check-in time to the CC.
Mesh Speed : Shows the average speed of the MP
Neighbors:

Display all MP’s neighbor statuses.
The following is displayed about its neighbor.

Status : Show neighbor MP is a Repeater or a Gateway
Name : The assigned name of this neighbor MP

MAC : The MAC address of this neighbor MP

P : The Check-In IP address of this neighbor MP
RSSI : The signal strength with this neighbor MP

Users:
Display the list of users connected to this MP.

Host

MAC

RSSI
Upload(MB)
Download(MB)

4.7 MeshSpan Configuration

MeshSpan Node

-
]

A MeshPod
v

.__‘.

«— A MeshSpan node
consists of MeshPods

Multiple MeshPods
interconnected via
a switch

Fig 4.7a -A MeshSpan node

: The name of the user’'s computer

: The MAC address of the user’s wireless adapter.

: The signal strength of the user’s wireless adapter.

: The amount of data uploaded by user's computer.

: The amount of data downloaded by user’'s computer.

Compex Meshspan is a long-distance wireless
mesh backhaul network. It uses MeshSpan nodes
to join the cluster of wireless mesh network
located up to 5km apart into one giant network.
For distance longer than 5km, intermediate
MeshSpan node is installed in between stretching
the distance.

See fig 4.7b below for an example of a MeshSpan
network.

MeshSpan node can consist of one to several
MeshPod devices connected together on their
Ethernet ports mounted on the pole installed in
high-rise building and tower. See fig 4.7a for an
example of a MeshSpan node.

MeshSpan runs as a separate wireless backhaul
mesh network thus will be created in separate
network profile in CloudController.
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Mesh network A
IP subnet 101.58.10.x Mesh network B

%/% i IP subnet 101.58.11.x |
\%\< >< Compex MeshSpan ﬁj/ 53\53\@
- I - \Swn‘ch . \@El)

Server v
Switch D), wAN
—— = pe
— L-:—'—'—F-‘J ) Compex
Sy —| MeshSpan node B

Compex T =

MeshSpan node A =y Active

Server

IP subnet 203.120.12.x
IP subnet 203.120.12.x

Compex
MeshSpan node D

=N Compex
Cloud Manager MeshSpan node C
(4{;"‘?}

hY

Router | L ,::: -
(=) IP subnet 203.120.12 x ——
Mesh network C Switch

IP subnet 101.58.12.x

%/% O Pod configuration
/— Ethernet cable @E‘) Mesh gateway

\ Mesh backhaul channel

@ Coverage channel for client connection - MeshSpan node bridge port

Fig 4.7b —Example of a MeshSpan network

4.8 Adding MeshPod of the MeshSpan

As MeshSpan (MSpan) node is consist of MeshPods (MPod). Before adding the MPod, the MSpan node
must be created.

From the Mesh Management tab page, you click the Add MeshSpan button to create MSpan node.
After you have created a name for the MSpan node then you can proceed to add the MPod devices
belonging to this MSpan node.

MeshSpan Name : Enter a name for the MSpan node. Recommend to use name that
display a sequential format; for example, MSnode-A, MSnode-B, etc

MeshSpan Description : Type the MSpan node location
Latitude and Longitude : This information shows the precise global positioning of the MPod on
the map as the marker is moved over it

Next, click Add MeshPod button. MSpan node will be created and Add MPod entry box displays.
See Fig 4.8a
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Stalus  Name  Description IP Address MAC Address  Currentlser  Uptime  LastCheck-in  Gateway Memfree Hops Latency Model Version Mesh Speed (Mbps)

There is no MeshPoint in this network, Please add 1or import some of them,

Mesh Management " "
Import MeshPoints Add MeshPaint Add MeshSpan
Create MeshSpan
MeshSpan Mame \4 \\ Only "A-I" "a-z"" _"lunderling),"-"(dash) and "0-3" are allowed.
MeshSpan Description \ \
Location : You can zoom, drag and drop this marker in map, set it a3 the MeshPo!iglocatiun. —
o
15 Jaher,
[ﬂ]l‘ Taman Taman Satellite
e Pekan Universiti Johor Jaya
@am N Tampoi
—fict
| Johor Bahfu - &
£ Gelang
¢ Pafah
)
. '
% Ay
Sungai Rengit
Kukup Jas o
St
i
g l.smgapore
b Singapore
trait
Batu Ampar.
. Lubuk Baja H
r;s)!):gi(: Map data €2012 Google, MERTTI TRle Atlas - Terms of Use
Latituce : [ 1,3367775095255585 JLangtude : (103.83796691894531 )

Bad

Fig 4.8a—Create MeshSpan node before adding MeshPods

Adding the MPods is like adding MP. You need to input the MPod device Wireless Backhaul MAC
address. The MAC address can be found on the label of the device.
Remember to always record all mesh devices MAC addresses before installing.

Add "MeshPod" into 'MSpan-t1* MeshSpan.

Name MAC Address Desecription Coverage
\There iz no MeshPoint in this MeshPod J
"MeshPod" Mame : ( :' Qnly"A-Z "a-2 " _"(underling),"-"{dash) and "0-5" are allowed.
MAC Address : { ju ihers is WACT
T =
Description : L )
. o . - Ifthi= is not enahled, this MeshPoint would reboot, if there is no route to Internet
Mo Rebootifno Controller: | Use Metwark Setting ) CloudManager ar MeshCantraller.
S5H Passwords © ( :' Ifsetitas empty, means to use the network settings.
Freeze Firmware IiUse Metwark Setting v:| Freeze the firmware version to prevent auto-upgrade of new firmware.

Mote : Please do not putthe Gateway and the Repeater on the same MeshSpan.

Fig 4.8b —Adding MeshPod in MeshSpan

When adding new MPod you just need to complete these 3 items.

MeshPod Name : Type a name for MPod device.

Name cannot contain a space. Use underscore instead.
MAC Address : Enter the Wireless Backhaul MAC address printed on device label.
Description : Type a short description of the location.

The radio for backhaul operation has the labeled Wireless Backhaul MAC Address printed on the label.
When adding an MPod, this is MAC address you must enter.

* Hint: Always create a table, as shown below, and record all the MPods and their MAC address
and their locations. This helps you to avoid entering the wrong MAC address.
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MeshPod MSnode-A MSnode-B MSnode-C MSnode-D

4.9

Wireless Backhaul 00:80:48:01:01:01 00:80:48:01:20:11 00:80:48:01:30:21 00:80:48:01:40:31
MAC address
00:80:48:01:01:14 00:80:48:01:20:14 00:80:48:01:30:24 00:80:48:01:40:34
Location at building A at building B at building C at building D
Table 4.8a

Click Add button to save.
Repeat step to add another MPod in the MSpan node

The following settings below in this page are mainly for the individual MPod configuration.
Recommend to leave them in their default setting: Use Network Settings option. They will be globally
configured in the Advanced Settings section of the Network Settings tab page.

Note, if any of the setting is changed in the individual MPod setup page, it overrides that set in the
Advanced Settings section.

You change these settings only when you want to customized the configuration for the individual MPod.

No Reboot if no Controller : Recommend selects the default, Use Network Settings.

In the normal operation the MPod will check-in once every 5

minutes to the controller. If it fails to check-in it assumed the connection
is lost and will automatically reboot to recover.

A temporary network disconnection will happened.

To stop this MPod from doing the reboot, select the Enable option.

If you don’t use a controller to manage your network, you will have to
set it to enable so it will not automatically reboot.

Instead of setting the individual MPod, do the global setting to set all
MPods in the Advanced Settings section page.

Options are: Use Network Setting, Enable, and Disable

If the rebooting control is only for this MPod then select as follows:
Select Enable prevents this MPod from rebooting.
Select Disable allows this MPod to do the reboot.

SSH Password : Recommend selects the default, Use Network Settings.

Leave it blank to use the global password setting for all the MPods.
Enter a new password in the box if this MP must use a different
password.

Freeze Firmware : Recommend selects the default, Use Network Settings.

This setting flags to allow or disallow this MP to do automatic firmware
update.

Select Enable disallows this MPod to do automatic firmware update.
Select Disable allows this MPod to do automatic firmware update.
When Enable or Disable is selected it overrides the global setting.

Adding MeshPods using Import file method.
MPods can be added by uploading an Import file containing a list of the MPods.

A | B | c | D . E | F |
1 [MName ‘Description 'MAC_Address Span_Mame Latitude  Longitude
2 |meshpoint_name meshpoint_description | 00:80:48:11:11:11
3 |span_name span_description span_name | 1.000000 2000000
4 |meshpoint_name_span meshpoint_description 00:80:48:11:11:12 'span_name | 1.000000  2.000000
B

Fig 4.9a —Import file data format
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Rules for creating the import file. Refer to Fig 4.9a, item 3 and 4.

First line should contain the header, Span_Name, Span_Description, MAC_Addr, Span_Name
Latitude and Longitude entries are optional. Need not include in file when not used.

All name and description field cannot have a space. Use the underscore character instead.

For proper display, keep description as short as possible (not more than 20 chars).

Each field must be separated by one tab only. Use two tabs to skip that field.

MAC address must be of the format, XX:XX: XX:XX:XX:XX

As MSpan node is consist of several MPods, the MSpan node name must first be created before MPod
can be added.

Example,
Span_Name <tab> Span_Description <tab> MAC_Address <tab> Span_Name
Span-A <tab>  At_building_A <tab><tab> Span-A
Mpod1 <tab>  On_Span-A <tab> 00:80:48:aa:bb:11 <tab> Span-A
Mpod2 <tab> On_Span-A <tab> 00:80:48:aa:bb:22 <tab> Span-A
Mpod3 <tab> On_Span-A <tab> 00:80:48:aa:bb:33 <tab> Span-A

The first line creates the Span_name , SPan-A. So skip the MAC_Address field with 2 tabs.
From second line onwards, MPods are added to MSpan name, Span-A.

* Hint: If you create the Import file using Excel, remember to save a copy in text format before
using it to do the Import MP upload.

* Note, The above example put spaces between the fields is just for illustration only.
There should be no space between each field in actual import file.

After added MPods into MSpan node, the table below shows the respective MPods in each
MSpan node. See fig 4.9b below.

Description 1P A ass WAL Address Mesh 10 CurrertUser Upiti re Chr X Gatewsy Mermfree Hops Latency Model  Wersion
a iy U 5.117.142.102 00:20:42:75:8E:66 25.cafleebshe o @ 23314"1 a4mBs Itselt 255 MB  NiA HrA MPJTZR b106S A Edit Delete
@ Spant spant Edit Delete
f[vo Nogel  Repealer 511714257 00SDSSTSSEST ocaffesbabe Na  COon T imizs oW 284MB 1 13 MPJTZR b1065 1572 Edit Delets
;'[_0 Mode?  Repeater 511714284 O08048758E:54 25caffeshabe N 0d:23519m 2m2s oW 285MB 2 14 WPJTZR bi06S 1g.490 Edit Delste
@ Spanz Spanz Edit Delste
f[»o HodeZ  Repeater 5.417.42.00 002048:75:8E:5A 25caffeebabe  NA 05123319"“ 7= S 284MB 2 18  MPJT2R b108E 714 Edit Delete
f[»o Hoded  Repeater 5.417.142.05 002048:75:8E60 25caffesbabe  NA 05123305"“ 2m.3zs G 283MB 4 22 MPJT2R b108E 505  Edit Delete
@ Span3 Span3 Edit Delete
:I[w-o HodeS  Repester 5.117.142.114 O0:8048TSEET2 25caifeshabe M odzzsgoam a3 s @AMB & 23 MPJTZR bi0GS 556 Edit Delete
ll["o Hoded Repeater 5.117.142.123 00:20:45:75:8E:7B 25:caffeehabe i Dd'23804m 1m,z20¢g il 286 MB -] 31 MFPJTZR b10GS agg  Edit Delete
:I[w-(j- Mode7  Repester 5.117.142.00 00:20487S8EE3 2Scaffeebabe 3 cd 23307’” 2mA7s oW 288MB 6 27 MPJTZR b10BS Go7 Edit Delste

Fig 4.9b —After added MeshPods to MeshSpan node

4.10 Add Coverage Operation in MeshSpan.

MPod only provide backhaul operation in the MSpan network.

If an MSpan node adds coverage for the location, additional MP is needed and to connected to the MSpan
Ethernet connection.

The MP is added in MSpan node using the Add Coverage button in Create MSpan page.

Alternatively, if the MSpan node is already created, adding coverage MP is through the Edit button of this
MSpan node.
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Add "Coverage" into 'MSpan-B' MeshSpan.

Name MAC Address Description Coverage

There is no MeshPoint in this MeshPod

Coverage Name : Enter a name to identify this MP
coverage deivce.

"Coverage" Mame (
MAC Address : (
Description = |

Mo Reboot ifho Contraller: | Use Metwork Setting

MAC Address : Enter the wireless MAC address
for this coverage radio.

Description : A short description generally
about the MP location.

Transmit Power : Recommend selects the default,

Transmit Pawer : | Use Metwork Setting v Use Network Settlngs'
Lets
SSH Passwards: you adeSt this MP
Freeze Firmware : IIUse Metwark Setting v Coverag_e ra_dlo _transmlt pOWeI’
preventing its signal strength
Channel Spectrurm Width : {Use MNetwork Settings v) from ap_peanng to be Strpnger
than neighbor MP to their
Coverage Channel: [ Use Metwork Settings v) neighbor clients.
Note: Please do not putthe Gateway and the Reseatern e same. AjUStMeENt can be set lower in one
dBM steps.
R S
* Note: For Single Radio MP, adjusting the
Fig 4.10a —-Add coverage to MeshSpan node coverage transmit power also set the

SSH Password

Freeze Firmware

Channel Spectrum Width

Coverage Channel

Backhaul transmit power.

: Recommend selects the default, Use Network Settings.

Leave it blank to use the global password setting for all the MP.
Enter a new password in the box if this MP must use a different
password.

: Recommend selects the default, Use Network Settings.

This setting flags to allow or disallow this MP to do firmware upgrade.
Select Enable disallows this MP to do automatic firmware update.

Select Disable allows this MP to do automatic firmware update.
When Enable or Disable is selected it overrides the global setting.

. Recommend selects the default, Use Network Settings.

This setting lets you select the 11n channel transmission width for
this MP between the normal 20MHz or 20/40MHz (channel bonding).
Options are: 11ng20, and 11ng, Use Network Setting.
e 11ng20 selects 2.4GHz band for 11n with 20MHz channel width.
e 11ng selects 2.4GHz band for 11n with 20/40MHz channel width.

* Note: If Channel Spectrum Width selected in the Network Settings
page is different and the Coverage Channel selects Use
Network Settings, the result will be Channel Spectrum
Width sets in the individual settings will be used while the
Coverage Channel sets in the Network Settings will be used.

. This setting lets you select a different coverage channel to avoid

using same or overlapping channel with nearby MPs.
Non-overlapping channels for 2.4GHz band are Channell, Channel
6 and Channel 11.

To select, click on the channel number, range 1 to 11 or 1 to 13,
depending on the country set selected.

When Auto is selected, the channel is automatically selected during
the initial power up sequence.
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5 Menu » Network Settings tab

This page manages the global configurations of the MPs and MPods. There are 5 sections in this page.
a) Network Settings
Lets you change settings made in Create Network tab page such as: Time Zone and Location,
Map Type, Scenario, Environment, and Contact Email. Plus enable email alert.
b) SSID1 (Public) Settings
Configures SSID1 profile
c) SSID 2 (Private) Settings
Configures SSID2 profile
d) User Access Conditions
Setup a control method for user connection on the network.
e) Advanced Settings
e Configure the MP and MPod wireless channel for backhaul and coverage operation,
e Isolation of wireless client to client communication on MP
e  Setup the MP and MPod automatic firmware update.
e Setup an automatic secondary fail-over CloudController.

e Enable / Disable Bridge Mode on the mesh gateway MP.
(Also Enable / Disable mesh gateway NAT, Show / Hide VLAN tag selection)

5.1 Network Settings section

After creating the new network profile in the Create Network tab page, you can edit most of the settings
in the Network Settings section.

Network Settings
Network Settings MNetwork Name : Compex_Test
Contact Email : | default@dashboard.com | Thig is the default email address that we would send email if the meshpoints are down
Tirme Zone : | 08:00 ~ | Please select the time zone you are in.
¢ Please select the location you are in. (Note: You can only select the location in the time Zone you have
Location : | Singapore 8 ) calaciod above)
If the MeshPoints are used 1o provide Intemet coverage, choose “With Internet’. If the MeshPaints are
Scenario: [ With Intemet o | usedto provide connectivity in a closed environment, without access to the Infemet, choose "No
! Intermef’. Note: fyou choose "With Intemet’ option when there is no internet, there might be unexpected
issues
. ‘World Map ulilizes the Google Map for you to put the MeshPoints on, whersas Custom Wap allows you to
Wap Ty W
ap e\ World Map =) upload an officesany other |ayout.
IndoorfOutdoor (Outdoor as Defaulf). Select the environment you are in. We enabled higher ACK fimeout
Environment: | Qutdoor ~ | for Outdoor settings, and thus perfarmance for Indoor devices would be impaired ifyou use Qutdoor
— setlings.
Default Metwork: [] Select the default network to be shown when you logged in to MeshController.
- - If any of the MeshPoints are down (if they have checked in before), an email would automatically be sent
EEEP BRI (3 fothe "Contact Email’ that s listed.

Fig 5.1a -Network Settings

Contact Email : Enter a valid email address here to receive alert email and other notifications.
Time Zone . Select the time zone for the country the network is installed.

Location : Select the country the network is installed.
* Note: Only countries within that selected time zone will be displayed.

Scenario . Select With Internet for wireless mesh network that connects to the Internet.

This is the default.
Example, users connect to the wireless mesh network to access Internet.
Or using Google map and real time clock update in the CC require Internet connection.

If the wireless mesh network will not connect to the Internet, as in a closed network
environment, then select No Internet.

* Note: When With Internet is selected and there is no Internet
connection, there might be unexpected issues.

Map Type : Options are, “World Map” and Custom Map”
World Map utilized Google Map for display.

Compex CloudManager / MeshController User’s Guide rev1.07 (Copyright) 22



Customer Map allows uploading own map or drawing like floor plan.

Environment . Wireless devices installed over long distance require longer respond time, such
as CTS and ACK handshake during communications, to ensure optimum
network performance.

Options are Outdoor and Indoor.

Select Outdoor when MPs backhaul links are over 200m such as
outdoor installation environment.

Select Indoor when MPs backhaul links are less than 150m such as
indoor installation environment.

* Note: If OUTDOOR is selected for mesh network installed less than 150m
It may impair network performance.

Default Network . Lets you set a default network profile to display when logon to the CC.
Enable Email Alert : Email Alert is turned off (no tick in box) by default. To turn on the function, tick
the box.

When function is turn on, administrator will receive alert email sent from the CC,
for example, when an MP or an MPod is down.
Ensures the email address entered in Contact Email box above is valid.

5.2 SSID 1 (Public) Settings section

(ssn: 1 (Public ) Settings ]

Metwork Settings Enahle 53ID1 Check to enahle, uncheck to disable this SSID.
Hide ESSID: [ Hide EGEID OF SSID1.

The S5ID of puhblic netwark (S5101). Ifthe option [Use MeshPoint Mame] is checked,
individual MeshPaint name will be used instead

Password (key) for the this S5I0. Leave blank for an open netwark, KEYS MUST BE 8
CHARACTERS OR LOMGER. This WPA s using WPA-AES-CCMP.

Use MeshPoint Mame: [ Allow each SSID to broadcast its own MeshPoint name

Metwark Mame (55101 S5I0) : |Free_Access

Metwark WPA Key: | xxxxxrxs

. Signal strength of the client is essential for good user experience and maintaining a stable
BRI SIEE e o CI\enF | Recommended ~ | network. Setting ofthis feature would allow faster roaming ofthe client to another
: rmeshpaoint, ifthe signal strenoth is weak enough.

VP& Enterprize Server: | | The IP address of your WPA-Enterprise (802 1:) sener,

WuPA Enterprise Port: | | The port number of your WPA-Enterprise senver,

Fig 5.2a -SSID 1 (Public) settings

Enable SSID1 . Check to enable this MP profile. Remove tick in box to disable this MP
profile.
Hide ESSID : When check, the MP will not broadcast its SSID. But user can still

connect to the MP with the correct SSID.
Network Name (SSID1 SSID): Enter a SSID name for MP first SSID profile.

Note: When Use MeshPoint Name option is enabled, it overrides the
MP profile set SSID name.

Network WPA Key : Input a valid key will enable connection profile access with WPA-AES-
CCMP security. Key length must be 8 characters or more.
Leave box blank to disable connection profile security.

Use MeshPoint Name . Check to enable. Uncheck to disable.
When enabled, each MP overwrites the SSID set in
Network Name (SSID1 SSID) with the device assigned name as SSID.
This option is use only in special application where each MP must have a
different SSID.

Minimum Signal Strength : This setting affects user roaming responds.
Of Client 3 selectable options are, Disabled, Recommended, Aggressive

Disabled = User link may not switch over to a stronger signal MP. Depend on client’s adapter.
Recommended = User link will switch over to an above average signal MP. This is the default.
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5.3

Aggressive = User link will switch over quickly to higher signal MP.

WPA Enterprise Server

WPA Enterprise Port

SSID 2 (Private) Settings

: Setup to connect to a WPA Enterprise 802.1x server

Enter IP address of the server. Leave blank if service not in used.

. Enter port number use by WPA Enterprise 802.1x server

Leave blank if service not in used.

section

( SSID 2 ( Private ) Senings]

Metwork Settings Enahle 55102
Hide ESSID

Metwork Mame (SS5ID2 S510 ¢ |
Metwork WPA Key © |

Minimurm Signal Strength of Glient |

WPA Enterprise Server |

WPA Enterprise Port |

(] Checkto enable, uncheck to disable this SSI0
[F] Hide ESSID OF 55102
mySecure | The S5ID of private S510.

Fasgword {key) for the this SSI0. Leave blank for an open network. KEYS MUST BE 8
CHARACTERS OR LOMNGER. This WPA IS using WPA-AES-CCMP

Signal strength ofthe clientis essential for good user experience and maintaining a stahble
Recommended “ | network Setting of this feature would allow faster roaming ofthe client to another
meshpaint, if the signal strength is weak enough

Op3nm35h

| The IP address of your WPA-Enterprise (302.1: server.

| The port number of your YWPA-Entetprise server.

Enable SSID2
Hide ESSID
Network Name (SSID2 SSID):

Network WPA Key

Minimum Signal Strength

Fig 5.3a -SSID 2 (Private) Settings

. Check to enable this MP profile. Remove tick in box to disable this MP

profile.

: When check MP will not broadcast its SSID. But user can still connect to

MP with the correct SSID.
Enter an SSID name for MP second SSID profile.

: Input a valid key will enable connection profile access with WPA-AES-

CCMP security. Key length must be 8 characters or more.
Leave box blank to disable connection profile security.

. This setting affects user roaming responds.

The selectable options are, Disabled, Recommended, and Aggressive

Disabled = User link may not switch over to a stronger signal AP. Depends on client’s adapter.
Recommended = User link will switch over to an above average signal AP.
Aggressive = user link will switch over quickly to higher signal AP.

WPA Enterprise Server

WPA Enterprise Port

: Setup to connect to a WPA Enterprise 802.1x server

Enter IP address of the server. Leave blank if service not in used.

. Enter port number use by WPA Enterprise 802.1x server

Leave blank if service not in used.
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5.4 Advanced Settings section

This section performs the global settings to all the MPs and MPods devices in that selected
network.

* Note: When any of the similar setting in individual MP and MPod is changed it will overrides that
in the Advanced Settings section.
The individual MP and MPod settings must set to the default, Use Network Settings for
setting set in the Advanced Settings section to take effect.

* Reminder: Always check the top of the web page in the Current Network box, the correct network
profile name is selected before you proceed to make any setting changes.

Click the Save Settings button to save only after completing all the configurations in the Network Settings
tab page.

Advanced Settings

Mo Rehootifno Controller: [ Ifthis is not enabled, this MeshPointwould reloot, ifthere is no route to Intermet

CloudManager or MeshController.
WD SIS gE The transmit power is anly for coverage radio and is the same for all 88105 on this

Transmit Power : | Maximum Power ¥ | MeshPoint. For MPEY 2 and MP546G, as the backhaul radio is the same as coverage
—radio,itwould change the backhaul area too ifyou change the transenit power
55H Passwords : (Dp3nrm3sh | Ifsetitas emply, means to use the network settings.
Freeze Firmware . Freeze the firmware version to prevent auto-upgrade of new firmware.
58101 Isolation: [ Checkthis box to prevent your SSID#1 users frorn being able to access each other's
cormputers.
s3i02 Isalation: [ Check this box to prevent your SSI0#2 users frorm being able to access each other's
computers.
-—  Please selectthe country code and the channels availahle for use in this country would
Country . | Mo Country Set ~ | be shown below. To use all the channels, select"MNo Country Set'. Note: Al the Coverage

Channel Settings at the MeshPoints would be changed to Use Metwork Settings.
Models in network . MPEAEA F MPEA3A f MPJ72
For single radio solutions(MP546G [ MPET2), Coverage channel would he fixed atthe
Mesh Ghannel, so this option cannot be selected

Channel Spectrurm Width for Coverage channel. For MPET2 and MPS46G, as the
backhaul radio is the same as coverage radio, itwould change the backhaul Channel
Spectrurn Width too, ifyou change the Channel Spectrurm width.

Mesh Channel: [ 35 - 5180 MHz =

Channel Spectrurn Width . | 11ng20 hd

Coverage Channel: | Auto b

Channel for coverage(SSID1/SSID2)

o add the firrware into this folder and itwould be autormatically upgraded. Warning:
Firmware Server: - (my. dashboardfdashboardfinme) o onewonid e down when the firmware is being upcraded

Auto-Failover server. Checkin to this address where another CloudManager server
o 1R 19 190 14 Nidachhoad resides, when the original server is down. Please ENSURE that your Failaver
Fail-Over CloudManager : 1W CloudManager has EXACTLY the same settings as the original server, or else
unexpected issues might arise

Checkto bridge the Gateways with the LAN and disable NAT. This lets yaur LAMN or
Bridge hode: [ Internet moderm assign all client DHCP addresses and gives clients access to LAN
resgurces.

Fig 5.4a --Advances Settings

5.4.1 Block User-to-User Direct Communications

SSID 1 Isolation . Tick the box to enable. Remove the tick to disabled.
When enabled, user-to-user direct communications connected to same
MP on same SSID1 profile will be blocked.

SSID 2 Isolation . Tick the box to enable. Remove the tick to disabled.

When enabled, user-to-user direct communications connected to same
MP on same SSID2 profile will be blocked.

5.4.2 Setup Automatic MP Firmware Updates

Freeze Firmware : When the box is tick, all MPs automatic firmware update will be disabled.
When the box is not tick, all MPs can do automatic firmware update when
a new firmware file is found in the path set in the Firmware Server box.
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Firmware Server

: Enter the full path name where the firmware image file is stored.

The Freeze Firmware tick must be removed for the function to work.
The setup path in the CM and MC are the different.

When using CM,

(0]

If the Firmware Server path is 116.12.130.110/dashboard/firmware/
MPs will look in this path for the update firmware.

When Compex upload a newer MP firmware to the web site, about an
hour after, the MPs will automatically upload the firmware and upgrade.

If the Firmware Server path is \<PC IP address>\<PC folder name>\
e.g., PC IP address is 101.58.162.43 and the PC shared folder name is
MP-Firmware, then the path name is \101.58.162.43\MP-Firmware

MPs will look in the PC folder for update firmware.

When you copy a newer firmware file to the PC folder, the MP will
automatically upload the firmware from the PC folder to do the upgrade.

The schedule may take about an hour. So leave the PC running for at east 2
hours after copy the firmware file to the PC folder.

When using MC,

[0}

The Firmware Server path should be the MC hard disk folder.
The default path is my.dashboard/dashboard/firmware/

You upload the firmware image file to the MC using the
MeshPoint Firmware Upload option in the System tab page.
Please refer to the System tab chapter for details.

The schedule may take about an hour before the MPs start to upload and
upgrade the firmware

* Note: Network will be down for a few minutes during firmware upgrading.

5.4.4 Wireless Setup and Configuration

Country

Mesh Channel

. Select the country the mesh network is installed to ensure wireless

operation frequency is compliance with country regulations.
When a country is selected, only channels within the country
regulatory domain will be displayed.

To use all channels, set to No Country Set

* Note:

1) Itis the responsibility of the installer to ensure the
selected operation frequency is within the country
regulatory domain.

2) When No Country Set is selected, the Coverage Channel setting
for all MPs will be reset to Use Network Settings

. For Dual Radio MeshPoint (MP546 / MPS546) and MeshPod (MPJ72)

devices deployed, this is to select the Backhaul operation channel for
the mesh network.

For Single Radio MeshPoint (MP546G / MPE72), this is to select both
the Backhaul and Coverage operation channel.

The following settings below are also configurable in the individual MP and MPod edit mode page.
For the settings in the Advanced Settings section to take effect, these settings in the individual
MP and MPod edit page must be set to the default selection, Use Network Setting.

If the settings were changed, they override the settings made in this Advanced Settings section.

Transmit Power

. Lets you adjust all MPs coverage radio to this transmit power value.

Adjustment is in steps of 1dBM lower from maximum power.
* Note: For Single Radio MeshPoint, changing the coverage
transmit power also change the backhaul transmit power.
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Channel Spectrum Width : This setting lets you select the 11n channel transmission width for
this MP between the normal 20MHz or 20/40MHz (channel bonding).
Options are: 11ng20, 11na20, 11na, 11ng, Use Network Setting.
11ng20 selects 2.4GHz band for 11n with 20MHz channel width.
11ng selects 2.4GHz band for 11n with 20/40MHz channel width.
11na20 selects 5GHz band for 11n with 20MHz channel width.
11na selects 5GHz band for 11n with 20/40MHz channel width.

Coverage Channel : This setting lets you select a different coverage channel to avoid
using same or overlapping channel with nearby MPs.
Non-overlapping channels for 2.4GHz band are Channell, Channel
6 and Channel 11.
To select, click on the channel number, range 1to 11 or 1 to 13,
depending on the country set selected.
When Auto is selected, the channel is automatically selected during
the initial power up sequence.

* Note: For Single Radio MeshPoint, there is no Auto selection.

5.4.5 Device Behaviour and Access Control Setup

No Reboot if no Controller : In a standard network setup the MPs and MPod will check-in once
every 5 minutes to the controller. If it fails to check-in it could mean
device has lost the connection and will automatically reboot to recover.
This can cause a network disconnection.

To disable the automatic reboot action for all the MPs and MPods, add a
tick in the box.

If you do not use a controller to manage your network, you must add a
tick in this box and all MPs and MPods will stop the automatic reboot.

If only selected MP or MPod must not do the automatic reboot then use
the Edit button in the MP and MPod list table to set those individual MP
and MPod.

Fail-Over CloudManager : Enter the address where the secondary CC is located.
When current CC failed, the MPs will redirect all check-in to this
secondary CC.

* Note: Please ENSURE that your fail-over site or MC has EXACTLY
the same settings as the original server, or else unexpected
issues might arise.

SSH Password . Entering a new password will changed the SSH password of all MPs and
MPods to this new password.

5.4.6 VLAN Setup and Disable NAT mode

Bridge Mode 1 Add a tick in box to enable mode. Default is no tick in box and disabled.
When enabled,

0 Mesh gateway will disable NAT mode on the WAN port.
Connection on the WAN port will establish bridges connection
between the wireless mesh network and the upstream wired
network. Wireless users will obtain their IP addresses from the
upstream network Internet router.
The wireless mesh network can have several such gateway-bridge
connections with the upstream wire network.

0 VLAN tag setup is available.

The mesh gateway MP WAN port can setup tagged VLAN
connection to the upstream wire network.
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a) Setup VLAN tagged on MP WAN port

When the upstream wire network uses VLAN tags to connect the networks, wireless mesh network
connecting to such network will require setup a VLAN tag connection through the gateway-bridge MP.

When the Bridge mode is enabled, the VLAN setup page in the Advanced Settings section will
display. See Fig 5.4.6a below.

Advanced Settings

Bricieys Wods : Check to bridgs the Gateweays with the LAN and disable MAT. This lets your LAN or Intsrnet mocsm
& : assign all client DHCP addresses and gives clients scoess to LAM resources.

Network Settings Only Appiicable on the Gatesway's WAN port, This would be the YLAN ID of the traffic for allthe

-, MeshPaints to checkin to CloudManagerMeshCartraller. (valid YLAN ID Rangs: 2-4095). Most cases
WA YLANID : | Tagged v |2 | wwoud use "untagged”.

SSD1 VLANID : | Untagge v | WLAN 1D for this SSID. (valid YLAN ID Range: 2-4035)

SSID2 VLANID | Untagge | WLAN ID for thiz SSI0. (valid WLAN D Range: 2-4035)

I T,
Fig 5.4.6a—Enable Bridge Mode display VLAN ID setup page

* Note: When you set a VLAN tag and upstream switch is not able to support the VLAN tag for the
gateway port, you would lose the entire network connection. Proceed with changes only
if you are certain of the configuration in your switch.

WAN VLAN ID : This VLAN ID is setup for the WAN port of the MP.
To enable the VLAN tag, select Tagged and enter the VLAN ID number in box.
To disable VLAN tag, select Untagged.

SSID1 VLAN ID : This VLAN ID entered is setup to associate with SSID1 profile.
To enable VLAN tag, select Tagged and enter the VLAN ID number in the box.
To disable VLAN tag, select Untagged.

SSID2 VLAN ID : This VLAN ID entered is setup to associate with SSID2 profile.
To enable VLAN tag, select Tagged and enter the VLAN ID number in the box.
To disable VLAN tag, select Untagged.

The VLAN ID association to an SSID profile is such that outbound wireless packets are not
tagged with a VLAN ID. But inbound wireless packets sent to the WAN port are tagged with the
VLAN ID.

= SSID4
< ! Unitagged

= SSID2
k___.; (((( Untagged ’)))

. SSID2 WAN  LAN
= Untagged [E' l:l

Ethernet Switch with
Virtval Local Area Nework

Tagged /
For

Port
VLAN ID 10 VLAN ID 10 | Group

Part 4| VLAN ID 2 — VLAN ID 20 Gmup—[

VLAN ID 3D VLAN ID 30 Gmoup

Porl
Port

Pork
Pork

6010000

Fig 5.4.6a —VLAN tag flow between mesh MP and VLAN switch
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b) Connecting the mesh gateway with NAT mode disabled to upstream network

When connecting a mesh gateway MP with Bridge mode enabled to the upstream wire network:

The wireless mesh network will establish a bridge connection with the upstream wire network.
Applications that require this include camera video streaming, multiple bridge connections from
the medium to large wireless mesh network to shared resources on the upstream network.

All users will obtain their IP addresses from the upstream DHCP server and router.

Refer to fig 5.4.6b below for a connection example with multiple mesh gateways with Bridge mode
enabled.

No further configuration needed after enabled Bridge mode to make such connections.

e
MeshPoint L |
N KB
MeshPoint
AN

7

™  —
Bridge Gateway Jl"'.' ?“_
|

Router DHCP
== selver

IF 10.10.1.1

IP 10.10.1.122
gateway IP 10.10.1.1

I

IP 10.10.1.100 Switch
gateway IP
10.10.1.1

MeshPoint mesh network

7\

I | IP 10.10.1.120
-~
»

gateway IP 10.10.1.1

LAN network

Bridge Gateway
J

MeshPoint

Multiple bridge gateway connections to LAN network.
MeshPoints use WAN port connechlion with Bridge Mode enabled,

Network Settings tab —> [Advanced Settings|section —> Bridge Mode E

Fig 5.4.6b —Connecting multiple mesh gateways with Bridge mode enabled
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5.5 User Access Conditions section

Administrator and integrator can choose from four control methods to manage how users connect on the
wireless mesh network.

The four control methods are: Open, User Agreement, Hotspot@worK and Internet Access Controller.
To select, click on the respective option radio button on the User Access Condition section.

a) Open

User Access Conditions :O User Agresmert O HiotspotiEnesor K O Customized Internet Access Controller server

Enahle DLAL Limit: [

Dowenload Limit : | 550 _J.' Dorwenload speed limit (hit-rate in Kbitsfsec).

Uplasd Limit : | 300 | Upload spesd limit (hit-rate in Kbitsfsec).

Fig 5.5a —Selecting Open option in User Access Conditions
This is the default.

Users can freely connect to network. No network logon prompt or authentication is required.
However, to ensure all users have a fair share of the network load, administrator can set a maximum

upload and download limit speed per MeshPoint. This will help prevent each coverage area of the MP to
hog the network.

To set the upload and download speed limit, first add a tick in the DL/UL box to enable the function. Then
enter the maximum limit number in kilobytes/sec in the Download Limit and Upload Limit box.

b) User Agreement

User Access Conditions: O opeO Hotspati@nor K (¥ Gz e Aesces Earislier sarar

Enable DLAL Limit : []

Dovwnload Limit ; | 550 ,.' Dowenload speed limit (hit-rate in Khitsisec).
Upload Limit ; | 300 | Upload speed limit (hit-rate in Khitsisec).
Splash Template URL - I" 7 & URL where the splash template can be downloaded Warning: an incorrect URL would prevent

~ uzers from accessing the network due to improper display of splazh page.

Splash Redirect URL - { Filtpy:(haiese COMPEX. COM 50 | The home page qf a restricted do:’naln to display after the Splazh page (e.g. hittpoibenese google com]).
 Leave it blank will link to broweser's default home.

Splazh Idie Timeout(m) : I: 10 :I Minutes client iz idle before showing Splash Page.

Splash Fixed Timeout(m) : I: 1440 :I Minutes to show splazh page regardiess of activity .

Fig 5.5b --Selecting User Agreement option

When selected, it directs all users to a server where a splash page will be displayed to user.

The page can be a user agreement that requires agreement and acknowledgement from the user before
they are allowed in the network. The page can also require authentication logon, or any combinations.
Integrators can also set the download and upload speed limit per MP, to prevent each coverage area of
the MP to hog the network. A different splash page can be pre-determined as well, giving more variety to
the users. Users can be re-directed to a webpage of the Integrator's choice, giving the Integrators more

opportunities to advertise their products. The splash idle and fixed timeout can be set as well, making sure
that more users are able to see the captive portal.

Welcome to Compex Mesh@work!

MeshEwork

Fig 5.5¢c -Sample Splash Page
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Splash Template URL : The URL address to the splash page.

* Note : Incorrect URL address would prevent users from accessing
the network due to improper display of the splash page.

Splash Redirect URL . After splash page, administrator can set a default home page.
If leave blank, home page will be user’'s web browser default.
Splash IdleTimeout(min)  : Number of minutes user connection is idle before display splash

page. Enter the number in the box for the maximum timeout in minutes

Splash Fixed Timeout(min) : Forced the splash page to display after a fixed number of minutes
regardless users activity.
Enter the number in box for the fixed timeout period in minutes

* Note:
For integrators who wanted to do their own splash pages, please note the following:
1. Each individual file has to be <100KB.
2. The total size for all the files have to be <300KB.
3. The files have to be arranged in the right folders.

Please check the package given by Compex.
4. Reference to images need to have double quotes. Please see example in the package.

¢) Hotspot@worK (only in MeshController)

User Access Conditions: O Open @] User ﬁgreemeo Custarnized Irternst Ascess Cortraller server

"-l List of domains separated by commas. Users can access without authentication)alled Garden).Clear
 this lizt to return to default settings.

Allovwed Domains : Ij

Fig 5.5d —Selecting Hotspot@worK option

This selection enables the Hotspot@worK service. It includes hotspot billing services and Office/Guest
access.

Using Radius Server to authenticate users, integrators are able to release username and password to
the customers. They will be able to either charge users to enhance their profits or be able to control
their Internet usage.

Enabling Hotspot@worK in the User Access Conditions will enable the Hotspot@worK tab so you can
create hotspot managers and cashiers.
These managers then connect to the hotspot management site at,

<MC'’s IP address>/dashboard/hotspot/

For example, if your MC has the IP address 192.168.0.2 then the URL is,
http://192.168.0.2/dashboard.hotspot

Allowed Domains : Integrator can provide list web sites for users to access freely without the need
to logon.
This feature is also known as Walled Garden.
Enter each domain names separated by commas in the box provided.
These web sites can use for advertising and providing information about the
company and products and services.

Please refer to Hotspot@worK tab page for setup details.

d) Customized Internet Access Controller

Will be available soon.
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6 Menu P Reporting tab

Report system creation is based on the history of MPs and the client connections information.

To view and print the report, click the Report tab on the menu. From the Generate Report box, first select
the starting and ending date and time in the From and To box. Then click one of the two report format
buttons below to generate. See the Report tab page in fig 6a below.

Currert Metwork - | Gompex_Test Updates Logout

24 HRS Throughput REPORT

oom
00816 —
00462
0,008
0015+ TR
\ Wy WA
000w - -
Dot 1333 Dot 1613 0ct5 18: 58 1ot 52133 0et-1000:13 fet-1002 53 Uet-1005:33 0et-10 08: 13 fet-1010.53 Oet-1013:33

Report 24 HRS User REPORT

Document

5 0et-321:33 0ct-1000:13 o102 5 Det-10 05:33 0et-1008: 13

Hame IP A == C Address Usage OL/UL

) ] (oo v |

IR

Help & Feedback a Compex_SW 512152162 00:8048 793442 112.2 MB /0.6 MB Hid

n Compex_R1 511794162 00:80.98.T5.6E:43 O kB/O KB il 2025

Hot n Compex_R2 £.117.84.134 00:80:43:T55E:83 2.8 ¢B/296.1 MB atll 2000

Fig 6a —Report tab page

6.1 Performance Report

In this section, we analyze the MP’s performance over time, including the mesh speed and outage for
each particular MP. The chart gives an overview of the performance for the last 24 hours.
To generate report of specific date and time (up to one month period) use the Generate Report box.

6.1.1 Users Log Per MeshPoint

This report shows all the users and the MPs they were connected for the selected period when generating
the report. These users are identified by their MAC addresses listed under the MAC Address column.
You may notice in the report the same user have connection to two or more MPs.

The RSSI value shows the user’s connection signal strength with that MP.

The user might have roamed to other MPs with the higher signal strength (RSSI).

It is normal for report to show multiple users with multiple MPs connections when these conditions listed
below are more favorable for roam to occur.

4 The roaming sensitivity level setting is high
v The MPs are closer to the users

The roaming sensitivity level is set in the Minimum Signal Strength parameter of the SSID profile in the
Network Settings tab page.

MAC Address MeshPoint RSSI{last)
00:50; 45: 68 bi 90 Gatewway _RD 37
0050 4565215 June 33
00:50; 45865 d=1 5 Gateweay _RD 9
0050 45: 62 2745 Gateway _RD 45
00:80: 4586181 fa Gateway _RD 46

Fig 6.1.1a -Sample “Users Log per MeshPoint”
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MAC Address

MeshPoint
RSSI (Last)

: Display the MAC Address of the user connected to the device.
: Shows the MP name that the user uses.

: RSSI of the user when it is last seen. Green represents RSSI>20.

is 10<RSSI<20. Red is RSSI<10.

* Note: MeshPoint with no user connection will not be displayed.

6.1.2 Users Log vs Time Report

This report shows the users’ login and logout time from the respective MPs for the selected period when

generating the report. Such report should select at least 24 hours period or 1 day when generating the

report.

By tracing the user first occurrence of the start connection time in the Last Seen On column starting from
top down of the report and then trace from bottom up for the same user first occurrence for the last
connection time. This will show the user login and logout time for the day.

MAC Address
00:50: 48: 65: ki 30
00: 504565 dac 1S
00504565 dac 15
00: 5045865 dac 15
00: 504565 dac 1S
00504565 dac 15
00: 5045865 dac 15
00: 5304565 dac 13
00: 504565 dac 15
00804865 dac 15
00: 5304565 dac 13
00: 5304565 dac 13
00: 304565 dac 13
00: 5045865 dac 15
00: 5304565 dac 13
00504565 dac 15
00:50: 48: 65: ki 30
00: 5304568 27:45
00:50:45:61:51:fa

Last Seen On MeshPoint RSSI{last)
10-11 10:14 Gateway_RD 36
10-11 1207 June 33
10-11 1327 June 34
10-11 13:39 Gateway_RD 42
10-11 13:47 June 33
10-11 1359 Gatewvay_RD 41
10-11 14:12 June 34
10-11 14:24 Gateway_RD 39
10-11 14:32 June 33
10-11 15:29 Gateway_RD 35
10-11 15:42 June 33
10-11 16:04 Gateway_RD 40
10-11 16:17 June 34
10-11 16:29 Gateway_RD 39
10-11 16:52 June 33
10-11 17:04 Gatewvay_RD 41
10-11 18:19 Gateway_RD 37
10-11 1819 Gateway_RD 45
10-11 1819 Gatewvay_RD 46

MAC Address

Last Seen On

MeshPoint
RSSI (Last)

* Note: You would natice that in this report, the same client would be logged on the same

Fig 6.1.2a -Sample “Users Log vs Time”

: Display the MAC Address of the user connected to the device.

on the network.

: Shows the MP name that the user uses.

: RSSI of the user when it is last seen. Green represents RSSI>20.

is 10<RSSI<20. Red is RSSI<10.

MP over a period of time, capturing the check-in and check-out time of the
station in the date range specified.
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7 Menu » System tab (only in MeshController)

Only the MeshController has the System tab on the menu.

* Note : Each section have its own Save Settings button.
The Save Setting button saves the changes made only to that section.

7.1 Changing MeshController IP setup

When you install a new MC in the network you will generally need to change the IP address to your
network IP subnet. Follow the screen instructions to make the changes.

IP Address IP Address : Enter a new MC IP address in
box.
IP Address |/192_158.102.103 \| Subnet Mask : Default is 255.255.255.0
- : : Enter the new subnet mask in
Subnet Mask: (255,265 255.0 ) box.
P N Gateway
Gateway IP Address | | 192.165.102.1 ) IP Address : Enter the gateway IP address
in box.

Fig 7.1a -Changing MeshController IP setup

Note if the MC has already been setup and connected to a wireless mesh network and you change the
MC'’s IP address, you must also change the MPs Check-In IP address on the mesh network.
Otherwise, these MPs will not be able to check-in to the MC after this.

To change the MPs Check-In IP address, please refer to the chapter on System Tools.

7.2 MC and MP devices using NTP server to maintain accurate date and time.

MC and the MP devices get the date and time update from the NTP server. This enables the devices to
maintain accurate date and time.

Entry can be the domain name or the IP address of the NTP server.
At lease 2 NTP server entries is recommended.

Priority is from top to bottom. If there is no respond from the NTP server, the next one down the list will be
use to get the date and time.

NTP Server

NTP Server : Enter the IP address or the

oy .
o psonTe savar: ) D €D domein rame of the

20312012111 NTP server.

0.opernwit.podl.ntp.org
MTP Server: [1.0penwrt.poolntpoorg
2 openwrt pool.ntpoorg
3.openwrt pool.ntpoorg

Fig 7.2a -Adding NTP server
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7.3 Changing Administrator Account

To change to new administrator name and password, follow the screen instructions.

Attt e DL TS All entries in the boxes below cannot have a space.
Use underline instead.
New Admin Nams : | ! New Admin name : Type in a new name
SRS Current Password : | | | Current Passwords : Enter the existing admin
’ . password.
Mew Passward I\ ’I
) ) New Password : Enter a new password for
Canfirm Passward : I\ ’I new account name
Confirm Password : Re-enter the new password
to confirm entry matches

Fig 7.3a -Changing Admin account

7.4 Uploading the MeshController and MeshPoint firmware file
This section lets you upload the firmware file to the MC.

MeshController Firmware Upgrade

T Mo fife chosen To upgrade the firmware of the MeshCondraller

MeshPoint Firmware Upgrade

- — = Putting the firrmware for the meshPaints on the firrmware server specified in the setlings. The
Chooge File | Mo file chosen meshPoints would be upgraded within the ned hour. Mobe: MeshPoints would be down when it is

upgraded. Plaase wail for an hour for the network o recaver

Fig 7.4a --MeshController and MeshPoints firmware upgrade

MeshController Firmware Upgrade:

To upgrade the MC firmware,
v First copy the MC firmware image file to your PC folder.

v' Click the Choose File button to browse your PC folder for the firmware image file from the
MeshController firmware Upgrade section.

v' After selected the firmware file, click the Upload button to start copy the file to the MC.

Within an hour, the MC will upgrade the new firmware and reboot after completed.
Check the Help and Feedback tab page to verify the firmware version.

MeshPoint Firmware Upgrade:

To upload the MP firmware to the MC,
v' First copy the MP firmware image file to your PC folder.

v' Click the Choose File button to browse your PC folder for the firmware image file in the
MeshPoint Firmware Upload section.

v After selected the firmware file, click the Upload button to start copy the file to the MC.
Within an hour, the MP will upload the firmware from the MC and do the upgrade.
This can take place only if the following are also set in the Advanced Settings section of the Network
Settings tab page;

v" The Firmware Server box has the MC'’s folder path
v' The Freeze Firmware box is not tick
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7.5 Backup and Restore or Reset MeshController configuration

This option lets you save a copy of the network configuration from the MC to a file for safe keeping.

Should the MC need to be replaced or the network configuration become corrupted and need to be reset,
the backup file will restore the network to is last saved configuration ensures minimum down time.

Configuration Management

Backup Configuration Backup o PC

Restore Configuration - | [ hosse Fil ; |
: 0 [Choase File | Mo file chosen | piazes ansure thatthe name “backup bak® |5 used. Other variation of the name would not be

m aceapled. MeshControllerwould sulomatically reboot after configuration is restoned

The configuration would be saved as "backup.bak inyour designated downloads folder

Device Mantenance

Reset to Faciony Default

Fig 7.5a -MeshController Configuration Management

7.5.1 Configuration Management section

This section lets you do the following:
[ ]

Backup the network configuration to a file for safe keeping
L]

Restore the network configuration from the last backup file or an earlier back file

* Note: Unexpected result may happen when restoring a backup file of to a
network that has changed the hardware configurations.

Backup Configuration : Click the Backup to PC button will save a copy of the network
configurations to a backup file with the name, backup.bak.

File will be saved to the web browser’'s Download folder.

You may rename the file by adding a date.
e.g., MC-Backup-10Aug2012.bak

Restore Configuration : Click the Choose File button to locate the configuration file.
Click Restore button to immediately restore the configuration.

* Note: If the backup configuration file name is changed,
It must be renamed back to backup.bak before restoring
7.5.2 Device Maintenance
This section lets you do the following:
e Do awarm (or soft) rebooting to the MC device.

e Reset and clear the MC configuration to its factory default settings.

Reboot : Click the Reboot button will caused the MC to do a warm (or soft)
boot only. It is similar to power off and on the MC device.

Reset to Factory Defaults : Click the Reset to Factory Defaults button will clear all current

configurations in the MC and restore the factory default settings.

*** Caution ! This action will wipe off your entire configuration in the
MC and will lose all connection on the network.
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8 Menu » Bandwidth Aggregation tab (only in MeshController)

Only the MeshController can support the Bandwidth Aggregation function.

Multiple mesh gateway nodes (on their WAN ports) can be connected to a switch, together with shared
resources. Normally, only single router can connect to the network. With Compex parallel broadband
(aggregation) technology, multiple routers can be connected to provide internet service to the multiple
gateway nodes, providing more redundancy links and balancing load sharing by user connections.

Example of bandwidth aggregation setup

)_ | IP subnet
s = i ..yj,.____ 101.58.10.x
Internet [ g
el
IP subnet . ‘J | :

All Int t = et : @
ruulel-;serlsﬁst s 203.120.12.x = 2 _ E -
disable DHCP e : |\
server function .l

ko 'a.i‘l“l
T
Lo~
QO_ 1
¢
MeshContreller ; : ﬁ_,
‘ ﬁ E DHCPh?ecrlver : )
= _ enable o _
|/ gt 1-Jm$'- Y
oL
Broadband Aggregation - @ﬁ
and Load Balancing setup 1‘J.-‘L;|' =

Fig 8a -Parallel Broadband setup

8.1 Configuring Bandwidth Aggregation

The MC can support up to four routers and any number of mesh gateways.
The mesh gateways can be on one wireless mesh network or on multiple wireless mesh networks.
The setup and configuration steps are the same. Fig 8a shows a setup example.

Step 1

Disable DHCP server on all Internet routers.

Connect them to a LAN switch.

Step 2

Connect MC to same LAN switch.

Run web browser and connect to MC, http://192.168.0.2/dashboard and login.

e Note: Your network might use a different IP subnet.
Use the IP address you set for your MC instead.
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Select the Bandwidth Aggregation tab from the menu and do the following:

a) Enable Bandwidth Aggregation by adding a tick in the box.
This also enables DHCP server on the MC.

b) Proceed to configure as follows:

Settings
Enable Bandwidin Aggregation
DHCF P Range © (192,188.1.100 o[ 192.188.1.200
Subnet Wask: (25 255 2650 ]
This is a list o URLAP that the MeshCantroller wauld connect to
URLIF0 eheckior health b8 (g i 1 €D check for the health of the individual rauters. A "htip i would be
appended to the inpot
google.com
Banwitth Aggregation baidu com
URLIP List:
‘ Enablz Router | Enable v.\ Enshlz Rauter: | Enable ) Enable Router: | Enable i | Enatle Router | Enable v.\‘
‘ Router Name  (router 1 Router Name: (router 2 | Router name: (router3 | Router niame - (router 4 ‘\‘
‘ PHERReer o P (105 18 1 || otce Gateway #: (192 166,12 ||| pHor Gateway - (192 16883 1 ||| orcp Gateway - (192.168.83.2 \\‘
‘ onsp: (5117771 ousie: (5117771 ) s (5117771 ] oS (117771 w‘

Fig 8.1a -Bandwidth Aggregation configuration

Enable Bandwidth Aggregation : Check box to enable.

DHCP IP Range

Subnet Mask

URL/IP to check for
health of the routers

URL/IP List

: This is the range of IP addresses that will be assigned to
clients.
Enter the start IP address range in first box and the end IP
range in second box.

: Default is 255.255.255.0
Enter a new subnet mask to change.

: The domain addresses are for controller to check any of the
routers have failed and remove it from the router’s pools.
Thus, select domains that are reliable and have consistence
fast respond time. Enter at lease 2 domain names.

: All entries made in URL/IP entry box will be listed in this box

By default all 4 router pools are enabled. If there is less then 4 routers, then disable those not in used.

For the first router pool entry:
Enable Router

Router Name

DHCP Gateway IP
DNS IP

: Default is enabled.
To disable, click the down—arrow and select Disable.

: Enter an appropriate name for the router for easy identification.

: Enter the IP address of the 1% router.

: DNS IP addresses issued by ISP to router are the best choice
DNS IP address to add in box.
Such DNS IP addresses from ISP have the fastest respond
time.
Pick the first DNS IP address assigned to the router. Enter this
DNS IP address in the box.

Do the same for the other routers in the pool.
When completed click Save Settings button to save all changes made in Bandwidth Aggregation page.
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9 Menu » Hotspot@worK tab (only in MeshController)

Only the MeshController can has the Hotspot@worK tab on the menu.

9.1 Activating the Hotspot@worK tab

This Hotspot@worK tab page lets you create hotspot manager and cashier accounts to access the
Hotspot Management. Before you can access the Hotspot@worK tab on the menu, you must first
activate the Hotspot@worK option on the User Access Connections in the Network Settings tab page.

User Access Conditions : O rpen O eer Agreemento Customized Internet Acsess Cortrollar sarvar
Metwork Settings

" Lizt of domainz separated by commas. Uzers can access without authentication(alled

e DEES 2 l-\_ ~ Garden).Clear this list to return to default seftings.

Fig 9.1a --Selecting Hotspot@worK in User Access Conditions

Click on the radio button to select HotSpot@worK. Then click the Save Settings button at the bottom of
the page. Now, click on the Hotspot@worK tab from the menu to display the setup page as shown below.
Hotspot managers and cashiers can be created from the box at the right end of the page.

Create Hotspot User
admin pt_myst@compex.coms. admin E Iﬁ Mame : | .I
tham kwe_tham@compex com.s admin E’a rj s ™
Password : | |
thamcashier kv _tham@@compex.com.s cashier E‘! ﬂ
Confirm " \I
Passward © . £
- =~
Hotspot@work Email : | |
5 .
=
Type: | Admin = |
Create Hotspot User

Fig 9.1b --Create Hotspot manager page

9.2 Creating Hotspot Managers and Cashiers
On the Create Hotspot Manager box, enter the following:

Name : Type the name of the person to be assigned as manager or cashier.
Password : Type a unique and secure password for this account.

Confirm Password : Retype the password to confirm password entered is correct.

Email : Type email address of this person to receive natification.

Type : Click the down-arrow button besides the box to assign this account

is created for as an Administrator or a Cashier.

Click the Create Hotspot Manager button to generate the account.
All accounts created are listed on the left side of the page.

To connect to the Hotspot Management click on the Click to Login button on one of the account.
Or from the web browser, enter the URL, http://<MC’s IP address>/dashboard/hotspot/
Replace the MC'’s IP address with your current setup IP address.

Edit Hotspot User

. . (A
To edit an account, click = for that account.

'l ™y
Mame ;| tham |
= = To delete an account, click Eﬁ for that account.
I ™y
Email - | kw_thami@compex. com. s | .
— @ P ~ In edit mode, you can change the account’s
Type: [ Admin =) name, email address and the account status
> - to Admin or Cashier.
S el L Fig 9.2a -Hotspot manager creation box
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M1 System tools

M1.6 Installer Tools (Only on CloudManager)

Installer Tools is only accessible on the CM.
Currently the following services are supported.

o] Changing of MP Check-In IP address
o Changing of MP Mesh ID

M1.6.1 Changing MP Check-In IP Address

Check-In IP address is the IP address of the host, running the management application, that MP sends
the update report every 5 minutes. The host can be the Compex CloudController (CM) or the
MeshController (MC).

For example, if the MC has changed to a new IP address, say, from 192.168.1.10 to the new IP
192.168.1.20, the MPs of the wireless mesh network, hosted by this MC, will no longer be able to
check-in to the MC. They must also change their Check-In IP to this new IP address.

The procedure below shows how to run the Installer Tools to change the MPs Check-In IP address.

Before you proceed, prepare the following:

v' First, check the MC has configured the Fail-over-CloudManager to the address,
116.12.130.110/dashboard

v" Second, check the wireless mesh network is connected to the Internet
v' Third, disconnect the MC from the wireless mesh network after completing step 1
Then execute the procedures below.

Step 1

Check the Fail-over-CloudManager has the default address, 116.12.130.110/dashboard

Connect to the MC, select the Network Settings tab, and check the Fail-over-CloudManager setting
in the Advanced Settings section. If the Fail-over-CloudManager box has a different address,
changed it to the CM default address, 116.12.130.110/dashboard and click the Save Settings button
to save the change.

Then disconnect the MC from the wireless mesh network.

The wireless mesh network should be connected to the Internet at all times.

Step 2

Connect to the CM using the address, http://116.12.130.110/dashboard

Register as a new user. Then enter the user name and password in the Sign-in prompt.
Click the Installer Tools option to login instead. See the red circle in Fig M1.61a below.

After login, you will be prompt to create a new network.

English | fE#Edir
Enter a new network name.

Sign into CloudManager v6.18

User Mame : -:
Password : -:
i
Fig M1.61a —CloudManager Sign-In Prompt

Step 3
Next, select the MeshController IP Addr tab from the menu.
Enter in the MAC Address box, the MP’s Wireless Backhaul MAC Address.
Then click Add MeshPoint button to add to the list.
If there is more than one MP, repeat the step to enter each one into the table.

Current Chedein P Address:

Important Mote: Please do not put the MeshCantroller on the netwark which your MeshPaints can access first. You would need to configure your MeshPoints first.

MeszhController [P Add

MAC Address Checkin IP Address: Fail-Over IP Address

00 60:8:7 3 D2:5F 192,681 10 1612130410 (0 ®) Delete

(0 6043 BE CO-43 182.168.1.10 1612130110 (o8] Delsts

Mac Address : ) A eshPont
Fig M1.61b —Add MP in MC IP Addr tab
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Step 4

When an MP has checked-in to this new network in the CM, the four LEDs on that MP will light up. At
the same time in the table, the 1% status indicator in the Status column, for that MP will turn orange
color. It will stay in orange color when all MPs have not checked-in. See Fig 1.61c below.

Cumrent Chedein IF Address:

Important Note: Please do not put the MeshCaontraller on the netwark which your MeshPaints can access first. You would need to configure your MeshPaoints first

MeshCantraller [P Add

MAC Address Checkin IP Address Fail-Over IP Address
00:60:48: 730257 182.168.1.10 11612130110 o9 Delets
006048 EECT 43 182.168.1.10 116.12430.110 (D @] Delete
e S
wacanmess (LS

Fig M1.61c —Status when all MPs have not checked-in to CC

Wait about 10 minutes, once all the MPs have checked-in, the 1% status indicator will turn green color,
and the Change Check-In IP Address button will appear (see Fig M1.61d).

Now click the Change Check-In IP Address button and enter the new Check-In IP address
192.168.1.20 (i.e. MC's new IP address for this example).

Current Chedkin IP Address:

Important Mote: Please do not put the MeshCaontroller on the network which your MeshPoints can access first. You would need to configure your MeshPoints first.

MeshController [P Add

MAC Address Checkin IP Address Fail-Over IP Address
003004675 D2:5F 192163110 ME1213010 Delete
00:80:48:EE:C0:43 192.168.1.10 11612130110 E Delets
s S
veoress L

Fig M1.61d — Status after all MPs have checked-in to CC

Step 5

When an MP has updated to the new Check-In IP address, the 2" status indicator of that MP will turn
orange color. It will remain in orange color when all the MPs have not updated the new Check-In IP
address. See Fig M1.61e below.

Cumrent Chedein IF Address:

Important Mote: Please do not put the MeshController on the netwark which your MeshPoints can access first. You would need to configure your MeshPaoints first

MeshCantraller [P Add

MAC Address Checkin IP Address Fail-Over IP Address

00:B0:48: 73 D2EF 192168110 1B.12130.110 (0 @] Delete
0B 4EEE C e d 192168120 1612430110 [ @] Delste
s ~
wacreess (L

Fig M1.61e —Status when all MPs have not updated the new Check-In IP address

In about 10 minutes, once all the MPs have updated to the new Check-In IP address, the 2" status
indicator will changed from orange to green color. Both 1% and 2" status indicators will now display
green color and all the MPs will display the new IP address at the Check-In IP Address column in the
table. See Fig M1.61f below.

This indicates all the MPs have successfully updated the new Check-In IP address.

Cumrent Chedein IF Address:

Important Note: Please do not put the MeshCaontraller on the netwark which your MeshPaints can access first. You would need to configure your MeshPaoints first

MeshCantraller [P Add
MAC Address Checkin IP Address Fail-Over IP Address

192168120 1ME12430.110 (=] Delete
182.168.1.20 161213010 (=] Delete
e S
e G ::--:rori |

Fig M1.61f —Status after all MPs have updated the new Check-In IP address
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Step 6

The prompt, shown below, then display. See Fig M1.61g.

Complete the process by clicking the Delete Network (Recommend) button to delete the temporary
network profile.

to the newy IP address of the MeshContrallet,

Fig M1.61g — Check-In IP Process Final Action Prompt

Export List and Delete Network : Click this button will export the list containing those MPs
from this temporary network, if you plan to keep the list.
At the same time, this temporary network profile is deleted.

Delete Network (Recommend) : Click the button to delete this temporary network profile.
This is the recommended action.

OK : Avoid this button unless you plan to keep this temporary
network profile to run the process again in the next few days.
Always delete all unused networks.

Process is now completed.

Now, connect the MC to your PC and change to this new IP address 192.168.1.20 and connect the MC
back to the wireless mesh network.
All the MPs should now be able to check-in to the MC with the new IP address.

M1.6.2 Changing MP Mesh ID

Mesh ID is the backhaul wireless ID. Every MP is using the same BSSID to connect to each other. You
can however change the Mesh ID for a group of MPs to forms a smaller isolated wireless mesh network.
For example, in the Office, the R&D and Sales departments are just next door and you want to create
two isolated wireless mesh networks, one for each department. Both will not communicate over wireless
with the other. Thus, R&D and Sales department must use different Mesh ID for the MPs.

In this example, you only need to change the Mesh ID for one department, say, R&D department.

Before you proceed, prepare the following:
v The MPs for R&D department must be taken down from the network to change the Mesh ID
v" Each MP must connect with the Ethernet cable on the WAN port to the Internet

v' All MPs can simultaneously do the Mesh ID update by connecting them to the same switch
that connects to the Internet

v" Disconnect the MC from the wireless mesh network after completed step 1
Then execute the procedures below.

Step 1

First check, the Fail-over-CloudManager box has the default address, 116.12.130.110/dashboard
Connect to the MC, select the Network Settings tab and find the Fail-over-CloudManager setting in
the Advanced Settings section. If the box has a different address, changed it to the CM default
address, 116.12.130.110/dashboard. Click the Save Settings button to save the changes.

Then disconnect the MC from the wireless mesh network.

The wireless mesh network should be connected to the Internet at all times.

Step 2

Connect to the CM using the address, http://116.12.130.110/dashboard

Register as a new user. Then enter a user name and password and click the Installer Tools option to
login instead. See the red circle in Fig M1.62a below.
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LD 1ok B2 After login, you will be prompt to create a new network.

Sign into CloudManager v6.18 Enter a new network name.
User Marme \C :\
Password . [ b}

A

.

>

Fig M1.62a —CloudManager Sign-in Prompt

Step 3

Next, select the Mesh ID tab from the menu.

Enter in the MAC Address box, the MP’s Wireless Backhaul MAC Address.
Then click Add MeshPoint button to add to the list.

If there is more than one MP, repeat the step to enter each one into the table.

4r Current Mesh ID:
Mesh 1D Impartant Mote: Please do not put the MeshCantraller on the netwark which your MeshPoints can access first, You would need to configure your MeshPoints first.
MAC Address Mesh ID
0030487302 5F TTicacttesbabe (0 ®) Delets
D080 48 BE-C0 43 77 carff ee ba be (o @) Delsts
Fa ~
wecadmess A

Fig M1.62b —Add MP in Mesh ID tab

Step 4

When an MP has checked-in to this new network in the CM, the four LEDs on that MP will light up. At
the same time in the table, the Status display for that MP, the 1* indicator, will turn orange color. It will
stay in orange color when all MPs have not checked-in. See Fig M1.62¢ below.

4r Current Mesh 1D:
Mesh ID Important Mote: Please do not put the MeshCaontroller on the network which your MeshPoints can access first. You would need to configure your MeshPoints first.
MAC Address Mesh ID
00:80:48 7302 5F T7.cacffeebabe (o @] Delete
00:50: 43:6E:C0: 43 Troaffeehale @ Delete
Mac Address p - AddMeshPont |

Fig M1.62c —Status when all MPs have not checked-in

Wait for 10 minutes, once all the MPs to have check-in the 1% status indicator turn green color, and the
Change Mesh ID button will appear (see Fig M1.62d).

4r Current Mesh ID:
Iesh ID Important Mote: Please do not put the MeshCantroller on the netwark which your MeshPaints can access first. You would need to configure your MeshPoints first.
MAC Address Mesh ID
0030487302 5F TTicacttesbabe [~ @] Delets
00:80:45 BE:C0:43 77 caiff-eehabe (~ @] Delete
Fa ~
wecadmess A

Fig M1.62d —Status after all MPs have checked-in

Step 5

Now click the Change Mesh ID button and enter a new Mesh ID.

You can create your own Mesh ID but it must be of the format, XX:XX:XX:XX:XX:XX where X is a hex
number (0 -9 and a-f).

Assuming the current Mesh ID is 77:ca:ff.ee:ba:be and you want to change to the new Mesh ID,
78:ca:ff:ee:ba:be, then enter this new Mesh ID.
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After an MP have updated to the new Mesh ID, the 2" status indicator will turn orange color. See Fig
M1.62e below. It will remains in orange color when all MPs have not updated the new Mesh ID.

4r Current Mesh ID:
Mesh 1D Irmpaortant Mote: Please do not put the MeshController on the network which your MeshPaoints can access first. You would need to configure your MeshPoints first.
MAC Address
00:80:48:73:02 5F Ticafteshabe ([~ @] Delets
00:30:48 6E:C0:43 T8.caiff.ee babe @ Delete
Fa ~
Mecssess U

Fig M1.62e —Status when all MPs have not updated the Mesh ID

In about 10 minutes, once all the MPs have updated the new Mesh ID, the 2" status indicator will
changed from orange to green color. Now both 1% and 2" status indicators will display green color and
the new Mesh ID is displayed in the Mesh ID column in the table.

See Fig 1.62f below.

This indicates all the MPs have successfully updated the new Mesh ID.

4r Current Mesh ID:
Mesh 1D Impartant Mote: Please do not put the MeshCantraller on the netwark which your MeshPoints can access first, You would need to configure your MeshPoints first.
MAC Address Mesh ID
00:80:48 7302 5F 78.cacff e barbe [© 2] Delete
D0:80:45 BE:C0:43 78.caifh.eebahe m Delete.
Fa ~
Mecasdress:_____ U

Fig M1.62f —Status after all MPs have updated the Mesh ID
Step 6
Install the MPs back in the R&D department. MPs with the new Mesh ID will form a separate and

isolated wireless mesh network. While the Sales department will form another wireless mesh network
next door. Thus, two virtual wireless mesh networks are created.

Process is now completed.
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Gl Glossary Terms

Terms

Descriptions

Access Point (AP)

Generic term, 802.11 Infrastructure Access Point, no mesh capabilities

MeshPoint (MP)

Compex indoor, outdoor AP with mesh capabilities

Mesh node

Generic term, an AP on a mesh network

Mesh network

Generic term, Wireless mesh network built with AP connected in a mesh

MeshSpan

Compex long-distance mesh backhaul network, consisting of interconnected
MeshPods

MeshPod

Individual long-distance wireless connecting devices to form a Compex
MeshSpan

MeshSpan node

Consist of several MeshPods connected together through Ethernet

Mesh Gateway

A mesh node that connects its WAN port to WAN (or DHCP server). Mesh
gateway breaks the mesh path down to shorter route to shared resources.

Mesh Bridge

A mesh node that connects its LAN port to a LAN network.

Gateway-bridge mode

When Bridge is enabled on a mesh gateway MP, the WAN port will
disable the NAT mode. The WAN port will establish a bridge connection
with an upstream wire network.
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