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1 Introduction

The purpose of this document isto cover some of the desigh considerations that you need to think about when
attempting to layout a wireless setup to deliver internet access to usersin a caravan park. However, the topics discussed
are equally relevant in any application where the aim is to furnish WiFi internet access to fixed or mobile clientsin an
outdoor space e.g. you could also use these principles for a marina or park etc...

Frequently, nowadays, caravan site operators want to be able to offer internet access to their customers. The old
fashioned method was to simply offer internet access at the main club house however more and more customers are
now demanding access in the comfort of their own vans. This is particularly true on static ‘van sites where the users
could spend several weeks or months staying there — heck some people go into withdrawal if they are away from the
internet for afew days let alone months!

The problem with caravan sites are the ‘vans: Being mostly metal they form very effective screens for WiFi signals so
the aim isto get the WiFi signal to enter the “van by the windows (usually large ones at each end of the caravan).
Generally this means that it’s impractical to cover the whole site, giving line of site via the caravan windows, from a
single wireless transmission point. We therefore need to have a number of transmission points scattered over the site,
arranged to cover all of the vans viatheir windows.
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2 WDS

One way to get awireless signal to cover the whole site, isto use WDS repeaters carefully placed so that they can link
with the nearest WDS station and also give good coverage to the neighbouring “vans.

WDS Repeater
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Above shows afairly smple WDS setup.

WDSis quite agood system but it has a big problem related to the way it works. The difficulty isthe WDS system
doesn’t understand routes which means, in order for traffic to get from one part of the site to another, ALL the WDS
repeaters in the network wirelessly transmit the data i.e. even if a particular WDS unit isn’t anywhere near the send or
receiver. Obviously, where you have a high number of WDS units, this creates a huge amount of WiFi congestion. At
the very least, since only unit can send or receive wireless data at any one time, then there is a commensurate drop in
network performance each time arepeater is added. So, with asingle WDS unit, performance is reduce to 50%. With
two repeaters it’s down to 33% and so on. However this assumes there are no traffic collisions: In practice it’s even
worse! For thisreason you really shouldn’t use more than 4 repeaters (in fact most WDS products don’t allow more
than 4 in the setup) though, personally | wouldn’t go for more than 1 or 2 maximum. This limitation on the number of
units you can use, coupled with the huge drops in performance really limit aWDS system to small and simple sites.
However, as a cheap-n-cheerful, quick to setup solution, for a small site, it’s acceptable.

2.1 Equipment

In this case the clubhouse has an Access Point which is fitted with an externally mounted omni antenna. The AP could
be an indoor AP with a coax cable running to the outdoor antenna but it would be much better to use a proper outdoor
wireless AP which could then be mounted very close to the antenna and thus minimize signal losses in the antenna
cable. Y ou then need to connect the WDS AP to a suitable ADSL router (assuming the internet accessisviaDSL) like
the SAR-600ER or, to also give wireless coverage within the club house use a wireless router like the SAR-600EW
(note the wireless router needs to operate on a different radio channel so asto not interfere with the main, external,
WDS system).

Suitable indoor AP’s could, for example, be the excellent EnGenius NCB-3220 or the lower cost BWAP-608(H), or the
BIP-W610HP. The outdoor radio device recommended for this application would be the EnGenius EOC-3220EXT —
this has excellent power output and signal sensitivity at arealistic price.

The preferred antenna is a lowish gain omni design which gives a nice, thick beam pattern: There’s no point in putting
an extremely high gain omni which ends up putting a very high power but thin disc of signal that skims over the roof of
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the “vans and over everyone’s heads! Y ou need asignal beam that will reach the ground and give maximum coverage.
A suggestion would be an 8dB antenna like the NET-WL-ANT-0080ON.

Equipment wise, the WDS Repeater isvery similar i.e. it’s an AP (indoor if you want but an outdoor unit like the EOC-
3220EXT would be better) which can run AP/WDS mode. Y ou a so need alow gain omni antenna; again this could be
the 8dB WL-ANT-0080N.

22 AP Configuration

Assuming you’ve gone for the EnGenius 3220 product then setup of the AP (main station) is very easy. With the
settings as defaults, goto Management/Operation Mode and set AP as the operation mode and then Apply Changes,
allow unit to reboot (on the new IP address of 192.168.1.2):

EnGenius Wireless 1

anagement
ode

Operation Mode

Tou can setup different modes to LAN and WLAN interface for MAT and bridging function.

' Bridge: Client Bridge provides conne ctivity between two wired LAN
segments, and is used in point-to-point or point-to-multipoint.
configurations.

' Bridge Router: Client Router designed to connect a small number of wireless
nodes to a single device for LAN and WLAN connectivity to
another netwotk.

= Ap: Access Pointis probably the most common witeless LAN
device with which you will work as o wireless LAN

adiministrator. Access point provides clients with a point of
access into anetwork.

Apply Change I Feset

For the WDS repeater, also set these to AP mode. Then, after the unit has reset, goto Wireless’\WDS Settings. Enable
WDS and then add the BSSID of the main station in the WDS AP list (or, if you are repeating from another repeater
then enter the BSSID of the WDS/AP that you are repeating from):
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EnGenius Wireless LAN

" Management
»

WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs, like the Ethemnet does. To do this, you must set these APs inthe same channel and set MAC address of
other APs which you want to communicate with in the table and then enable the WIS

" TCP/IP Settings

" Wireless
> B
¥ Ensble WDS

AQd WDS AP:  MAC Address | Comment |

Apply Changes | Reset | Set Security I Show Statistics |

Current WDS AP List:

00:03 6F Ackf3:f1 main site r
Delete Selected | Delete All | Feset |
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3 Mesh systems

A wireless mesh network is a communications network made up of

repeating, radio nodes which implement intelligent routing protocols to
I » sensibly route data traffic within the network. The coverage area of the
I_’ﬂ' radio nodes, working as a single network, becomes a mesh cloud. Access

to this mesh cloud is dependent on the radio nodes working in harmony
with each other to create aradio network. A mesh network isreliable and
| offers redundancy. When one node can no longer operate, all the rest can
[ I still communicate with each other, directly or through one or more
l‘_ d ﬁ: intermediate nodes. Due to the high degree of redundancy and dynamic
routing inherent in the system, wireless mesh networks can self form and
| | self heal and, in multi node configurations, are far superior to WDS or
‘p.-' “ any other repeating topology. They are therefore ideal for distributed
wireless access systems e.g. public internet access where you need to
provide internet access to large areas and users to caravan sites, etc.

B

Wireless mesh builds routes between nodes only as desired by originating nodes. It maintains these routes as long as
they are needed by the originating node. Wireless mesh nodes forms paths in term of hops which connect together to
form the wireless mesh network. Hops are the number of nodes between two a receiving and transmitting client i.e.
Laptop, PC, Wi-Fi telephone, IP appliance, etc. Symbolically a Wireless Mesh network is represented by a network
cloud.

Mesh nodes uses sequence numbers to ensure the freshness of routes. It isloop-free, self-starting, and scalesto large
numbers of nodes. Wireless Mesh Nodes builds routes using a route request, route reply query cycle. When anode
desires aroute to a destination for which it does not already have aroute, it broadcasts a route request packet across the
network. Nodes receiving this packet update their information for the source node and set up backwards pointers to the
source nhode in the route tables. The wireless nodes also collect other active modes including IP address, current
sequence number, and broadcast 1D, and contains the most recent sequence number for the destination of which the
source hode is aware. A node receiving aroute request may send aroute reply when it is either the destination or if it
has a route to the destination with corresponding sequence number greater than or equal to that contained in the route
request. Nodes keep track of the route request through source | P address and broadcast ID. The nodes know when they
receive aroute reguest which they have already processed; they discard it and will not forward it.

As the backward pointers propagates back to the originating node, it then sets up forward pointers to the destination.
Once the source node receives the backward pointers, it may begin to forward data packets to the destination. When the
source later receives a backwards pointer containing a greater sequence number or contains the same sequence number
with asmaller hop count, it may update its routing information for that destination and begin using the better route.

Aslong as the route remains active, it will continue to be maintained. A route is considered active aslong as there are
data packets periodically travelling from the source to the destination along that path. Once the source stops sending
data packets, the links will time out and eventually be deleted from the intermediate node routing tables. Most wireless
mesh nodes maintain routes for as long as the route is active. This includes maintaining hops for the life of the cloud.
Because the network nodes can be mobile or shut down, it is likely that many link breakages along a route will occur
during the lifetime of that route.

3.1 Network Structure

Wireless mesh architecture is afirst step towards providing high-bandwidth network over a specific coverage area.
Wireless mesh architecture’s infrastructure is, in effect, a router network minus the cabling between nodes. It's built of
peer-to-peer radio devices that don't have to be cabled to awired port like traditional WLAN access points (AP) do.
Mesh architecture sustains signal strength by breaking long distances into a series of shorter hops. Intermediate nodes
not only boost the signal, but cooperatively make forwarding decisions based on their knowledge of the network. Such
architecture provides high bandwidth, spectral efficiency, and economic advantage over the coverage area.

Wireless mesh network have a topology inherently more stable than atraditional WDS or universal repeating network.
The traffic, being aggregated from alarge number of end users, changes infrequently. Practically all the traffic is either
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forwarded to or from a gateway, while in ad hoc networks the traffic flows between arbitrary pairs of nodes. A multi
hop based nodes proactive routing scheme is used for traffic forwarding, sinceit easily allows flows aggregation and
would minimize overhead, ensuring an optimal utilization of bandwidth.

This type of infrastructure can be relatively inexpensive, and very reliable and resilient, as each node needs only
transmit as far as the next node. Nodes act as repeaters to transmit data from nearby nodes to peers that are too far away
to reach, resulting in a network that can span large distances, especialy over rough or difficult terrain. Mesh networks
are also extremely reliable, as each node is connected to severa other nodes. If one node drops out of the network, due
to hardware failure or any other reason, its neighbours ssmply find another route. Extra capacity can beinstalled by
simply adding more nodes.

3.2 Caravan Site Example

Let’s go back to our caravan site example. Previously we discussed using a WDS repeater setup in order to distribute
wireless internet over the site. However, there are many advantages to, instead, setting up a site wide meshing wireless
network. Going to a meshing setup will alow usto run a higher density of nodes without compromising performance
and, gives amoreresilient network with higher stability and better accessibility.

3.2.1 Oulline

See the figure below (apologies for the rather ‘naive’ drawing style © ):

ORS00

\

The illustration depicts a ‘typical’ “van site where a number of ‘vans exist
where they want to receive wireless internet.

Wireless internet network originates at the ‘club house’.
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It’s then ‘repeated’ over the site using a series of meshing nodes.
« é))

We intentionally use a high density of meshing nodes so that each ‘van potentially has more than one node it can use for
signal source and each node can see more than one other meshing node: Thisis something that would just not be
possible using a WDS or “Universal’ repeater configuration because the massive resulting drop in performance would
just make the whole network unusable! However, by using a high density of nodes then we significantly improve the
likelihood that an end user client (someone sat in their ‘van, using their wireless notebook to check an eBay bid for
some Mickey mouse sunglasses) can get a good wireless connection. Also, multiple overlapping of the nodes means
that there are multiple potential routes from source to destination which gives improved link stability: If any node goes
out of action of any wireless path becomes blocked, then an alternative route for the traffic will be found and used.

3.22 Equipment
3.2.2.1 Software

There are a number of meshing protocols available but one of the more popular is the olsrd system...

http://www.olsr.org/

OLSR isarouting protocol for fixed point and mobile ad-hoc networks. The protocol is pro-active, table driven and
utilizes a technique called multipoint relaying for message flooding.

We’ve found, the simplest way to implement the olsrd daemon is as part of the APRouter Pro firmware.

http://www.aprouter.com.br/new2006/index2_ing.php

APRouter Prois AP and Router AP firmware with a very high number of features and includes the olsr mesh daemon.
This firmware has been ported onto a number of products using the RTL8186 chipset. These include the EnGenius 3220
products (outdoor version only since the indoor doesn’t have adequate amounts of ROM/RAM to operate the Router
Pro software), and also the indoor BIP-W610HP product: For the 3220 product the 3 party APRouter Pro f/w must be
loaded in replacement for the standard firmware. The BIP-W610HP indoor AP comes as standard with ver. 6.1
APRouter firmware.

Once the ol sr software is correctly configured then it should link al the nodes together as one, complete, peer-to-peer
network. In this way the olsr nodes act as a meshing backbone for your 1P traffic. However, the olsr nodes will only talk
wirelessly to other olsr nodes; the olsr mesh is acting as your data backbone. If you want to offer local wifi client
connectivity (e.g. for awireless notebook) then need to connect a separate Access Point to the LAN port of each olsr
node. So, in essence, you have TWO radio devices at each node point: One acting as the olsr mesh node and the second
asan AP for local wireless connectivity.

Y our wireless clients can then connect to the access points using standard ‘infrastructure’ mode. If your access points
support |APP (IEEE 802.11F) then the access points will use the olsr mesh as their networking backbone and, when all
set on the same wireless configuration, allow your clients to dynamically roam from AP/node to AP/node. It also
means, where a client can see more than one AP/node, then the client should talk to that AP which has the stronger
signal and, if for any reason that node breaks (wirelesslink is blocked, for example) then the traffic will still flow viaa
substitute unit.

In addition connectivity to each node can also be done viathe LAN port of any olsr node which means that you can
easily cater for wired and also wireless clients.

3.2.2.2 Hardware

Asfar asradio equipment is concerned then all the nodes are
essentially the same equipment i.e. a meshing radio unit with alow
gain omni antenna (designed to give maximum coverage rather than
outright distance).

SENAO A

e.g. you could use the outdoor version of the EnGenius 3220 product
which will take a separate antenna:

http://www.solwi se.co.uk/wirel ess-outdoor-bridging-noc-3220.htm
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This is a “proper’ outdoor rated product which get’s it’s power via the LAN cable; so you don’t need to provide a
separate power supply.

Y ou can then use an 8dB outdoor, omni antennato go with this.... ]

Y ou can also use an outdoor 3220 with 8dB omni as an access point for each node.

3.3 OLSR Software Configuration

To setup olsrd using APRouter Pro

Thisiswith ver6.1 APRouter Pro f/w and assumes everything is defaults to start off with.
Assuming a basic, two unit, mesh...

Nodel connected to internet (viaany of the LAN ports). In this example the main LAN is subnet
192.168.0.0/255.255.255.0 with our internet router on 192.168.0.11.

Node2 acting as repeating mesh node

Thebasics are;
e Make surethat olsrd.conf config file for the main for main node (Nodel — the unit connected to the internet)
has HNA4 entry showing that it has internet access (0.0.0.0/0.0.0.0). HNA4 for other nodes should be empty.

e  Make sure that olsrd.conf config file for all units has interface “bro” and “wlan0” entry.

e wirdlessmodeis Client/Ad Hoc.

e Set TCP mode as Bridge.

e Give each node adifferent LAN address (easiest way isto set the LAN ports as DHCP clients so each one will
get an address from our main router).

e  WAN settings don’t matter but you will need to enable Meshing (olsrd) on WAN setup page.

e  Add ifconfig wlan0 entry into main script so it’s executed each time there’s reboot

e  Setup Watchdog to reboot if the connection fails for any reason.

o Test..

3.3.1 Configuring the olsrd.conf configuration file

First of al edit the olsrd.conf file. To do that you need to ssh into the unit using PUTTY or similar. Use the username
‘root” and password ‘admin’
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#* 192.168.2.1 - PuTTY

9.04-14:0540000) Built-in shell
of built-in cowmands.

# 1

Now goto the etc directory and start the vi editor (apologies for this... the vi editor has got to be the worst line editor
I’ve ever, EVER, seen but that’s all there is I’m afraid)

#* 192.168.2.1 - PuTTY

£2192.168.2.1 - PUTTY

r ' fig £il

Line: arting with a # are d rded

{ This file w shipped with olsrd 0.4.10

on runs in the k ound

d.conf®™ line 2

Scroll down to the ‘Hna4’ entry...
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Now, for Nodel, you need to add an entry which tells the olsr network that this is where the main internet accessis
(0.0.0.0 0.0.0.0). Quick instructions for vi: move curser to where you want to add. Then do ESCAPE ‘i’ — this puts you
into insert mode. Now when you type then, hopefully, text should appear on the screen (though | agree that vi is
REALLY cr*p!). If you do ESCAPE ‘x’ then it goes into delete mode and, each time you press ‘X’ it deletes the
character under the curser. However, frequently the display gets mucked up so it’s worth doing a few Page Downs and
Ups form time to time to make sure it’s going according to plan © Anyway... hopefully you can manage to add aline
for your network!

For Node2 all entries in the Hna4 section should be remmed out (with ‘#’ at the start of the line).

Now scroll down to the ‘Interface’ section....

#*192.168.2.1 - PuTTY

: Hultiple interf
d in the ne block
multiple kl: an he set.

ANGE THE INTERFACE LABEL (=) TC MATCH YOUR INTERFACE (=) !!
wland or ethil)

nse

or 'glok

{ TpGiddrType

raltd

The aim here isto change the Interface entry so it just has the br0O an wlan0 interfaces there. So use the ESCAPE ‘i’ and
the ESCAPE “x’ commands to edit the line (I know it’s hard but persevere!). Set the same for both Nodel and Node2.
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Hultiple inter

1 be specified
wl multiple blo

THE INT

wlan0 or ethl

"wland™ "hro™

Now we need to write the file and quite the editor.
Do ESCAPE “:w’ to write the file. The ESCAPE “.q’ to quit vi.

Now you need to ensure the new file is saved to flash so enter the command “save’

#* 192.168.2.1 - PuTTY

Y ou can now exit PUTTY.

The full olsrd.conf fileislisted at the end of the document.
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3.3.2 Configuration of the nodes via the web interface

Remember, after doing a change on each web page, you must SAVE the changes.
Enter the web setup via your browser (default 1P 192.168.2.1)

Access Point Status

Thig page shows the current status and some basic setiings ofthe device
System

AP Alias Name nodel

Uptime Oday:Oh:0m: 425
Firmware Version v.1-en
Wireless

Mode Ad-hoc Client
Band 2.4 GHz (B+G)
SSID RTLE186-G\W
Channel Number 1"

Encryption Disabled

BSSID Te76:24:M:33:57
State Connected
Current Tx Rate 54 Mbps

TCP/IP Configuration

Attain IP Protocol Fixed IP

IP Address 192.168.2.1
Subnet Mask 256256 266.0
Default Gateway 0000

MAC Address 00:e0:4¢:61:86:d1
WAN Configuration

Attain IP Protocol Fixed IP

IP Address 0.0.0.0

Subnet Mask 0.0.00

Default Gateway 0.0.00

MAC Address 00:e0:4c:81:86:d1
Traffic Control

Interface Control Disabled

IP Control Disabled

MAC Control Disabled

Traffic Control Firewall Disabled

DHCP Settings

DHCP Server Disabled |

Goto Operation Mode — make sure it’s Bridge

Operation Mode
‘you can setup different modes to LAN and WLAN interface far NAT and bridging function.

~=WARNING: Do not forget to apply changes after making modifications! =

© Gateway: In this mode, the device is supposed to connect to internet via
ethernet part. The NAT is enabled and PCs in LAN ports share the
same |P to ISP through WAN port. The connection type can be
setup in WAN page by using PPPOE, DHCP client, PRTP client or
static IP.

& Bridge: In this mode, all sthemet ports and wireless interface are bridged
together and NAT function is digabled. All the WAN related function
and firewall are not supported

£ WISP Client: In this mode, all sthemnet ports are bridged together and the wireless
client will connect to ISP access point. The NAT is enabled and
PCs in ethernet ports share the same IP to ISP through wireless
LAN. ou must set the wireless to client mode first and connect to
the ISP AP in Site-Survey page. The connection type can be setup
in WAN page by using PPPOE, DHCP client, PPTP client or static
IP.

" Router (WAN In this mode, the device is supposed to connect to internet via
Ethernet): ethernet port and it will act as router. NAT systemn will be disabled.

£ Router (WAN In this mode, the device is supposed to connect to intermet via
Wireless): Wirelees port and it will act as router. NAT systern will be disabled

Save Reset

Goto Wireless/Basic — Give unit aname (e.g. Nodel for the main unit, connected to the internet. Node2 for the one
acting as arepeating node) and then make sure setup for Client/Ad hoc
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Wireless Basic Settings
This page is used to configure the parameters for wireless LAN clients which may connect to your Access Paint. Here you may change wireless encryption settings as well as
wireless network parameters

== WARNING: Do not forget to apply changes after making modifications! =

" Disable Wireless LAN Interface

Alias Name: lnode1—
Band: 24GHz (B+G) =

Mode: m

Network Type: [adhoc =]

SSID: IRTLBT BE-GW
Channel Number: 1 52
Reg Domain (Channels) : MEK (1-14) =

Associated Clients: ShowAssociated Client

I Enable Mac Clone (Single Ethernet Client)

Feset

Goto TCP/IP Settings/LAN Interface — give each node a unique address. Y ou can either give each node and address
from your main subnet or set the LAN interface as a DHCP client (though, if you do this, you’ll have to check with your
DHCP server what address has been all ocated)

LAN Interface Setup

This page is used to configure the parameters for local area nebwork which connects to the LAN port ofyour Aeress Point. Here you may change the setling for [P addresss, sulinet
tnask, DHCP, gt

“=\WARNING: Do not forget to apply changes after making modifications! ==

IP Address: frozieszr |
Subnet Mask: lm
Default Gateway: W
DHCP: [Cient =]
DHCP Client Range: [127682700  -[1827682200  _Show Ciients
802.1d Spanning Tree: | Disabled =]
Sove | Resst

Goto WAN Interface
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WAN Interface Setup
This page is used to configure the parameters for Intemet network which connects to the WAN part of your Access Point. Here you may change the access method to static 1P, DHCP,
FPPOE of PPTP by click the iterm value of YWAN Access tyne.

== WARNING: Do not forget to apply changes after making modifications! =

WAN Access Mode: Static |P B

1P Address: [z

Subnet Mask: [essossze80

Default Gateway: W
DNS 1: 1
DNS 2: [
DNS 3: 7

Enable SSH2 Server

Enable MESH (OLSRD)

Enable Management Access on WAN

Enable PPPoE Relay

Enable DHCP Relay

DHCP Server: 0.0.00
Clone MAC WAN: 000000000000

Save Reset

i e N B I

The WAN interface is not actually used so the I P settings etc... are unimportant. The only important thing isto make
sure the box ‘Enable MESH (OLSRD) is ticked.

Now, before the wlan0 interface will load, you need to give it an IP address (olsr is arouting protocol so that means the
interfaces need | P addresses).

To do this you can add a simple line to the main startup script called init.sh in the etc directory. The easiest way to do
thisisviaWeb gui on the Management/Edit Script File page:

Edit Script File

This page is used 1o edityour persanal scribt file, which is loaded from feteiinit sh,

== WARNING: Do not forget to apply changes after making modifications! =

#!/bin/sh

# This file contains personal rule by the user #

#

USRS E PERSONAL SCRIPT #EG4UMEEENNERINNESY
# #
# Lines beggining with "#" will he igmored
WiiE VTUN - VPN Start Script HHER

## Server wode

wrund -s -f /ete/vtund.conf

## Client mode
wtund -f /etc/vtund.conf HOST SERVER_ADDR

##H# FIREVALL AND ROUTING STUFF ####

## STATIC ROUTING (DISABLE NAT) EXAMPLE
## £lushin NAT rules and turning default FORVWARD policy to ACCEPT
# iprables -t nat -F

## STATIC ROUTING TO BPECIFIC NETWORK v

Save File

Scroll down to the bottom of the script and add an extraline of the form...
ifconfig wlan0 <ip address>

Use an unused | P address which isin your main range but outside those used by your DHCP server (e.g. our server only
gives out addresses up to 100 so any address above thereis free for static use — check with your system if you are
unsure!):
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Edit Script File

This page is used o edit your personal script file, which is Ioaded from Jeteiinit.sh

== WARNING: Do not forget to apply changes after making modifications! ==

>

A WA ALTAS
#4 if configured as Gateway mode
Edit Ethers File # ifconfig ethl:6 1592.168.100.1 netwask 255.255.255.0

it Script Fi ## If configured as WISP mode
# ifconfig wlanD:6 192.168.100.1 netmask 255.255.255.0

#if# MAC ACCESS CONTROL ####

## DO NOT FORGET TO ENABLE WIRELESS ACCESS CONTROL VIA UEB INTERFACE
## The following command is used to flush mac access control entries
# iupriv wlen0 set_mib aclmum=0

## Example how to use mac access control via seript
## First step, shutting down wireless interface

ifconfig vland down
inpriv wland set_mib acladdr=004£62033543 m
v

o

## Now, getting up again
# ifconfig wland up

ifconfig wlanO 192.168.0.178

Save File

For each node use a different | P address (but till in your main range).

Remember to Save File.

Also it’s a good idea to setup the Watchdog (this will reboot the unit if ever it sees something has gone wrong with the
link).

To do that goto Management/Watchdog...

WatchDog via Software
WatehDog via software iz 2 simple ping test, 10 a target P address every"Checking Time" secands. Ifthe taraet IP does not answer, the equipment will rebaot autarmatically. Time
checking is in seconds. To disable this function, just put 0.0.0.0 as target IP

“=\WARNING: Do not forget to apply changes after making modifications! ==

Checking Time 300
Target IP Address 0.0.00
Save Feset

Y ou need to enter an IP address for the unit to check connectivity to. 1’d suggest the address of your router (on your
main LAN). Also set the Checking Time to a sensible value (not too low so that after the slightest hiccup it starts
rebooting):

e.g. our router is 192.168.0.11 but use your OWN router address
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WatchDog via Software

WatchDog via software s a simple ping test, to a target IP address every"Checking Time" seconds. Ifthe target IP does not ansuer, the equipment will reboot autornatieally. Time
checking is in geconds. To disable this function, just put 0.0.0.0 as target IP.

== WARNING: Do not forget to apply changes after making modifications! =

Checking Time 300
Target IP Address 192.168.0.11
Save Reset

Remember to save settings and then finally Apply Changes.

Now.... aword of warning, once you enable MESH mode and you have enabled debug mode in the olsrd.conf file then,
when you reboot the unit, the web interface is disabled!! Below are notes of now to disable the olsrd via ssh/commands.

3.3.3 Testing
3.4 Basic connectivity - Does it work?

Make sure you’ve saved all the settings and then reboot the units. Now, if everything’s up and running then the obvious
test isto see if your wireless PC will connect to the mesh network. When it’s connected then, if your PC is set to get IP

settings automatically (using DHCP) then your PC should obtain avalid set of 1P values and then be able to get onto the
internet.

3.5 Checking OLSRD via the meshing units

It’s possible to run the meshing in debug mode on the AP units which will log the mesh connectivity. To do this use
PUTTY to enter command mode. Then, enter the command ‘olsrd’

The olsrd will execute and print out alist of the interfaces...
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#? 192.168.0.22 - PuTTY

Checking wlanl:

HNTU - IPhdr: 1472

. seconds

Below shows the output from a few seconds of running with debug turned on in the olsrd.conf file...
--- 00:59:23.81 LINKS

IPaddress hyst LQ lost total NLQ ETX
192.168.0.178 0.000 0.200 0 2 1.000 5.00
192.168.0.24 0.000 0.200 0 2 1.000 5.00

--- 00:59:23.81 NEIGHBORS

IPaddress LQ NLQ SYM MPR MPRS will
192.168.0.178 0.200 1.000 YES NO NO 3

--- 00:59:23.81 TOPOLOGY

Source|lPaddr DestIPaddr LQ ILQ ETX

*** olsr.org - 0.4.10 (Mar 8 2006) ***
(ioctl)Adding route with metric 1 to 192.168.0.24/255.255.255.255 via 192.168.0.24/br0.
(ioctl)Adding route with metric 1 to 192.168.0.178/255.255.255.255 via 192.168.0.24/brO0.

--- 00:59:25.53 LINKS

IPaddress hyst LQ lost total NLQ ETX
192.168.0.178 0.000 0.200 0 2 1.000 5.00
192.168.0.24 0.000 0.300 0 3 1.000 3.33
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--- 00:59:25.53 NEIGHBORS

IPaddress LQ NLQ SYM MPR MPRS will
192.168.0.178 0.300 1.000 YES NO NO 3

--- 00:59:25.53 TOPOLOGY

SourcelPaddr DestIPaddr LQ ILQ ETX

*** olsr.org - 0.4.10 (Mar 8 2006) ***
(ioctl) Deleting route with metric 1 to 192.168.0.178/255.255.255.255 via 192.168.0.24/br0.
(ioctl) Deleting route with metric 1 to 192.168.0.24/255.255.255.255 via 192.168.0.24/br0.
(ioctl)Adding route with metric 1 to 192.168.0.178/255.255.255.255 via 192.168.0.178/brO0.
Add route(192.168.0.178): File exists
(ioctl)Adding route with metric 1 to 192.168.0.24/255.255.255.255 via 192.168.0.178/br0.
Add route(192.168.0.24): File exists

Above you can see the SSH screens, with olsrd debug log running and node entries for the neighbouring units.

3.6 Checking OLSRD via a Windows PC

Y ou can further test by running the olsrd switch daemon on any windows PC connected to the mesh network (viaLAN
port of any meshing unit or wirelessly to any meshing unit).

Y ou can download the olsrd daemon at...

http://www.ol sr.org/rel eases/0.5/0l srd-0-5-5-setup.exe

Download and install this application. Next make sure you PC has an | P address in the same subnet as that used for your
olsrd nodes.

Run the olsrd switch.
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http://www.olsr.org/releases/0.5/

i

Settings | Output | Modes | Routes |

Interface list HELLD interval: I 500 zec HELLO hald: |125.EIEI e
B4 1F03 - 192.168.3.107 10.0.0 FID interval: I 2500 zec FID hold: |3?5.UU seC

HMA, interval: I 2500 zec HIA hald: |3?5.UU seC
TC interval: I 200 zec TC hold: |3?5.UU seC

TC redundancy: |2 "I MPR coverage: I 7

[ Enable hysteresis

Debug level
[ R Lawe mark: Iﬁ High mark: IW
'._.--..-.-. Scaling: Iﬁ
Pall interval: Iﬁ e ¥ Enable ET link quality
| Enatle IF version & " for MPR selection arly iindow size: m
[ Offer Intemet connection % for MPR selection and routing W Enable Fish Eye

Open | Save | Reset |

Start I Stop | E «it |

In the Interfaces list you should see the IP address of the lan interface of your PC (I have lot’s!). Set the Debug Level to
1 and then click on Start...

Now goto the Output screen:

=10l

Seftings  Output |NDE|ESI Fh:uutesl

Freeze | Continue | Save | Clear |
=]
mmm 091221 11.TE mmmm e LINKS
IF address hyst Ln lost total HNLO ETx
192.165.0.24 o.000 0.735 0 10 0.000 0.00
192.165.0.179 o.000 0.773 0 12 0.000 0.00
== 09:22:11.02750000 ——-—-—m—mm e TWO-HOF NEIGHEORS

IP addr (2-hop) IP addr (l-hop) TLQ
192.165.0.178 192.165.0.179 0.000

192.168.0.179 192.168.0.178 0.00o0

192.168.0.24 192.168.0.179 0.000

192.168.0.22 192.168.0.178 0.000

== 09:22:11.75 ——— TOPOLOGY
Source IP addr Dest IP addr Lo ILO ETx

——— 0922111, 75 — - LINES

-

Kl ¥

Stark Stop E xit
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Y ou can see the other olsr interfaces listsed.
In my case

0.22 isLAN of my main node

0.179 isthe WLAN of my main node

0.24 isLAN of my main node

0.178isthe WLAN of my main node

Also, if | look at the Nodes pageis see...

-l
Settingsl Output  Modes | Fh:uutesl
Mode list Mode information

Addiess | Timeout [ MiD | Hha | | MPR |

192168.0179 09:25:04 YEs es

192168.0.24 09:25:04 no no

192 168.0178 09:25:00 YEs no

192 168.0.22 09:25:04 no no
MID |
HMA, |

Start , ........... 5 tDp.\.| E:':Il |

Notice the extra node addresses. Notice that HNA is showing next the WLAN of my main node. Also notice that the
WLAN interfaces of the nodes are now shown as MID. A MID or Multiple interface declaration(MID) is essentially an
interfaces on which a node runs OLSR.

If you can’t see your nodes then something’s wrong ©

3.6.1 Disabling olsrd via SSH

As mentioned above, when meshing is enabled with debug mode running and you reboot the unit, then the web
interface is disabled. So these are instructions for how to use ssh (PUTTY) to disable olsrd. Y ou can then reboot and the
web interface will work again.

So, use PUTTY to enter the command screen of the device...
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#* 192.168.2.1 - PuTTY

Y ou can permanently cease olsrd by editing the value set in the flashi.e.

flash set MESH EMAELED O

Now save the changes...

HoH: H G H e H: M H: H: H: 3

Another option, to temporarily turn olsrd off isto just kill that process using the killall Linux command....

# killall -9 olsrd

Now you can exit PUTTY.

If you have turned olsrd off my changing the flash value then you need to reboot to see the effect (though, remember, if
you have turned the setting off then you will need to turn it back onin the WAN page of the web setup). When it comes
back up the web interface should be working.

If you just used killall to temporarily stop the process then the web interface should immediately be working.
3.6.2 Olsrd.conffile

#

# ol sr.org OLSR daenon config file

#

# Lines starting with a # are di scarded
#

# This file was shipped with olsrd 0.4.10-cvs
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This file is an exanple of a typica
configuration for a nostly static

net wor k(regardi ng nmobility) using

O H R

the LQ extention

# Debug | evel (0-9)

# If set to O the daenon runs in the background
# Leave as 0 (off) for normal running
DebugLevel 1

# | P version to use (4 or 6)

| pVer si on 4

# Clear the screen each time the internal state changes
Cl ear Scr een yes

# HNA | Pv4 routes

# syntax: netaddr netmask

# Exanpl e Internet gateway:
# 0.0.0.0 0.0.0.0

Hna4

{

# Internet gateway: for nmain node ONLY
0.0.0.0 0.0.0.0

# nmore entries can be added:
# 192.168.0.0 255.255.255.0

# HNA | Pv6 routes

# syntax: netaddr prefix

# Exanpl e Internet gateway:
Hna6

{

# I nternet gateway:
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# 0

# nore entries can be added:

# fec0:2200: 106:: 48

}

# Shoul d ol srd keep on running even if there are
# no interfaces available? This is a good idea
# for a PCMCI A/ USB hot swap environmnent.

# "yes" OR "no"

Al | omNol nt  yes

H*

TOS(type of service) value for

H*

the | P header of control traffic.

H*

If not set it will default to 16

#TosVal ue 16

# The fixed willingness to use(0-7)
# If not set willingness will be calcul ated
# dynami cal | y based on battery/ power status

# if such information is avail abl e

W lingness 7

# Al l ow processes like the GU front-end

# to connect to the daenon.

| pcConnect
{

# Det ernmi nes how many sinultaneously
# | PC connections that will be allowed
# Setting this to 0 disables |IPC

MaxConnecti ons 0O

# By default only 127.0.0.1 is all owed

# to connect. Here allowed hosts can
# be added
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Host 127.0.0.1
#Host 10.0.0.5

# You can al so specify entire net-ranges
# that are allowed to connect. Miltiple

# entries are all owed

# Net 192.168. 2. 0 255. 255.255.0

# Wether to use hysteresis or not
# Hysteresis adds nore robustness to the

# link sensing but delays nei ghbor registration

# Used by default. 'yes' or 'no

UseHyst eresi s no

Hysteresis paraneters
Do not alter these unless you know

what you are doi ng!

val ues are floating point val ues
in the interval 0,1

#

#

#

# Set to auto by default. Allowed

#

#

# THR_LOW nust al ways be | ower than
#

THR_HI GH
#Hyst Scal i ng 0.50
#Hyst Thr Hi gh 0. 80

#Hyst Thr Low 0. 30

# Link quality leve
# 0
# 1 = use link quality for MPR selection

do not use link quality

# 2 = use link quality for MPR selection and routing
# Defaults to O

Li nkQual i tyLevel 2

www.solwise.co.uk, sales@solwise.co.uk



www.solwise.co.uk
sales@solwise.co.uk

# Link quality w ndow size
# Defaults to 10

Li nkQual i t yW nSi ze 10

# Polling rate in seconds(float).
# Default value 0.05 sec

Pollrate 0. 05

TC redundancy

Speci fi es how nmuch nei ghbor info should
be sent in TC nessages

Possi bl e val ues are:

0 - only send MPR sel ectors

1 - send MPR selectors and MPRs

2 - send all neighbors

H OHF OHF OH OH OH O HF OH

defaults to O

TcRedundancy 2

MPR cover age
Speci fies how many MPRs a node shoul d

try select to reach every 2 hop nei ghbor

Can be set to any integer >0

O OH OHF OH OH OB OH®

defaults to 1

Mor Cover age 3

# A srd plugins to | oad

# This nust be the absolute path to the file

# or the | oader will use the follow ng schene:
# - Try the paths in the LD_LI BRARY_PATH
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# envi ronment vari abl e.
# - The list of libraries cached in /etc/ld.so.cache
# - /lib, followed by /usr/lib

# Exanple plugin entry with paraneters:

#LoadPl ugin "ol srd_dyn_gw. so. 0. 3"

#
# Here paraneters are set to be sent to the
# plugin. Theese are on the form "key" "val ue"
# Paraneters ofcause, differs fromplugin to plugin.
# Consult the documentation of your plugin for details.
# Exanpl e: dyn_gw parans
# how often to check for Internet connectivity
# defaults to 5 secs
# Pl Par am "I nterval " "40"
# if one or nore |IPv4 addresses are given, do a ping on these in
# descending order to validate that there is not only an entry in
# routing table, but also a real internet connection. If any of
# these addresses could be pinged successfully, the test was
# succesful, i.e. if the ping on the 1st address was successful,the
# 2nd won't be pinged
# Pl Par am "Pi ng" "141.1.1. 1"
Pl Par am "Pi ng" "194. 25. 2. 129"
#}

Interfaces and their rules
Oritted options will be set to the

#
#
# default values. Miultiple interfaces
# can be specified in the sane bl ock
#

and nultiple blocks can be set.

F*

'l CHANGE THE | NTERFACE LABEL(s) TO MATCH YOUR | NTERFACE(s) !
(eg. W an0 or ethl):

H*

Interface "br0" "w an0"

{
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| Pv4 broadcast address to use. The
one usefull exanple would be 255. 255. 255. 255
If not defined the broadcast address

every card is configured with is used

# | p4Br oadcast 255. 255, 255. 255

# | Pv6 address scope to use.

# Must be 'site-local' or 'global’

# | p6Addr Type site-1oca

# | Pv6 nmulticast address to use when
# using site-local addresses.

# If not defined, ff05::15 is used

# | p6Mul ticastSite ff05::11

# I Pv6 nulticast address to use when
# using gl obal addresses

# If not defined, ffOe::1 is used

# | p6Mul ti cast d obal ffOoe::1

# Em ssion intervals.

# | f not defined, RFC proposed values wll

# be used in nbst cases.

# Hello interval in seconds(float)
Hel | ol nt erval 10.0

# HELLO validity tine
Hel I oval i dityTi e 100.0

# TC interval in seconds(float)

Tcl nt erval 3.0

# TCvalidity tine
TcValidityTi me 30.0
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# MD interval in seconds(float)
M dl nt er val 5.0

# MDvalidity tine
M dVval i di tyTi ne 30.0

# HNA interval in seconds(float)

Hnal nt er val 5.0

# HNA validity tine
HnaVal i di tyTi ne 30.0

When nultiple Iinks exist between hosts
the weight of interface is used to determ ne
the link to use. Normally the weight is
automatically cal cul ated by ol srd based
on the characteristics of the interface,

but here you can specify a fixed val ue.

H OHF OHF OH OH H H

# i ght O

Osrd will choose links with the | owest val ue.
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4 Access Control

The ‘van site” described above works very well and is a fairly cost effective means of feeding internet accessinto each
van however one thing to consider is how you are going to charge for the access. One optionisto just put it on asalevy
on the normal fees (or even give it away free as a site perk) but then you have to worry about locking the wireless
network down so that only user that have paid can use the link. A better, more secure option is to use a ‘Hotspot router’
like the Solwise WAS-102R. The Hotspot router sits between the main, AP in the club house and the current ADSL
router (assuming DSL access). It connects via LAN to the outgoing AP and also via LAN to the incoming DSL router
and acts as a controller for any internet access going to the AP (and hence to the main site). It is also a wireless router
and therefore also gives controlled internet access vialocal wireless. Using the hotspot you can either manually preset
usage accounts or issue ‘on demand’ ticket or, even configured to do online PayPal charging to the customer. In either
case the end user is given a unique, username and password (dynamically created if using on-demand ticket or PayPal)
which they must enter from their browser screen when the want to access the internet. Access accounts can be setup to
give short term access or longer usage, like the duration of the customers stay or on a weekly basis.
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