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Notification is hereby given that Solwise Ltd. reserves the right to modify, change, update or revise this 
document from time to time as required without the prior obligation to notify any person, company or 
organization. Further, Solwise makes no warranty or representation, either express or implied, with respect 
to merchantability, or fitness of its products for a particular purpose. 

 

Solwise Ltd. 
13/15 Springfield Way 
Anlaby 
Hull   HU10 6RJ 
UK 

Tel  0845 458 4558 (local rate) 
Fax 0845 458 4559 
Email sales@solwise.co.uk 
Http www.solwise.co.uk 
 
 
 
Copyright 
All rights reserved. No part of this document may be reproduced in any form or by any means without 
written permission from the product manufacturer. 
 
Changes are periodically made to the information in this document. They will be incorporated in 
subsequent editions. The product manufacturer may take improvement and/or changes in the product 
described in this document at any time. 
 
FCC compliance 
This equipment complies with Part 68 of the FCC Rules. On this equipment is a label that contains, among 
other information, the FCC registration number and Ringer Equivalence Number (REN) for this equipment. 
You must, upon request, provide this information to your telephone company. 

 

If your telephone equipment causes harm to the telephone network, the Telephone Company may 
discontinue your service temporarily. If possible, they will notify in advance. But, if advance notice isn’t 
practical, you will be notified as soon as possible. You will be informed of your right to file a complaint with 
the FCC. 
 

Your telephone company may make changes in its facilities, equipment, operations, or procedures that could 
affect proper operation of your equipment. If they do, you will be notified in advance to give you an 
opportunity to maintain uninterrupted telephone service. The FCC prohibits this equipment to be connected 
to party lines or coin-telephone service. 

 

In the event that this equipment should fail to operate properly, disconnect the equipment from the phone 
line to determine if it is causing the problem. If the problem is with the equipment, discontinue use and 
contact your dealer or vendor. 

 

 

DOC compliance information 
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NOTICE: The Canadian Department of Communications label identifies certified equipment. This 
certification means that the equipment meets certain telecommunications network protective, operational 
and safety requirements. The Department does not guarantee the equipment will operate to the user’s 
satisfaction. 

 

Before installing this equipment, users ensure that it is permissible to be connected to the facilities of the 
local Telecommunications Company. The equipment must also be installed using an acceptable method of 
connection. The customer should be aware that compliance with the above conditions might not prevent 
degradation of service in some situations. 

 

Repairs to certified equipment should be made by an authorized Canadian maintenance facility designated 
by the supplier. Any repairs or alterations made by the user to this equipment, or equipment malfunctions, 
may give the telecommunications company cause to request the user to disconnect the equipment. 

Users should ensure for their own protection that the electrical ground connections of the power utility, 
telephone lines and internal metallic water pipe system, if present, are connected together. This precaution 
may be particularly important in rural areas. 

 

CAUTION: Users should not attempt to make such connections themselves, but should contact the 
appropriate electric inspection authority, or electrician, as appropriate. 

 

NOTICE: The Load Number (LN) assigned to each terminal device denotes the percentage of the total load 
to be connected to a telephone loop which is used by the device, to prevent overloading. The termination on 
a loop may consist of any combination of devices subject only to the requirement that the sum of the Load 
Numbers of all the devices does not exceed 100. 

 

European CTR 21 compliance 
The equipment has been approved in accordance with Council Decision 98/482/EC for pan-European single 
terminal connection to the public switched telephone network (PSTN). However, due to differences between 
the individual PSTNs provided in different countries, the approval does not, of itself, give an unconditional 
assurance of successful operation on every PSTN network termination point. In the event of problem, you 
should contact your equipment supplier in the first instance. 
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1 Introduction 

1.1  Overview 

The SAR ADSL Router features multi-mode ADSL technology that 
provides a downstream rate of up to 8M bps over existing copper 
wire lines, which is more than 100 times faster than a traditional 56K 
analogue modem. The 715 model can be connected to your PC or 
LAN through the 10/100Base-T Ethernet interface and includes a 4-
port 10/100 switching hub. The 705 model can also be connected to 
your PC or LAN but has a single 10/100Base-T port only. 

It is designed to meet both the needs of single user, and multiple 
users at small office and home office who want fast Internet access. 
A wide variety of features and interoperability offer scalability and 
flexibility for all the applications 

1.2  Features and Compatibility 

The SAR series Router with full Virata 8.2 firmware provides the 
following features: 

 Multi-mode ADSL technology supports ITU-T G.hs, G.dmt, G.lite and ANSI T1.413 issue 2 
to provide interoperability with most DSLAM equipment. 

 ATM (Asynchronous Transfer Mode) protocol allows the QoS(Quality of Service)  
transmission over a network 

 Support for text-based console management over Telnet and serial connection, Windows-
GUI based, and via http. 

 Support for remote configuration by your network administrator via IP network. 

 Support IEEE 802.1d transparent bridging with spanning tree algorithm. 

 Bridge filtering allows a network administrator to control the flow of packets across the router 

 NAT : let multiple users on the LAN share one Internet connection simultaneously 

 SNMP agent: allows monitoring and configuration by a standard SNMP manager. 

 BOOTP/TFTP enable the remote configuration 

 Point-to-Point Protocol (PPP) 

 RFC 1483 Link Protocol 

 Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol 
(CHAP) security under PPP protocol 

 IP routing support includes the RIP(Routing Information Protocol) which allows the 
exchange of routing information on a TCP/IP network 

 Flash memory for Software upgrade 

 Status LEDs for easy monitoring and troubleshooting 

 DNS relay: allows for automatic name resolution when no DNS information is configured by 
the user. 
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1.3  What’s in the package? 

 One ADSL Router 

 One 9VDC Adapter 

 One RJ-11 Telephone Cable 

 One 10Base-T Ethernet straight-through Cable 

 One Software CD containing the User’s Guide and configuration software 

All packages have been checked carefully for their completeness 
and functionality before shipped. Please contact the place of 
purchase if any of the above listed items are missing or damaged. 

1.4 Front Panel 

The ADSL Router has several status LEDs for diagnostics. You can 
monitor the LEDs during operation. The following table shows the 
ADSL Router status LEDs and identifies what each LED light 
means.  

SAR715:- 

Function Behavior Definition 

Dark Power off POWER 

Light Power on 

Flashing slowly ADSL training in progress DSL-LINK 

Light ADSL link is establish and ready to transfer data 

Dark Ethernet link absent or power off LAN-LINK/ACT 

L1 L2 L3 L4 Light Ethernet link present on appropriate port (green for 
100Mbs, red for 10Mbs) 

DSL-ACT Flashing Receiving data from ADSL link 

SAR705:- 

Function Behavior Definition 

Dark Power off POWER 

Light Power on 

Flashing slowly ADSL training in progress ADSL 

Light ADSL link is establish and ready to transfer data 

Dark Ethernet link absent or power off PC  

Light Ethernet link present on appropriate port (green for 
network present) 

TX/RX Flashing Receiving/Transmitting data from ADSL link 
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1.5  Rear Panel 

The rear panel of the ADSL Router consist of power jack, Console 
Port connector, Ethernet connections and ADSL phone socket as 
below:  

SAR715:- 

Function Definition 

ON/OFF Power on/off switch 

DC The power jack connects to 9VDC Adapter from wall outlet. 

Console This is RS232C interface and use to management ADSL Router. 

Uplink-OR-L4 Use this port to connect to a computer OR as an uplink to connect to 
the LAN port of another hub 

L3 L2 L1 10/100 Ethernet interface connect to PC. 

DSL ADSL jack connect to DSL line from TelCo 

SAR705:- 

Function Definition 

ON/OFF Power on/off switch 

DC The power jack connects to 9VDC Adapter from wall outlet. 

Console This is RS232C interface and use to management ADSL Router. 

10/100Base-T Use this port to connect to a computer OR to connect to the uplink 
port of another hub 

ADSL ADSL jack connect to DSL line from TelCo 
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2 Connecting to your network and line 
SAR705:- 

 

The LAN port 10/100Base-T on the SAR705 router is designed to be connected to directly to the port on a PC LAN card using a standard 
cat5 LAN cable. If you wish to connect the router to another hub then you must use the uplink port of the hub to connect to the router 
using a ’normal’ LAN cable. 

Use the supplied RJ11 phone cable to connect from the ADSL 
socket on your router to your ADSL phone socket. 

Connect the power jack from the power supply to the power socket 
on the router and then plug the power supply into a suitable UK 
power socket: The amber POWER LED on the front of the router 
should light up. 
SAR715:- 

 

LAN ports L1 to L4 on the SAR715 router are the type designed to be connected to directly to the port on a PC LAN card using a 
standard cat5 LAN cable. If you wish to connect the router to another hub then you must use the connector marked ‘Uplink’ to connect to 
a ‘normal’ port on the second hub. Please note that you can use either the Uplink port OR L4 but NOT both at the same time. 

Use the supplied RJ11 phone cable to connect from the ADSL 
socket on your router to your ADSL phone socket. 

Connect the power jack from the power supply to the power socket 
on the router and then plug the power supply into a suitable UK 
power socket: The amber POWER LED on the front of the router 
should light up. 

 

Configuration can be carried out using the Command Line Interface 
via Telnet (user name is ‘admin’ and password is ‘admin’ and 
default IP address of the router is 192.168.7.1) or via a serial port 
link to the 9 pin console port on the rear of the router (port settings 
9600,8,1,n,no flowcontrol). Alternatively a more user friendly 
configuration method is to use the built in http interface. To do this 
all you need to do to be able to do is access the router through your 
web browser running on any computer. 
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3 Setting up TCP/IP on your computer 
You first of all need to check the TCP/IP settings of your computer. 
Please note that the author is assuming you are using MS Windows 
(Win9x or 2K/XP) or Mac OS10; please make appropriate 
allowances if using another operating system or platform such as 
Linux. The default IP address of the SAR router is 192.168.7.1 on 
subnet mask 255.255.255.0. In simple terms this means that, in 
order for your computer to talk to the router, their IP address should 
be in the range from 192.168.7.2 to 192.168.7.254. If you already 
use TCP as your default network protocol and you don’t use IP 
settings in the required range then you will have to either 
permanently alter the settings of your computers to suite or change 
the default address of the router. If you wish to alter the settings of 
all your computers to suite then it is probably best to ask the person 
in charge of your network set-up to do this for you. If you want to 
alter the router then you will have to temporarily change the settings 
for your PC. 

3.1 Installing TCP protocol on your PC 

Win9x Win2K/XP 

Go to Start/Settings/Control Panel/Network.... 

 
If you already see a line showing TCP/IP protocol such as 
the example shown above then you can skip this section. 

Otherwise click on Add, then select Protocol and then click 
on Add.. again. Then on the Select Network Protocol 
screen select Microsoft/TCP/IP... 

Go to Start/Settings/Network and Dialup Connections... 

 
Click on ‘Local Area Connection’. 
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Click on OK and Windows will then add the protocol to your network set-
up. 

 

 

Then on Properties.. 

 
 

If you already see a line showing TCP/IP protocol such as 
the example shown above then you can skip this section. 

Otherwise click on Install, then select Protocol and then 
click on Add. 

 
 

Then on the Select Network Protocol screen select 
Microsoft/TCP/IP... 

Click on OK and Windows will then add the protocol to 
your network set-up.  
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Scroll down the list of network settings until you find the 
entry showing TCP/IP. There may be several such entries 
(see example); the one you need is the entry associated 
with your network card. Select it and then click on 
Properties: 

 

 
The first screen shows the IP Address for your PC. As 
already explained, you need to ensure that each PC on 
your LAN has an IP address which is both unique and 
within the subnet range of the routers address e.g. in the 
range 192.168.7.2 to 192.168.7.254 (assuming default IP 
address for the router). 

 

Next, for each PC you must enter a Gateway address. This 
is the address of the router and tells your PC where to 
send internet TCP requests: 

Go to your local network settings (Start/Settings/Network 
and Dialup Connections/Local Area 
Connection/Properties). 

 

Scroll down the list of network settings until you find the 
entry showing TCP/IP. Select it and then click on 
Properties: 

 
As already explained, you need to ensure that each PC on 
your LAN has an IP address which is both unique and 
within the subnet range of the routers address e.g. in the 
range 192.168.7.2 to 192.168.7.254 (assuming default IP 
address for the router). 

 

Now you need to enter the address of the router as the 
default gateway. 
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Finally you must set-up DNS Configuration on each PC: 

 

Each PC MUST have the address for DNS entered in it’s 
TCP setting. If your PC doesn’t have a DNS setting then it 
will not be able to find any internet sites so it’s important 
that you have this set correctly! 

 

On the DNS Configuration screen you must Enable DNS 
and then enter a Host name; this can be anything you like 
– just a made up name will do!  

 
 

Now you need to enter the DNS address. 

Each PC MUST have the address for DNS entered in it’s 
TCP setting. If your PC doesn’t have a DNS setting then it 
will not be able to find any internet sites so it’s important 
that you have this set correctly! 

 

On the main TCP/IP Properties screen select ‘Use the 
following DNS server addresses’. 

 

Now you need to enter an address for the ‘Preferred DNS’. 

Ideally you should get the DNS address to use from your 
ISP (a list showing some of the common ISP DNS 
addresses is given below). However, if you don’t know the 
ISPs’ DNS address then you can temporarily use the 
address 212.50.160.28. 

Enter the DNS address for the preferred DNS (as shown 
above). 

Finally click on OK, then OK and then Close. The new 
TCP/IP settings should take immediate effect.,  

That’s all there is to the basic set-up. 
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Ideally you should get the DNS address to use from your 
ISP (a list of common addresses is given later). However, if 
you don’t know the ISPs’ DNS address then you can 
temporarily use the address 212.50.160.28. You need to 
‘add’ the DNS address to the DNS list. 

Finally click on OK and then OK from the main Network 
menu. 

Windows will now install the revised network settings; 
please note that your original Windows installation CD 
might be required. You should then reboot your PC. 

That’s all there is to the basic set-up. 

 

 

 

3.2 Setting up TCP/IP protocol on your Mac 

Configuration of the router is done using your web browser but first 
of all you need to ensure that the IP settings on computer are 
correctly set to enable you to talk with the router. The default IP 
address of the Asus router is 192.168.7.1 with netmask 
255.255.255.0. This means your computers and other network 
resources should have IP address’s in the range 192.168.7.2 to 
192.168.7.254. First of all go to the Network set-up on your Mac: 
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Enter a suitable IP address (e.g. 192.168.7.2) and the netmask as 
shown above and click on Apply Now. 

Now enter the IP address of the router in ‘Router’ box. 



Solwise SAR7X5 ADSL Ethernet Router User’s Guide Chapter 3. Setting up TCP/IP on your computer  

  19 

 
You also need to enter an address for your ‘Domain Name Server’.  

Ideally you should get the DNS address to use from your ISP. 
However, if you don’t know the ISPs’ DNS address then you can 
temporarily use the address 212.50.160.23. 

Add the DSN address to the Domain Name Server list. 

That’s all you should have to do. Click on Apply Now and your new 
settings should be set. 
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4 PPPoA Router configuration (For the UK) 
The easiest way to configure your router is via your web browser 
accessing the html pages direct in the router. Please note that if 
there is some reason why you cannot do configuration via a web 
browser then you will have to use console management via the 
WAN port of the router connected to the serial port of your PC and 
then use the GUI application located on the software CD. To do this 
you will need to use the 9 pin serial lead supplied. Details on how to 
do configuration via the GUI software are given later in this guide. 

To configure using your browser you must first of all must have 
successfully installed TCP/IP protocol on your computer as detailed 
above. 

After checking your connections and TCP settings (see above) you 
are ready to run your browser in order to configure the router. 

Any browser can be used on any operating system: The 
configuration screens are the same.  

Note: If you are using Explorer on a PC then first 
check that your browser is set to use LAN for internet 
access. To do this in Explorer go to Tools/Internet 
Options/Connections. Then check that the setting 
‘Never dial a connection’ is selected.  Then on the LAN 
Settings screen nothing should be ticked. 

 

 

 

 

 

Now start your browser and enter the address of the router on the 
Address/URL line of  your browser (192.168.7.1). The browser 
should then load the start-up page from the router: 
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4.1 Setting up a basic NAT router configuration 

Please note the following: 

The default IP address for the 8.2 firmware is 192.168.7.1 

The default configuration username and password are admin. 
 

Now change the IP address of your PC to be on the same subnet 
as the 715/705 with Virata 8.2 (e.g. 192.168.7.2). 

 

Next, enter the address of the router in your browser address line 
(i.e. 192.168.7.1)… 

 

The main status page for the router should display. 
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First of all you are advised to reset the router to factory defaults. To 
do this goto System/Restart_Reset and, to enter configuration, 
enter admin for username and password….. 
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Tick the box “Reset to factory default settings” and then click on 
Restart. 

Allow about 30 seconds for the router to reboot and then click on 
Status again… 
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Now goto the Configuration/WAN Connections … 
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Delete and existing services shown… 
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Now you can add a new service so click on “Create a new service”. 
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Select PPPoA Routed and then click on Configure… 
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Enter the details required:  

Put a name for the Description (maybe the name of your ISP). 

Then put in the correct VPI/VCI values (for BT 0/38 for KC 1/50).  

Tick the box Enable NAT.  

If you are on a KC phone line then set LLC Header to on (for a BT 
line leave this as off). 

Then select CHAP and enter your login name and password as 
supplied by your ISP. PLEASE NOTE – Even if your ISP doesn’t 
provide a login password you MUST enter one (just make one up!). 

Click on the Configure button… 
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Now goto Configuration/ZIPB. 
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Ensure it says ‘Enable’ (i.e. it is currently disabled).. 

 

Now goto Configuration/Security. 
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Click on Add interface.. 
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Select the iplan as type internal and click on Apply. 
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Now goto Configuration/Save Config.. 
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Save the configuration. 
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Wait for the “Saved information…” message. 

 

Now goto System/Restart to reboot the router. 
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Wait for the router to restart… 
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The status page should display. 
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If you have the router connected to the ADSL service then, after a 
while, the R1483 Port line should show a green tick (indicating 
ADSL connection). 
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Now goto Show Statistics on the WAN interface entry on the bottom 
of the status page (e.g. the one labelled kc in our example here). 
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If you have a valid login with your ISP then the IP address at the top 
of the ppp-0 status page should be valid (i.e. NOT 0.0.0.0). If you do 
NOT see a valid IP address (e.g. 0.0.0.0) then your router is not 
correctly logged in with the ISP. In this case check the your login 
name and password (see trouble shooting at the end of this 
guide). 

You can now connect the router to the rest of your network. 
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5 PPPoE Router configuration for Ireland & France 
First of all ensure that you have set up TCP/IP on your computers 
as detailed above and make sure that you use the correct DNS 
values pertanent to your local ISP e.g. for Eirecom the DNS 
addresses are: 
Primary 159.134.237.6  
Secondary 159.134.248.17  
 

After checking your connections and TCP settings (see above) you 
are ready to run your browser in order to configure the router. 

Any browser can be used on any operating system: The 
configuration screens are the same.  

Note: If you are using Explorer on a PC then first 
check that your browser is set to use LAN for internet 
access. To do this in Explorer go to Tools/Internet 
Options/Connections. Then check that the setting 
‘Never dial a connection’ is selected.  Then on the LAN 
Settings screen nothing should be ticked. 

 

 

 

 

 

Now start your browser and enter the address of the router on the 
Address/URL line of  your browser (192.168.7.1). The browser 
should then load the start-up page from the router: 
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5.1 Setting up a basic NAT router configuration 

Please note the following: 

The default IP address for the 8.2 firmware is 192.168.7.1 

The default configuration username and password are admin. 
 

Now change the IP address of your PC to be on the same subnet 
as the 715/705 with Virata 8.2 (e.g. 192.168.7.2). 

 

Next, enter the address of the router in your browser address line 
(i.e. 192.168.7.1)… 

 

The main status page for the router should display. 
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First of all you are advised to reset the router to factory defaults. To 
do this goto System/Restart_Reset and, to enter configuration, 
enter admin for username and password….. 
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Tick the box “Reset to factory default settings” and then click on 
Restart. 

Allow about 30 seconds for the router to reboot and then click on 
Status again… 
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Now goto the Configuration/WAN Connections … 
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Delete and existing services shown… 
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Now you can add a new service so click on “Create a new service”. 
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Tick "PPPoE routed mode" & Configure.  
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Enter the details required: Put a name for the Description (maybe 
the name of your ISP), then put in the correct VPI/VCI values (for 
France and Eirecom use 8/35 for these values). Select CHAP and 
enter the correct user name/password for your ISP – please note, 
even if your account does not have a password you MUST still 
enter a dummy password (e.g. ‘fred’ ☺). 

Tick the box Advanced Configuration and then click on the Apply 
button… 
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Now goto Configuration/Save Config.. 



Solwise SAR7X5 ADSL Ethernet Router User’s Guide Chapter 5. PPPoE Router configuration for Ireland & France  

  53 

 
Save the configuration. 
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Wait for the “Saved information…” message. 

 

Now goto System/Restart to reboot the router. 
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Wait for the router to restart… 
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The status page should display. 
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If you have the router connected to the ADSL service then, after a 
while, the R1483 Port line should show a green tick (indicating 
ADSL connection). 
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Now goto Show Statistics on the WAN interface entry on the bottom 
of the status page (e.g. the one labelled kc in our example here). 
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If you have a valid login with your ISP then the IP address at the top 
of the ppp-0 status page should be valid (i.e. NOT 0.0.0.0). If you do 
NOT see a valid IP address (e.g. 0.0.0.0) then your router is not 
correctly logged in with the ISP. In this case check the your login 
name and password (see trouble shooting at the end of this 
guide). 

You can now connect the router to the rest of your network. 
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6 How to… 

6.1 How to enter Command Line Interface mode 

Although the majority of the most common set-up options can be 
done via the web interfaces, some of the more complicated/less 
common features can only be configured via the Command Line 
Interface (CLI) mode. To access the CLI mode you can use either 
Telnet via the LAN or use console programme via the serial port.  

6.1.1 Telnet 
To access the command line interface via Ethernet interface, you 
can use TELNET to log in the Router from the local Ethernet 
network using the Ethernet IP address that is assigned to your 
ADSL Router. The Ethernet IP of the ADSL Router is by default set 
to 192.168.7.1. 

Select Start->Programs->MS-DOS Prompt. 

Find the IP address of the Router’s Ethernet port. Then use 
TELNET to login the Router. For example, TELNET 192.168.7.1 (in 
the example below the IP of the router in our test was set to 
192.168.0.11 – however you should use the correct IP address set 
for your router). 

 
 

You will see that a telnet dialog pops up asking for your 
configuration Login name. By default this is ‘admin’. Then you need 
the password which by default is also admin. Then the  prompt 
should be shown with a successful login. 

Now you are ready to configure the Router by using command line 
interface (CLI) commands. 

6.1.2 Using terminal program via serial console port 
A terminal can be connected directly to the Serial console port. This 
requires the use of a terminal emulation software package such as 
Microsoft HyperTerminal. By default setting, the Router is 
configured to communicate at a baud rate of 9600. Any standard 
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terminal that supports baud rate of 9600 can be connected to the 
Router’s console port. Please configure your serial port as: 

 BPS :9600 
 Data bits :8 

 Parity :None 

 Stop Bits :1 

 Flow Control :None 

 

Then do the following steps to log on to the Router via Microsoft 
HyperTerminal. 

 

Select Start->Programs->Accessories->HyperTerminal 

 
 

Enter a connection name and click OK 

 

 
 

Select properly COM port and click OK 
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Enter the following parameters : 

Bits per second 9600 

Data bits 8 

Parity None 

Stop bits 1 

Flow Control None 

Then click OK 

 
When the HyperTerminal window appears, you must press the 
enter key several time to get the command prompt for the Router’s 
command line interface. 
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You should then see the Login: prompt. By default this is ‘admin’. 
Then you need the password which by default is also admin. Then 
the  prompt should be shown with a successful login. 

 
Now you are ready to configure the Router by using the command 
line interface (CLI) commands. 

6.1.3 Basic CLI syntax 
If you type ‘help’ at the CLI prompt then the following instructions 
are given. 
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This should explain the basic syntax used for command entry. So, if 
you press ‘?’ the current commands are listed: 

 
This shows the complete list of CLI commands.  
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To enter a command you just type the command in as simple text. 
E.g. ‘system config save’ saves the configuration… 

For full details of all the CLI commands please refer to the CLI 
Reference Manual. 

Remember, after doing any changes in CLI mode you must 
enter the ‘system config save’ command to store your 
settings. If you don’t do this then they may be lost after a power 
down or restart. 

 

 

6.2 Altering the LAN IP address of the router 

If you want to alter the LAN address of the router then click on 
“Advanced/LAN connection”: 
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Next change the LAN address and subnet to the required values 
(note that the Secondary IP Address allows you to run a separate 
LAN subnet range on the same port – useful if you want to 
configure ports forwarding or firewall settings for a separate LAN). 
Then click on Apply. Please note that, once you change the LAN 
address you will then have to immediately change the IP address of 
your PC so you can ‘see’ the router again. 

Finally save the configuration and reset the router. 

6.3 Set-up port forwarding 

Goto Configuration/Security.. 
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Under Security Interfaces click on Advanced NAT Configuration… 
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Then click on Add Reserved Mapping… 
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Now add the port mapping rule you require e.g. to forward the telnet 
port to point to the LAN port of the router (so you can do remote 
configuration using telnet) you should add 23/tcp… 
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Enter the new rule and click on Add Reserved Mapping.. 
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You should now save the new settings (Configuration/Save config). 

6.4 Configuring the ‘Security Interface’ to allow Netmeeting 

Goto Configuration/Security.. 
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Now click on ‘Security Trigger Configuration’ at the bottom of the 
screen. 
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Now click on ‘New Trigger’.. 
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The following settings are required for Netmeeting 

 
Now click on apply.. 
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If you are using the firewall then you must ensure that you setup 
port filter rules to allow the netmeeting traffic to come through. In 
this case, the ports that you will need to open up are: 

 
More details on the security trigger commands are given in the CLI 
manual. 

This trigger will enable you to do outgoing Netmeeting and H.323 
calls. If you want to accept incoming H.323 calls then you need to 
set-up a port forwarding rule on port 1720/TCP to point to your 
computer (see below for details about how to set reserved port 
rules). 

Remember to do ‘System/Save’ to store the settings. 

6.5 Configuring the ‘Security Interface’ to allow ftp 

Some ftp applications seem to need a security trigger to allow data 
flow. The figure below shows the settings required: 
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6.6 Firewall Features 

The 7x5 includes a full featured firewall, with capabilities such as 
intrusion detection, packet filtering and NAT. There are many 
different ways for configuring a firewall but this section gives an 
overview of the options. 

6.6.1 Intrusion Detection 
Intrusion detection protects you from certain types of 
common attacks and will block access from hosts 
attempting these attacks. 

To configure intrusion detection you must first click on 
the Security (NAT,Firewall) link on the left hand side 
under Configuration.  

 

Make sure that Intrusion Detection is ticked as enabled. 

Click Change State to change the state. 

 

 

At the bottom of the screen is the Policies, 
Triggers and Intrusion Detection section. 
Click on Configure Intrusion Detection to 
configure the options for Intrusion detection. 

 

 

 

 

The following screen then shows the options that can be configured 
for intrusion detection. All values should be left at defaults unless 
you specifically want to change any of the settings as per your own 
security policy. 



Solwise SAR7X5 ADSL Ethernet Router User’s Guide Chapter 6. How to…  

  77 

 
The only exception is the top two options Use Blacklist and Use 
Victim Protection these should both be enabled so Intrusion 
detection will be fully functional. 

Click Apply to keep the changes.  

If you are unsure about any settings or values then you are advised 
to leave the values set to default. 

When you have finished altering the settings then remember to 
save the new configuration and restart. 

6.6.2 Packet Filtering 
Packet filtering allows you to block certain types of traffic, such as 
telnet access or FTP applications, the 7x5 allows you to completely 
customise what you want to filter. There are pre set security levels 
of none, low, medium & high. The tables below The following 
tables describe the default policies enabled in the firewall for each 
of the high, medium and low security levels. The tables tell you 
whether a certain service can be received in or allowed out by a 
specific policy: 

 

HIGH SECURITY LEVEL External < > Internal External < > DMZ DMZ < > Internal 

Service Port In Out In Out In Out 

http 80 x 3 3 3 3 3 

dns 53 x 3 x 3 x 3 

ftp 21 x x x 3 x 3 

telnet 23 x x x x x x 

smtp 25 x 3 3 3 3 3 

pop3 110 x 3 3 3 3 3 

nntp 119 x x x x x x 

real audio/video 7070 x x x x x x 
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icmp N/A x 3 x 3 x 3 

H.323 1720 x x x x x x 

T.120 1503 x x x x x x 

SSH 22 x x x x x x 

 

MEDIUM SECURITY LEVEL External < > Internal External < > DMZ DMZ < > Internal 

Service Port In Out In Out In Out 

http 80 x 3 3 3 3 3 

dns 53 x 3 3 3 3 3 

ftp 21 x 3 3 3 3 3 

telnet 23 x 3 x 3 x 3 

smtp 25 x 3 3 3 3 3 

pop3 110 x 3 3 3 3 3 

nntp 119 x 3 3 3 3 3 

real audio/video 7070 3 x x 3 X 3 

icmp N/A x 3 x 3 X 3 

H.323 1720 x 3 x 3 X 3 

T.120 1503 x 3 x 3 X 3 

SSH 22 x 3 x 3 X 3 

 

LOW SECURITY LEVEL External < > Internal External < > DMZ DMZ < > Internal 

Service Port In Out In Out In Out 

http 80 x 3 3 3 3 3 

dns 53 3 3 3 3 3 3 

ftp 21 x 3 3 3 3 3 

telnet 23 x 3 3 3 3 3 

smtp 25 x 3 3 3 3 3 

pop3 110 x 3 3 3 3 3 

nntp 119 x 3 3 3 3 3 

real audio/video 7070 3 x 3 3 3 3 

icmp N/A 3 3 3 3 3 3 

H.323 720 3 3 3 3 3 3 

T.120 1503 3 3 3 3 3 3 

SSH 22 3 3 3 3 3 3 

These presets block and allow common applications. They will suit 
most needs, if you have a specific application you may want to add 
your own filters to either allow or deny traffic. 

To configure packet filtering you must first click on the Security link 
on the left hand side under  Configuration.  
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Make sure that Firewall is ticked as enabled. 

Click Change State to change the state. 

 
 

To modify what types of traffic you want to 
filter, click on the Security Policy 
Configuration link under the 

Policies, Triggers and Intrusion Detection 
section at the bottom of the screen. 

 

 

 
 

Next click on New Policy…  

 

The Security Add Policy screen will appear. Select interfaces of 
type external to internal. 
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Next decide on whether you want validators to block or allow traffic.  

Selecting “allow” will allow traffic from all hosts which have 
validators but block traffic from other all other hosts. 

Selecting “block” will block traffic from all hosts which have 
validators but allow traffic from all other hosts. 

For example, let’s say that you DON’T want client 192.168.7.5 on 
your network to be able to do any web access (not sure why you’d 
want to do this but it will serve as an example). 

So this will be a “block” policy  

Then click on Apply…. 

 
 

Now you need to do two things: Set up a port filter on port 80 (as 
used for web access) and next setup your host as 192.168.7.5 for 
this policy. 
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So, first, to create a port filter… Click on Port Filters…. 

 

 
Now decide if you need a filter on TCP, UDP or a filter to act upon 
any IP packet (Raw IP). 

For our example of blocking web access for our host on 
192.168.7.5 you need to add a TCP filter. So, click on ‘Add TCP 
Filter’… 

 
Now enter port number 80 for the start and end values, then select 
‘Block’ for both inbound and outbound traffic. Finally click on Apply. 
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Now go back to the Policy List (click on link) and, from the Firewall 
Policy Configuration, click on Host Validators under Policy 
Configuration. 

 
Now click on ‘Add Host Validator’ 
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Now enter the IP address and subnet for the host and then click on 
Apply… 

 

 

 
You should now save the configuration and reset the router. 
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6.7 Using your 7x5 Router with fixed IP address 

Most users will use their router with NAT enabled. This allows them 
to ‘share’ their internet connectivity across 
their whole network without needing a 
block of static IP addresses from the ISP 
i.e. the ISP sees the whole of your LAN as 
a single IP address and the router 
automatically sorts out traffic to the correct 
local clients: 

However using NAT has it’s advantages 
and disadvantages. The advantages are it 
allows you to easily run multiple PC’s 
through a single user ISP account and it 
acts as a natural firewall stopping 
unsolicited incoming traffic. However the 
disadvantage of NAT is that some software 

needs the IP address of 
the PC to be ‘exposed’ 
to the outside world – 
this is just what NAT 
stops! For some 
applications you can get 
around this using port 
forwarding but not 
always. In this case the 
only way around the 
problem is to turn NAT 
off and open up you 
network. To do this you 
will first of all need to get 
a block of IP addresses 
from your ISP so that 
you can allocate an IP 
address to each of your 
clients.  

 

 

First of all setup a ‘normal’ NAT configuration (as detailed above) 
and check that you can successfully connect to the internet through 
the router.  

 

Then, from the Status page click on the ppp-0 link in the WAN 
Status box… 
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Now, note down the IP interface IP address; you’ll need this in the 
non-NAT setup detailed below. E.g. 213.249.178.39. 

Next you need to turn NAT off. Goto Advanced 
Configuration/Security… 
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Now click on ‘Disable NAT to internal interfaces’…. 

 

Now there is no NAT routing between the WAN (internet) and LAN 
(your PC’s) sides of the router.  

The next step is to assign the correct IP address to the LAN side of 
the router (the IP address for the WAN side of the router should be 
automatically assigned to the router when it logs into the ISP - see 
above).  

Click on “Configuration/LAN connection”: 
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Now, enter in the Primary IP Address settings the WAN IP address 
and also the subnet mask. Use the subnet mask as advised by your 
ISP e.g. if you have a block of 8 fixed IP’s then the subnet mask is 
probably 255.255.255.248. Now click on Apply.  

Please note that, once you change the LAN address you will then 
have to immediately change the IP address of your PC so you can 
‘see’ the router again. So you should now change the IP address’s 
and subnet masks of your clients with the rest of the IP addresses 
you received from your ISP. 

With your PC setup with the new address you should now be able 
to login in the web configuration again (using the new LAN address 
for the router). 

To complete the multiple IP setup you now need to connect using 
console CLI mode. You can do this using the serial port console or 
via telnet (details of console connection are given above). 

From the console prompt issue the following commands: 

pppoa set transport ppp-0 subnetmask 255.255.255.255 

pppoa set transport ppp-0 localip <WAN IP address> 

But substitute your WAN IP address (as you have now assigned to 
the router LAN address). 

Finally issue the CLI commands to save the configuration: 
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Now restart the router (System/Save Config/Restart). 

Please note, with NAT not running both the LAN side and WAN side 
of the router are visible from the ISP (internet) along with your whole 
network i.e. you will have no security! You are advised to configure 
the built-in firewall to protect your LAN. 

6.8 Enabling ZIPB, Zero installation PPP bridge 

6.8.1 Overview 
ZIPB means Zero IP Bridge. It’s the correct term for what is often 
incorrectly referred to as transparent bridging or half-bridged mode 
or sometimes as DHCP spoofing (which means something else). 
What this means is you can setup the router to simple act as an 
‘ethernet modem’ and let all IP traffic thorough transparently but 
without the router using one of your internet IP addresses. A typical 
use for this configuration might be for if you want to use a Linux 
firewall box up to route all you IP traffic so you want the Linux box to 
take your single ISP assigned IP address. The other advantage of 
using ZIPB is there is no requirement for NAT, as the public IP 
address is passed directly to the PC on the LAN. This eliminates the 
need for extensive ALG support. 

6.8.2 How it works (technical bit) 

• On boot-up, the LAN interface of the xDSL modem will 
have a private IP address, for example 192.168.10.1. A 
LAN-side DHCP server is enabled which assigns the PC a 
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private IP address on the private subnet. The DHCP lease 
time is short, typically around 1 minute. The lease time is 
configurable. 

 
• Assuming the PPP user name and password are correctly 

configured (or after the user has configured these for the 
first time), the PPP link is established. 

• Once the xDSL modem has retrieved the public IP address 
via IPCP, the “zipb” process will create a spoofed IP 
address, and assign this address to the modem LAN 
interface. The LAN side DHCP server is updated to allow 
clients to obtain the public IP address and DNS server 
addresses on their next DHCP lease renewal. By default, 
the "spoofed address" is created by manipulating the public 
IP address obtained via IPCP. The WAN side PPP link 
uses an “unnumbered” IP interface. Proxy ARP is 
configured in the IP stack to allow the LAN PC to receive 
valid ARP replies for all requests on its local subnet. 
Additionally, ZIPB will add a virtual interface to the LAN 
side so that the web pages can be accessed via the LAN. 
For the deployment described above, it would be a good 
idea to configure ZIPB so that it will add a virtual interface 
with IP address 192.168.10.1; this means that when the 
public IP address is assigned, the user can still browse the 
modem’s web pages from the LAN without interruption. 
The ZIPB web pages allow this virtual private address to be 
configured. 

 
• If the LAN PC is powered down, then after a short period of 

time (the default is approximately two minutes after the 
modem’s DHCP server notes that the DHCP lease has 
expired), ZIPB will terminate the WAN PPP link, thereby 
"returning" the public IP address to the service provider. 

6.8.3 Here’s how to do it 
First of all set the IP address of your PC so that you can ‘see’ the 
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router configuration 

e.g. (assuming the router is on the default address 192.168.7.1) 

 
Create a ppp-0 connection as detailed above. 

Now goto the web configuration screens for the router and goto 
Advanced Configuration/ZIPB: 
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Set the ‘LAN Interface’ to ‘iplan’ (the name of the internal, LAN 
interface). Set the ‘WAN interface’ to ‘ppp-0’ (or whatever you WAN 
interface is called). Set the ‘Private LAN IP address’ to ‘192.168.7.1’ 
(this is the private address which you  can use to enter the setup 
screen of the router). Leave the other settings as default. Then click 
on OK… 

 
No click on ‘Enable’ to activate the ZIPB. 
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Now you need to disable NAT. Go to ‘Configuration/Security’… 

 
Click on the button in the middle of the screen to Disable NAT…. 
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Now Goto Configuration/Save Config to store the settings. Then 
restart the router. 

That’s the router configured. Now you can go to the TCP settings 
for you computer and tell it to use DHCP for it’s IP settings: 
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Then Ok the settings. 

6.8.4 Testing it’s worked 
Assuming the router has logged in okay to your ISP you can check 
that the ZIPB is working by checking to see if your PC has been 
assigned IP settings from the ISP. 

e.g. Under W2K or XP go to a command DOS prompt and use 
‘ipconfig /all’ to show you your LAN IP settings: 
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Notice how your LAN IP address is now an ISP assigned address. 
Also the DNS server addresses are those sent by your ISP. 

You can also do a ping test to check that DNS resolution is working. 

If you don’t have correct IP values then change your IP address 
back to the old IP address e.g. 192.168.7.2 and then go in and 
check your settings. Also check from the main status page that the 
router has logged into the ISP. 

6.9 Enabling DHCP Server Mode 

The 7x5 has an inbuilt DHCP server which you can use to assign IP 
addresses and TCP setup to your client computers. To enable 
DHCP server goto “Configuration /DHCP server” 
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To enable DHCP server  you first of all need to goto Advanced 
Optionsl and setup the Subnet parameters… 
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Things you should setup are: 

Specify a start and end address values for the IP allocation range. 

Specify the DNS value you want to send to the clients (or tick the 
box to use the router as DNS relay). 

Tick the box to use the router as the default gateway. 

e.g. 
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Then click on OK… 

Now click on Enable from the DHCP setup screen… 
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The Advanced Options can also be used to change lease times and 
control functions like allowing unknown clients, these should be left 
at defaults unless you have specific reasons for changing them. 

When you’ve finished the configuration you must save the settings 
and do a router restart. 

6.10 Altering the configuration user name and password 

Goto ConfigurationAuthentication… 
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First of all click on Create a new user… 

 

On the next screen enter the new user details… 

 
 

Remember to change the May login? to true to enable the new user 
to login! 

Then click on Create to set the new user… 
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Now save the settings again (System/Save config). 

 

Now you should test the new user so Restart (System/Restart) and 
shut your browser down…. Then allow the router about 30 seconds 
to reboot before starting your browser up and going to the router 
set-up screen again. Then try to enter and configuration screen. 
You should be prompted to enter a username and password; try the 
new one you’ve created. It should work. Only when you’ve proved 
the new user and password it works should you then go and delete 
the old admin user (System/Authentication/Edit user and then click 
on Delete this user). 

 
 

Yet again you should now save the new settings so System/Save 
config… 
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7 Firmware Upgrade 

7.1 Upgrading from to a new 8.2 firmware version using http 

Please note that the correct file format for web based firmware upgrade should be 
‘.tar’. If the upgrade file you have is ‘.bin’ format then this is NOT the correct format to 
upgrade using the web interface. Upgrade using ‘.bin’ files can only be done using the 
DSL Configuration tool (as above) or using a bootp/tftp server utility. 

Assuming you have the correct firmware file, from the web browser 
configuration screen go to the System/Upgrade menu option: 

 
Click on Browse to select the firmware file (please note of the file 
was supplied zipped then you must first unzip the file before use). 
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Then Click on Upgrade and wait. Firmware upgrade should only 
take a few minutes. During this period do not touch the router or 
browser – leave them alone until the upgrade file is loaded. 
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After the flash update is complete the following screen should 
display.  

 
You should now restart. 

7.1.1 When things go wrong! 
If something goes wrong with the firmware upload which causes 
only part of the firmware to install then you will need to connect to 
the console port of the router via the serial port of your computer  
using terminal software (e.g. Windows Hyperterminal); use serial 
port settings of 9600bps, 8 data, 1 stop, no parity, none flow control 
(details are given above on how to enter console mode). 

If the prompt on the console screen is either ‘]’ or the word ‘DEBUG’ 
or ‘DSL>’ or the MAC address of the router then the firmware’s 
corrupted. In which case you will have to manually reload the 
firmware files. Here is the basic method for doing a manual full 
firmware upload. 

First of all hold down the space bar whilst rebooting the router (i.e. 
power off/on). The router should reboot to the ‘]’ prompt. Now enter 
the command ‘xmodem’ and then, from the Transfer/Send File 
menu (assuming you are using Hyperterminal), browse and select 
the bootcode.bin file from the firmware. Click on send and wait 
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whilst the bootcode bin file is loaded (takes about 10 minutes). 
When it’s finished enter ‘quit’ and the router should then show the 
mac address prompt. Now enter the command ‘flashfs rewrite 
boot.bin’ to save the bootcode file followed by ‘flashfs update. 

Now hold down the space bar and reboot a second time to the ‘]’ 
prompt. Now use xmodem to load the second, main firmware file. 
Enter ‘quit’ when it’s finished and it should then show the ‘login’ 
prompt. Now enter ‘admin’ to login and the password ‘admin’. 

At the ‘ ’ prompt enter the command ‘console enable’ and then the 
‘DSL>’ prompt should show. Now enter the command ‘flashfs 
update’ to save the firmware file to flash. 

The firmware should now be fully loaded. 

7.2 Using xmodem to upload the firmware files 

You can use the xmodem technique to upload either the bootcode 
or the main firmware files using a serial cable and terminal software 
(for example Windows Hyperterminal). Please note you will need 
firmware files which have the .bin extension. The .tar extension file 
cannot be used; this file type is for http upgrade only (see above). 

7.2.1 Loading a new bootcode bin firmware file 
First of all you need to connect using a console (serial) programme 
to the router. Details are given in the set-up guide but in simple 
terms it’s 9600 bps, 8 data, 1 stop, no parity, no flowcontrol. Please 
note these instructions assume you are using Windows 
Hyperterminal. If you are using another console programme then 
the same method applies though the actual terminal commands 
and screen may differ slightly. 

Now switch your router on whilst holding down the space-bar. This 
is the sort of screen you should see. 
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The router should now boot to the ‘]’ prompt. It’s now ready to 
accept the firmware file. 

 

Type “xmodem fast” 

 

 
 

The router has now changed it’s port speed to 38400 bps so you 
now need to change your terminal set-up. To do this on 
Hyperterminal select Call/Disconnect…  
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Then File/Properties 

 

 
 

The click on Configure… 
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Change the port speed to 38400 and then click on OK. 

Then select Call/Call… 

 

 
 

Now you are ready to start sending the bootcode file. 

 

Select Transfer/Send file… 
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Click on browse so you can select the bootcode bin file (called 
boot.bin in this example). 

 

 
 

Now you are ready to send the file.. 
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Click on Send… 

 

 
 

The file should now start to send…. Notice the Packet count goes 
up and the indicator bar starts to increase… 
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When the file send is finished then a screen similar to the following 
is shown… 

 

 
 

You should now type quit.. 
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Now the port speed of the router has changed back to the normal 
setting of 9600 so you need to change the set-up of your terminal 
back to 9600… 

 

You should now see the MAC address prompt (press enter maybe 
to bring the mac address prompt). 

 

 
 

Now you need to enter the command “flashfs rewrite boot.bin”… 
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Now…. if you are now intending to load the main firmware bin file 
(as detailed below) you should do the command 

 

Flashfs update 

 

This will update the flash filing system ready for the main bin file. 
Don’t use the update command unless you are prepared to 
immediately load the main firmware file. 

 

You can now reboot your router (power off/on)… 
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Done…! 

7.2.2 Loading a new main bin firmware file 
As when loading a bootcode bin file, you first of all you need to 
connect using a console (serial) programme to the router. Details 
are given in the set-up guide but in simple terms it’s 9600 bps, 8 
data, 1 stop, no parity, no flowcontrol. Please note these 
instructions assume you are using Windows Hyperterminal. If you 
are using another console programme then the same method 
applies though the actual terminal commands and screen may differ 
slightly. 

 

Now switch your router on whilst holding the space-bar down. This 
is the sort of screen you should see. 
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The router should now boot to the ‘]’ prompt. It’s now ready to 
accept the firmware file. 

 

Type “xmodem fast” 

 

 
 

The router has now changed it’s port speed to 38400 bps so you 
now need to change your terminal set-up. To do this on 
Hyperterminal select Call/Disconnect…  
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Then File/Properties 

 

 
 

The click on Configure… 
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Change the port speed to 38400 and then click on OK. 

Then select Call/Call… 

 
 

Now you are ready to start sending the bootcode file. 

 

Select Transfer/Send file… 
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Click on browse so you can select the bootcode bin file (called 
flash.bin in this example). 

 

 
 

Now you are ready to send the file.. 
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Click on Send… 

 

 
 

The file should now start to send…. Notice the Packet count goes 
up and the indicator bar starts to increase… 

 

When the file send is finished then a screen similar to the following 
is shown… 

 

1 Introduction..........................................................9 
1.1 Overview.....................................................................9 
1.2 Features and Compatibility ........................................9 
1.3 What’s in the package?............................................10 
1.4 Front Panel ...............................................................10 
1.5 Rear Panel................................................................11 

2 Connecting to your network and line.................12 

3 Setting up TCP/IP on your computer ................13 
3.1 Installing TCP protocol on your PC..........................13 
3.2 Setting up TCP/IP protocol on your Mac.................17 

4 PPPoA Router configuration (For the UK) ........20 
4.1 Setting up a basic NAT router configuration............21 

5 PPPoE Router configuration for Ireland & 
France ............................................................42 
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5.1 Setting up a basic NAT router configuration............43 
6 How to…............................................................60 

6.1 How to enter Command Line Interface mode .........60 
6.1.1 Telnet...............................................................60 
6.1.2 Using terminal program via serial 

console port ..............................................................60 
6.1.3 Basic CLI syntax .............................................63 

6.2 Altering the LAN IP address of the router................65 
6.3 Set-up port forwarding..............................................66 
6.4 Configuring the ‘Security Interface’ to allow 

Netmeeting ......................................................................71 
6.5 Configuring the ‘Security Interface’ to allow 

ftp 75 
6.6 Firewall Features......................................................76 

6.6.1 Intrusion Detection ..........................................76 
6.6.2 Packet Filtering................................................77 

6.7 Using your 7x5 Router with fixed IP address ..........84 
6.8 Enabling ZIPB, Zero installation PPP bridge...........88 

6.8.1 Overview .........................................................88 
6.8.2 How it works (technical bit) .............................88 
6.8.3 Here’s how to do it ..........................................89 
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6.9 Enabling DHCP Server Mode..................................95 
6.10 Altering the configuration user name and 
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13.2 Subnet masks .......................................................164 

14 Appendix E Binary Numbers...........................167 
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You should now type quit.. 

 

 
 

Now the port speed of the router has changed back to the normal 
setting of 9600 so you need to change the set-up of your terminal 
back to 9600… 

 

You should now see the Login prompt (press enter maybe to bring 
the prompt up). 
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Login using the username and password (normally ‘admin’ and 
‘admin’). 

 
 

Now you need to enter the command “console enable”… 
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You should now see the IP address prompt. 

 

Enter the command “flashfs update” to write the new firmware to 
flash… 
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When it’s done you are now ready to reboot (power off/on)… 
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8 DNS Addresses 
Below shows the current name server (DNS) addresses as used by 
the most popular ISP’s. Please note that this should not be taken as 
a definitive list and it might be that the address for a listed provider 
might have changed. You are therefore advised to check with your 
ISP: 

 

ISP DNS 

Pipex 158.43.240.4 
158.43.240.3 

BT_test (as used by bt_test@startup_domain) 194.72.7.57 
194.73.82.242 

PlusNet 212.159.11.150 
212.159.13.150 

Nildram 195.112.4.4 
195.112.4.7 

Demon 158.152.1.58 
158.152.1.43 

BT Openworld 213.120.62.97-104 

KC 212.50.160.28 
212.50.160.100 

Freedom-2-Surf 194.106.56.6 
194.106.33.42 

Eclipse 212.104.130.9 

212.104.130.65 

Breath-pro 212.159.11.129 
212.159.13.130 

Claranet 195.8.69.7 
195.8.69.12 

Freeserve 195.92.195.94 
195.92.195.95 

Mailbox 195.82.96.40 
195.82.96.6 

Onetel 212.38.173.189 
212.38.173.190 

Onyx 194.176.65.5 
194.176.68.30 

Zen 212.23.8.1 
212.23.8.6 

Virgin 194.168.4.100 
194 168 8 100
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194.168.8.100 

BT Broadband 193.113.212.38 
194.72.6.57 
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9 About Universal Plug’n Play and the SAR7x5 
Router  

9.1 UPNP IN GENERAL  

9.1.1 Overview  
The name Universal Plug and Play brings the well-known name 
Plug and Play to mind. Plug and Play was launched some years 
ago to make the installation and configuration of computer 
peripherals such as printers and web cams a no-brainer. The goal 
was that the device just had to be plugged in and it would be ready 
for play.  

Universal Plug and Play now extends this concept to the networking 
environment. It is the purpose of Universal Plug and Play to 
automate the installation and configuration of a (small) network as 
much as possible. This means that UPnP capable devices can join 
and leave a network without any effort of a network administrator. 
Indeed, for the small networks that typically exist in the residential 
home or SOHO’s there mostly is no knowledgeable administrator.  

Moreover, UPnP capable devices will offer services to the user and 
tell him/her about them, so that it is easy to take advantage of these 
services. Also controlling these devices can be automated; if by 
choice manual control is preferred, this can still be conveniently 
done from a single location.  

Let’s take a look at a few examples:  

If a UPnP printer were to be attached to the network, not only would 
it be installed with the proper drivers (part of the normal Plug and 
Play feature), but also would it make itself known and accessible 
throughout the network without further hassle. So Dad’s new colour 
printer in Dad’s study will simply pop up on young Pete’s own 
computer screen in his room, ready for him to print his homework.  

Other areas of networking than computer communication can 
benefit from UPnP as well: as Mom is getting changed after a hard 
day’s work, she gets intrigued by the cooking program on the 
bedroom (UPnP enabled) TV; with the UPnP TV remote control she 
starts the video recorder which is in the living room to record the 
program that is on her screen. Still using the same remote control, 
she puts an entry in Dad’s calendar on his laptop to hint him about 
the nice looking recipe. Then there is a ring at the door, so she 
quickly switches to the front door web cam to check out who is 
there; she can do this from any UPnP enabled TV in the house.  

9.1.2 Background  
To make all this happen Universal Plug and Play mainly uses 
proven techniques and well known standards: TCP/IP, DHCP, XML, 
… can be run by any operating system and implemented in any 
programming language, thus making the concept universal.  
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UPnP comes in Control Points and Devices. Devices offer services 
and may contain further devices with additional services. Control 
Points make use of these services and control the devices using 
defined actions that change the state of the device and controls the 
service it is offering. The device records its state in a set of state 
variables. In the example above, the web cam is a UPnP device, 
offering a monitoring service to the TV’s which act as control points; 
likewise the printer offers its printing services to control point PC’s 
throughout the network.  

The UPnP mechanism has several stages:  

The first stage of UPnP networking is Addressing. Through 
Addressing, control points and devices get a network address. This 
is done by first trying to obtain an IP address from a DHCP server; if 
none is available, an AutoIP (aka APIPA) address in the 169.254 
subnet is randomly chosen (and tested for uniqueness on the LAN).  

The next stage is Discovery; control points can find devices of 
interest to them. When entering the network, Control Points 
broadcast search packets to look for devices and/or services (either 
in general or of a specific type). Devices featuring the appropriate 
services/subdevices can then respond. Similarly UPnP devices will 
advertise their presence on the network at regular intervals. Control 
points listen for these advertisement packets to detect new devices 
and their capabilities as they become present on the network. UPnP 
devices leaving the network also send notifications that their 
services will no longer be available.  

Next is Description; control points learn more about the device’s 
capabilities by retrieving the Device Description Document (DDD) 
from the location specified in the discovery packets. The DDD 
contains a summary of the device’s embedded devices and a list of 
services. How to make use of these services, is described in so 
called Service Control Protocol Definition (SCPD) documents for 
which a URL is specified in the DDD, so that Control Points can 
then retrieve these documents also. Commands to make use of the 
services and configure the UPnP device should be sent to a specific 
URL; these Control and Eventing URL’s are listed in the DDD also.  

After Description, Control allows control points to send commands 
to devices. As mentioned before this controlURL is specified in the 
DDD during the Description step.  

Control points can track state changes in devices through Eventing. 
To this purpose, they first subscribe to the appropriate service; 
subsequently, any state changes in the service are sent as events 
to the subscribed control points to keep them up to date .  

Finally, control points can optionally display a user interface for 
devices in Presentation. The URL for presentation is specified 
within the DDD. The presentation page exposes an HTML-based 
user interface for controlling and/or viewing device status by a 
human operator. As such presentation is complementary to control 
and eventing.  
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9.2 THE INTERNET GATEWAY DEVICE  

9.2.1 The IGD concept  
UPnP can be used to distribute all kinds of services over a network. 
The UPnP Forum, the standardization body for UPnP, as such has 
defined working committees (WC) who each concentrate on a 
certain type of devices and services: Home Automation and 
Security, Audio/Video, Imaging and Print, Camera, … One working 
committee, the Internet Gateway WC, is of special interest, having 
defined the Internet Gateway Device (IGD) standard.  

The term Internet Gateway covers DSL modems, POTS modems, 
cable modems and Ethernet routers. As the name states it is the 
(UPnP) device in the home providing access to the Internet. UPnP 
control points throughout the house will take advantage of the IGD 
services to transparently make and drop connections to the Internet.  

9.2.2 Network Address Translation (NAT)  
One of the problems of the Internet today is the shortage of IP 
addresses. When the Internet Protocol (IP) was conceived in the 
early 70s, every computer was given an IP address to be able to 
identify it when sending IP traffic. However, over the years the 
number of IP hosts has grown tremendously and the address space 
is almost completely used. A new version of IP (IPv6) will solve this 
problem, but the transfer to IPv6 of each of the billions of computers 
on the Internet will not happen overnight.  

To mitigate the problem in the mean time, the idea of NAT was 
introduced. NAT1 stands for Network Address Translation and is a 
mechanism that will multiplex a multitude of (private) IP addresses 
onto a single (public) IP address. Since the private IP addresses are 
confined to specific, private realms, they can be reused in each of 
these private realms; only the public IP addresses need to be 
unique in the public domain. As such, a number of private IP hosts 
can share a single public IP address on the Internet.  

NAT is not a simple thing to do though, as each IP packet needs to 
be translated: the private IP address/port in the IP header is 
replaced with the public IP address/port (in upstream direction and 
vice versa in downstream direction).  

This would not be a major problem if it weren’t for the fact that some 
applications additionally (need to) embed information about the IP 
address/port in the payload of the IP packet. Now this is a problem 
since the NAT engine (in the IGD) has no way of knowing where 
exactly in the IP payload this IP address/port is mentioned. To solve 
this issue, ALG’s (Application Level Gateways) have to be written 
which will scan the IP packets’ payloads for the IP address/port and 
replace it. Such an ALG program has to be written for each 
application that embeds IP address/port information in its payload. 
Often this means that the application is released to the public for 
quite a while already, before NAT routers start supporting them 
through an appropriate ALG.  

A second issue is that the NAT engine cannot find out where to 
forward inbound packets to if these packets are unsolicited. For 
example if a web server were to be on the private realm, incoming 



Solwise SAR7X5 ADSL Ethernet Router User’s Guide Chapter 9. About Universal Plug’n Play and the SAR7x5 Router  

  131 

packets on port 80 (the HTTP port) should be forwarded to it; this 
needs to be explicitly configured on the NAT engine on the IGD.  

9.2.3 NAT Traversal  
The problems described above would be solved if the applications 
that need to embed IP address information in their payload would 
be able to find out the external IP address and immediately embed 
this address in the packet’s payload.  

This is exactly one of the services that is provided by a UPnP 
Internet Gateway Device. IGD’s typically contain a NAT engine to 
provide IP address multiplexing: thus multiple PC’s can benefit from 
a single ISP account and all access the Internet using the same 
public IP address. If the IGD is UPnP enabled, a UPnP Control 
Point can retrieve the external IP address in use from the IGD. 
Applications residing on the Control Point can then embed this IP 
address in their payload if needed. This will render the complex ALG 
mechanism superfluous.  

For example MSN Messenger (the application) can use the UPnP 
API in Windows XP (the Control Point) to retrieve the public IP 
address from the 7x5 (the IGD) and embed it in the SIP messages 
to set up a video session.  

The second benefit of UPnP NAT Traversal is about configuring 
services on your LAN. For example, if you would want to deploy a 
small web or FTP server on your LAN, the appropriate ports (either 
80 or 21 resp.) need to be configured on the NAT router: only by 
making an explicit mapping to the internal host that is running the 
web or FTP server, the NAT box can know where to forward the 
packets coming from the Internet to.  

UPnP makes entering this mapping on the UPnP NAT box easy. 
You can see how to do this in the next section.  

9.3 UPNP SUPPORT IN OPERATING SYSTEMS  

9.3.1 Microsoft Windows  
Both Windows ME and Windows XP support UPnP natively. UPnP 
support in Windows ME is restricted to IGD discovery and 
presentation. Windows XP UPnP support is more elaborate and 
includes NAT Traversal functionality. By default previous versions of 
Windows don’t have native UPnP support. However, using the 
“Network Setup Disk” from Windows XP, similar UPnP control point 
support as in Windows XP can be enabled on Windows 
98/98SE/ME. 

9.3.2 Macintosh OS  
So far, Macintosh has not announced support for Universal Plug 
and Play.  

9.3.3 Linux  
Currently there are no distributions of Linux that come with UPnP. 
However, a free SDK for UPnP under Linux is available from Intel. 
Some other companies also offer a commercial Linux UPnP 
package.  
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9.4 UPNP SUPPORT In The 7x5 Routers  

The SAR 7x5 routers support the UPnP Internet Gateway Device 
standard. Below gives details about how to enable UPnP operation 
with Windows.  

9.4.1 Windows ME  
Windows ME only supports discovery and presentation. This means 
that if a UPnP device is attached, a pop-up window will announce 
its presence on the network.  

More specifically for an IGD, an icon will appear in “My Network 
Places”.  

Double-clicking it will show the presentation page. In the case of the 
7x5 this is the normal web interface, which can also be accessed by 
typing the 7x5’s IP address (by default this is 192.168.7.1) in a web 
browser window.  

Right-clicking and choosing “Properties” will show general info like 
the name, manufacturer, etc.. 

 

To install UPnP support for Windows ME goto Add//Remove 
Programs in Control panel. 

Select Details for Communications. 
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Scroll down the list of Components and check Universal Plug and 
Play. Then click on OK to install this feature.  

 

After the software is installed you can then goto ‘My Network 
Places’ and you should have the ‘Virata IGD’ shown. 

 

If you ‘right-click/properties’ on the IGD icon then a screen similar to 
that shown below is displayed. 
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If you double click on the IGD icon then the web configuration page 
for the router is displayed. 
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9.4.2 Windows XP  

9.4.2.1 Enabling UPnP support in XP 

 

In order to use UPnP with Windows XP you first of all need to 
ensure that the IP port used by the 7x5 is higher than 1024. The 
default port used for UPnP on the 7x5 is 280 BUT XP will only work 
on ports greater than 1024. 

 

To set the UPnP port on your router go into CLI mode using either 
telnet or console (see your SAR7x5 setup guide for details). Then, 
at the ‘ ’ prompt enter the command, 

‘Webserver set upnpport 2000’ 

This sets the UPnP port to 2000. 

Then you need to save the configuration and reset the router…. 
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To install UPnP support for Windows XP goto Add//Remove 
Programs in Control panel. 

 

 
Select ‘Add/Remove Windows Components’… 
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Select ‘Networking Services’… 

 
Make sure that ‘Internet Gateway Device Discovery…’ and 
‘Universal Plug and Play’ are both ticked. Then click on OK to install 
these services. 

After the software is installed you can then goto ‘My Network 
Places’ and you should have the ‘Virata IGD’ shown. 
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Now, if you go into ‘Network Connections’ the ‘Internet Gateway’ is 
shown… 
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Clicking on Settings allows you to view predefined services. 
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Click on Add to install your own service… 

 
9.4.2.2 Discovery  

Windows XP support is much more elaborate. As with Windows 
ME, discovery of a UPnP device will trigger a pop-up window 
announcing that a new UPnP device has been found. For an IGD, 
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an icon in “My Network Places” will allow access to the presentation 
page right-clicking will show a properties summary.  

 
If you ‘right-click/properties’ on the IGD icon then a screen similar to 
that shown below is displayed. 
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If you double click on the IGD icon then the web configuration page 
for the router is displayed. 
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9.4.2.3 Control and Eventing: Connecting and Disconnecting  

Additionally, an “Internet Gateway” icon will appear in the “Network 
Connections” window. When disconnected, double-clicking this icon 
will set up a connection to the Internet starting from the Internet 
Gateway. Disconnecting can be done by choosing “Disconnect” 
from the menu (right mouse button)…  
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or double click on the gateway icon…. 

 
From this screen you can Disconnect the gateway. 

9.4.2.4 Control and Eventing: Status  

When connected, double-clicking the Internet Gateway icon will 
show the status: whether it is connected and, if so, the total number 
of bytes sent/received.  
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9.4.2.5 Control and Eventing: NAT Traversal  

By now pressing the Properties button, or alternatively by choosing 
Properties from the icon’s right mouse button menu, another very 
interesting feature of the 7x5 IGD can be accessed: NAT Traversal.  

 
Since Windows only supports UPnP IGD’s that do NAT routing, this 
feature is quite important. When pressing the Settings button, the 
list of NAT port mappings is displayed in a user friendly way. The 
screenshot below shows that a port mapping for an FTP server is 
configured already, i.e. externally incoming packets with destination 
port 21 will be forwarded to the host specified in this mapping.  
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 If you now click ”Add” you can configure a mapping for a web 
server: all packets coming in on port 80 will be forwarded to the host 
with IP address 10.0.0.15 on port 8080.  

 
Additionally UPnP enabled applications like MSN Messenger may 
automatically reserve incoming ports. In the screenshot below you 
can see how Messenger has made port mappings for two external 
ports to enable external hosts to set up voice and video sessions to 
internal host with IP address 10.0.0.10.  



Chapter 9. About Universal Plug’n Play and the SAR7x5 Router Solwise SAR7X5 ADSL Ethernet Router User’s Guide 

148 

 
This is truly NAT Traversal: no user intervention is needed to make 
applications work transparently with a NAT router.  
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10 Appendix A Product Specifications 
PC interface  4 port 10/100Base-T Ethernet switching hub + uplink port through RJ-45 connector  

ADSL interface ADSL line through RJ-11 connector 

Console Port RS-232 (9600,8,n,1,none) 

Standard Compliance ANSI T1.413 issue2 

 ITU-T G.992.1(Full rate DMT) 

 ITU-T G.992.2(Lite DMT) 

 ITU-T G.994.1(Multimode) 

RFC 1483 BPDU(Bridge Ethernet over ATM PVC, LLC/SNAP) 

RFC 1483 RPDU(Routed IP over ATM PVC, LLC/SNAP) 

RFC 1577(Classic IP over ATM, MTU=1500) 

RFC 2364(PPP over ATM) 

ATM Forum INU 3.0, 3.1 and 4.0 signalling*** 

ATM Forum ILMI 4.0*** 

ATM Forum LANE 1.0 client, MTU=1516, over SVC only*** 

ATM supports AAL5, AAL3/4 and AAL0 

ATM Traffic shaping supports CBR and UBR 

OAM F4 and F5 segment end-to-end loopback are supported(F4 on all VPIs, F5 on VIP 0 only)*** 

Transparent Bridging features conformance to IEEE 802.1d and supports spanning tree protocol and bridge 
filters 

TCP/IP with RIP version 1(RFC 1058) and version 2(RFC 1723) compatible 

ARP(RFC 1293, supports only one single subnet) 

BOOTP(RFC 2131, RFC 2132) 

SNMP version 1(RFC 1155, RFC 1157, RFC 1213) 

DHCP(RFC 2131, RFC 2132) server and client 

TELNET server(RFC 854, 855, 857, 858) 

NAT server 

TFTP revision 2(RFC 1350) 

PPP (Point-to-Point Protocol) support 

PAP/CHAP user Authentication with PPP 

PPTP tunnelling*** 

Data rates  Up to 8 Mbps downstream and 640 Kbps upstream. 

 Rate adaptive in 32 Kbps steps 

Connect Distance Up to 18,000 feet 

Supported OS Windows 95, 98, 2000, Me, NT4.0, XP, Mac, Unix & Linux 
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Power Consumption 6W max through 9V DC 1000mA power adapter 

Product certification FCC part 15, FCC part 68, and CE marking 

Physical Dimension Approximately 200mm(W) x 185mm(D) x 35mm(H) 

Operating Environment Temperature 0 to 45C ambient,  Humidity 5% to 95%(non-condensing) 

*** Some models do not support these features 

10.1 Software features  

Standard Compliance 
ADSL 
* ANSI T1.413 issue 2 
* ITU-T G.992.1(G.DMT) Annex A 
* ITU-T G.992.2(G.Lite) 
* ITU-T G.994.1(G.hs) 
ATM 
* ATM Forum UNI 3.0, 3.1 and 4.0 signalling 
* ATM Forum ILMI 4.0 
* ATM Forum LANE 1.0 client,MTU=1516,over SVC only 
* ATM supports AAL5, AAL3/4, AAL2 and AAL0 
* ATM Traffic shaping supports CBR and UBR, VBR-rt and VBT-nrt 
* OAM F4 and F5 segment end-to-end loopback (F4 on all VPIs, F5 on VPI 0 only) 
Encapsulation Protocols 
* RFC 1483/2684 (Multiple Protocol over ATM PVC, Bridged & Routed PDU for LLC/SNAP & VC Mux 
encapsulation) 
* RFC 1577(Classic IP over ATM, MTU=1500) 
* RFC 2364(PPP over ATM, LLC/SNAP & VC Mux encapsulation) 
* RFC 2516(PPP over Ethernet) 
Bridging 
* Bridge features conformance to IEEE 802.1d and supports spanning tree algorithm and protocol. 
Routing 
* RIP version 1(RFC 1058) and version 2(RFC 1723) 
* ARP(RFC 1293, supports only one single subnet) 
* IP multicasting (IGMP Proxy) (RFC1112, RFC 1812) 
* Multi-homing (RFC 0791) 
* IP aliasing and unnumbered interfaces 
Management and monitoring 
* DSL Forum TR-037 CPE auto-configuration 
* OpenDSL CPE auto-configuration 
* UPNP (Universal Plug and play) 
* SNTP client 
* DHCP(RFC 2131, RFC 2132) server, relay and client.(DHCP server and client can't be enabled 
simultaneously) 
* BOOTP(RFC 2131, RFC 2132) 
* SNMP version 1, 2 and 3(RFC 1155, RFC 1157, RFC 1213) 
* Telnet server(RFC 854, 855, 857, 858) 
* TFTP revision 2(RFC 1350) 
* DNS Relay and Client 
* New Command Line Interface through serial console port allow dynamic configuration 
* New Web Server with richer features 
* MS Window-based GUI configuration utility 
* Password protection from access configuration manager. 
NAT 
* NAT(NAPT, IP Masquerading) 
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* Port forwarding 
* Supported more ALGs 
- FTP 
- Quake Arena Game 
- Quake II Game 
- Realaudio/Realvideo 
- AOL Instant Messenger 
- CU SeeMe 
- GNUtella 
- Netmeeting(H.323) 
- HTTP 
- HTTPS 
- ICQ 
- IPsec passthrough 
- Napster 
- Net2Phone 
- Ping 
- Quicktime 4 
- Telnet 
- Traceroute 
- Windows Media Player 
- Shoutcast 
- L2TP VPN pass through 
- PPTP VPN pass through 
- Delta Force Game 
- Half Life Game 
- Network News Transfer Protocol 
- TFTP 
VPN 
* PPTP VPN tunnelling 
PPP 
* PAP(RFC 1334) and CHAP authentication protocol 
Firewall 
* Intrusion Detection 
* Supports portfilters, triggers and reserved mapping policies 
* DoS attack mitigation 
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11 Appendix B Troubleshooting 
This chapter is intended to help you troubleshoot problems you may 
encounter while setting up and using the Modem. It also describes 
some common hardware and software problems and gives some 
suggestions to troubleshoot them. 

11.1 Basic Connectivity 

First of all check the status LED’s on the front of the router to ensure 
basic connectivity is okay: 

Problem Troubleshooting Suggestion 

LEDs 
Power LED does not 
illuminate after product is 
turned on. 

Verify that you are using the power cable provided 
with the device and that it is securely connected to 
the SAR7x5 and a wall socket/power strip. 

DSL-LINK does not 
illuminate after phone 
cable is attached. 

Verify that a standard telephone cable like the one 
provided is securely connected to the ADSL port and 
your wall phone jack. Wait 30 seconds to allow the 
device to negotiate a connection with your ISP. 

DSL-LINK keeps on 
flashing after phone 
cable is attached and 
ADSL is enabled. 

If the DSL LED keeps on flashing after you have 
connected the phone cable then this indicates that 
the router is unable to find a steady DSL signal on 
the line. Verify that a standard telephone cable like 
the one provided is securely connected to the ADSL 
port and your wall phone jack. Wait 30 seconds to 
allow the device to negotiate a connection with your 
ISP. If you are sure that ADSL is enabled on the line 
then try connecting the router at the main master 
phone socket. Also try disconnecting all other phone 
devices and see if that helps. If the LED still flashs 
then see if you can test the router on another ADSL 
line. Contact your ISP to see if they can help. 

PC or L1,2,3,4 does not 
illuminate after Ethernet 
cable is attached. 

Verify that the Ethernet cable is securely connected 
to your LAN hub or PC and to the SAR7x5. Make 
sure the PC and/or hub is turned on. 
Verify that you are using a straight-through type 
Ethernet cable to the uplink port on a hub to a stand-
alone PC. If you connected the device to an ordinary 
hub port (not Uplink), you must use a cross-over 
cable. Contact Customer Support if your cable is not 
the correct type. 
Verify that your cable is sufficient for your network 
requirements. A 100 Mbit/sec network (10BaseTx) 
should use cables labeled Cat 5. 10Mbit/sec cables 
may tolerate lower quality cables. 

11.2 Logging in with the ISP 

Now goto the Status page for the web configuration manager for the 
router: 
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Click on the ppp-0 link under Wan Status…. 

 
Check the IP Interface settings. Where it says ‘IP Address’ there 
should be a valid IP address shown. A valid IP address indicates 
that there is a valid login with your ISP. If you haven’t got an IP 
address shown then the reason is the router is failing to login into 
your ISP. This might be for the simple reason that you have not 
correctly typed in your login name/password. So, first of all you 
need to check that your user name/password are correct. 

To do this you need to rerun the Configuration Wizard, deleting your 
existing ppp-0 and then reentering the details again (there is no 
way, through the web configuration, of simply checking or editing! I 
know, it’s annoying!). 

Reenter your details and then click on Submit. Then go back to the 
Status page to see if it now shows a valid WAN IP address. 



Chapter 11. Appendix B Troubleshooting Solwise SAR7X5 ADSL Ethernet Router User’s Guide 

154 

If not then the next thing to try is the BT test account (sorry, you 
cannot do this in the Hull/KC area because KC don’t have a test 
account). 

To do this rerun the Configuration Wizard, delete your existing ppp-
0 and then reentering the details but this time use the Login Name: 
bt_test@startup_domain. The Password doesn’t matter ; you can 
enter anything for that (you MUST enter something). Submit the 
changes and again check the WAN status. Do you now have a valid 
IP Address? If so then the problem is with your account: Contact 
your ISP and tell them you’ve tried the BT test account and got a 
successful login but you can’t get your ISP account to work. 

If you still get no login even with the bt_test account then there 
might be something wrong with your line. 

11.3 PC cannot access the Internet 

So, your status screen shows you are logged into the ISP but you 
still haven’t got internet access. 

11.3.1 Pinging the WAN side of the router 
First of all let’s do some basic ‘ping’ tests. Ping is a basic IP 
programme that allows you to test connectivity to IP’s. The next 
section explains how to use the ping command. First of all, goto the 
‘ppp-0’ status from the front page of the router Status and note 
down the WAN IP address.  

Now try and ‘ping’ that WAN address. You should get a reply. If you 
don’t then first of all ensure that you have remembered to enable 
NAT (we are assuming here that you are using NAT routing of 
course). Goto the Advanced Configuration/Security and ensure that 
in the Security Interfaces, next to the ppp-0 line under NAT it should 
say ‘Disable NAT to internal interfaces’: 
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This means that NAT IS enabled. If it says ‘Enable NAT to internal 
interfaces’ then this means that NAT is NOT enabled; in which case 
click on the Enable button to turn this on. 

If you still have no success pinging the Wan side of the router then 
try turning NAT off (click on the Disable NAT button on the security 
screen). Then save the changes and reboot. Then Enable NAT and 
again save and reboot. Does this help? 

Hopefully you should now be able to ping the WAN side of the 
router. 

11.3.2 Pinging the internet 
The next stage is to try and ping a site on the internet. The easiest 
way to test this is to do a test ping to the DNS address of your ISP. 
If you remember, back in Chapter 3, one of the things you needed 
to know was the DNS address of your ISP. As mentioned, this is 
information you need to get from your ISP OR, if you can’t get this 
information from your ISP then you could check the table of popular 
DNS values given above (see Contents for the correct chapter). Or, 
failing that, you can use the DNS address from our ISP which is 
212.50.160.100 but this is not guaranteed. 

Anyway, assuming that you have a valid DNS address try pinging it. 
Do you get a reply? If not then I would check the DNS address you 
are using ☺ 

11.4 Connecting to a web site 

So, you have an ADSL connection, you are logging in with the ISP 
okay and you can ping your ISP’s DNS but you still can’t get to a 
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web site in your browser. Check the IP settings for your computer. 
Ensure that your computer has a default gateway entry which is the 
address of the router. Also ensure that your computer IP settings 
show the correct DNS value. If still no joy check the DNS address 
with the ISP; perhaps even try a different DNS value. 

You might also have a problem with the MTU setting on your 
computer. Check this setting as detailed below. 

11.5 Diagnosing Problem using IP Utilities 

11.5.1 ping 
Ping is a command you can use to check whether your PC can 
recognize other computers on your network and the Internet. A ping 
command sends a message to the computer you specify. If the 
computer receives the message, it sends messages in reply. To 
use it, you must know the IP address of the computer with which 
you are trying to communicate.  

On Windows-based computers, you can execute a ping command 
from the Start menu. Click the Start button, and then click Run. In 
the Open text box, type a statement such as the following: 

ping 192.168.7.1 

Click . You can substitute any private IP address on 
your LAN or a public IP address for an Internet site, if known.  

If the target computer receives the message, a Command Prompt 
window displays like that shown in Error! Reference source not 
found.. 

 
Figure 1. Using the ping Utility 
 

If the target computer cannot be located, you will receive the 
message “Request timed out.” 

Using the ping command, you can test whether the path to the 
SAR110 is working (using the preconfigured default LAN IP address 
192.168.7.1) or another address you assigned. 

You can also test whether access to the Internet is working by 
typing an external address, such as that for www.yahoo.com 
(216.115.108.243). If you do not know the IP address of a particular 
Internet location, you can use the nslookup command, as explained 
in the following section. 
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From most other IP-enabled operating systems, you can execute 
the same command at a command prompt or through a system 
administration utility. 

11.5.2 nslookup 
You can use the nslookup command to determine the IP address 
associated with an internet site name. You specify the common 
name, and the nslookup command looks up the name in on your 
DNS server (usually located with your ISP). If that name is not an 
entry in your ISP’s DNS table, the request is then referred to 
another higher-level server, and so on, until the entry is found. The 
server then returns the associated IP address. 

On Windows-based computers, you can execute the nslookup 
command from the Start menu. Click the Start button, and then click 
Run. In the Open text box, type the following: 

nslookup 

Click . A Command Prompt window displays with a 
bracket prompt (>). At the prompt, type the name of the internet 
address your are interested in, such as www.microsoft.com. 

The window will display the associate IP address, if known, as 
shown in Error! Reference source not found.. 

 
Figure 2. Using the nslookup Utility 
 

There may be several addresses associated with an Internet name. 
This is common for web sites that receive heavy traffic; they use 
multiple, redundant servers to carry the same information. 

To exit from the nslookup utility, type exit and press <Enter> at the 
command prompt. 

11.6 MTU value. What is it and why does having the correct value matter? 

11.6.1 What are the symptoms of having a wrong MTU value? 
Typical symptoms of having an incorrect MTU value are: 

• Very slow web access 

• Inability to connect to some web sites 

• Can’t send large emails or emails with attachments 

• PC crashes trying to send large emails or emails with 
attachments or to multiple recipients 
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11.6.2 So what is it? 
A maximum transmission unit (MTU) is the largest size packet or 
frame, specified in octets (eight-bit bytes), that can be sent in a 
packet- or frame-based network such as the Internet. The Internet's 
Transmission Control Protocol uses the MTU to determine the 
maximum size of each packet in any transmission. Too large an 
MTU size may mean retransmissions if the packet encounters a 
router that can't handle that large a packet. Too small an MTU size 
means relatively more header overhead and more 
acknowledgements that have to be sent and handled. Most 
computer operating systems provide a default MTU value that is 
suitable for most users. 

11.6.3 Why is it important? 
The main reason one would be concerned with changing a default 
MTU value is the problem of IP fragmentation. IP fragmentation 
occurs when you pass through a router with an MTU less than the 
MTU you are using. If your TCP/IP stack is set to a MTU of 1500 
and you hit a router with a MTU set to 576. The router will fragment 
your packets down to 576. When you finally reach your destination, 
those datagrams will have to be re-assembled and this will slow 
down your throughput, e.g., download time.   

You can check on fragmentation and other errors by using the 
netstat -s (use netstat -s | more to stop the scroll and netstat -x to 
see the options available to you) command and checking the IP 
statistics.   For example, note the Datagram is the MTU.   

IP Statistics 
 
Packets Received                   = 152113 
Received Header Errors             = 0 
Received Address Errors            = 0 
Datagrams Forwarded                = 0 
Unknown Protocols Received         = 0 
Received Packets Discarded         = 0 
Received Packets Delivered         = 152113 
Output Requests                    = 122510 
Routing Discards                   = 0 
Discarded Output Packets           = 0 
Output Packet No Route             = 0 
Reassembly Required                = 0 
Reassembly Successful              = 0 
Reassembly Failures                = 0 
Datagrams Successfully Fragmented  = 0 
Datagrams Failing Fragmentation    = 0 
Fragments Created                  = 0 
Another problem to check out is whether or not you are having 
excessive retransmissions.  The lower your retransmit rate 
(Segments Sent/Segments Retransmitted) the better.  If you have a 
retransmit rate in Windows, check Microsoft there are some 
patches can fix this type of problem. In this example (using netstat -
s), the rate is about 1.5%.  Note the Segment is the MSS. 

TCP Statistics 
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Active Opens                = 476 
Passive Opens               = 22 
Failed Connection Attempts  = 27 
Reset Connections           = 219 
Current Connections         = 10 
Segments Received           = 149817 
Segments Sent               = 117832 
Segments Retransmitted      = 1820 

11.6.4 So how do I set the MTU value on my Windows PC? 
In order to alter the MTA value on a Windows systems involves 
modifying the registry. Personally I use an MTU value of 1200 
decimal (hex 4B0). You might get away with a higher value but I find 
that 1200 always works.  

The easiest way to modify the MTU value in your Windows registry 
is to use the DrTCP utility. A copy of this utility is included on the 
manuals/drivers CD supplied with your router. Alternatively it can be 
downloaded at  

http://www.dslreports.com/front/drtcp.html 

Run DrTCP and a screen similar to this…. Is shown: 

 
 

To alter the MTU value make sure you have selected the correct 
LAN adapter under Adapter Settings. Then enter the MTU value 
you want to use (as in the example above). 
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12 Appendix C Government compliance notices  

European CTR 21 compliance 
The equipment has been approved in accordance with Council 
Decision 98/482/EC for pan-European single terminal connection to 
the public switched telephone network (PSTN). However, due to 
differences between the individual PSTNs provided in different 
countries, the approval does not, of itself, give an unconditional 
assurance of successful operation on every PSTN network 
termination point. In the event of problem, you should contact your 
equipment supplier in the first instance. 

 

Note: The manufacturer should ensure that the vendor and user of 
the equipment is clearly informed of the above information by 
means of package and/or user manuals of the forms of user 
instructions. 
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13 Appendix D IP Addresses, Network Masks, and 
Subnets 

13.1 IP Addresses 

 
Note 

This section pertains only to IP addresses for IPv4 (version 4 of 
the Internet Protocol). IPv6 addresses are not covered. 

This section assumes basic knowledge of binary numbers, bits, 
and bytes. For details on this subject, see Appendix 13. 

IP addresses, the Internet's version of telephone numbers, are used 
to identify individual nodes (computers or devices) on the Internet. 
Every IP address contains four numbers, each from 0 to 255 and 
separated by dots (periods), e.g. 20.56.0.211. These numbers are 
called, from left to right, field1, field2, field3, and field4. 

This style of writing IP addresses as decimal numbers separated by 
dots is called dotted decimal notation. The IP address 20.56.0.211 
is read "twenty dot fifty-six dot zero dot two-eleven." 

13.1.1 Structure of an IP address 
IP addresses have a hierarchical design similar to that of telephone 
numbers. For example, a 7-digit telephone number starts with a 3-
digit prefix that identifies a group of thousands of telephone lines, 
and ends with four digits that identify one specific line in that group.  

Similarly, IP addresses contain two kinds of information. 

 Network ID 
Identifies a particular network within the Internet or intranet 
 Host ID 

Identifies a particular computer or device on the network 

The first part of every IP address contains the network ID, and the 
rest of the address contains the host ID. The length of the network 
ID depends on the network's class (see following section). Table 1 
shows the structure of an IP address. 

Table 1. IP Address structure 

 Field1 Field2 Field3 Field4 
Class A Network ID Host ID 

Class B Network ID Host ID 

Class C Network ID Host ID 

Here are some examples of valid IP addresses: 
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Class A: 10.30.6.125 (network = 10, host = 30.6.125) 
Class B: 129.88.16.49 (network = 129.88, host = 16.49) 
Class C: 192.60.201.11 (network = 192.60.201, host = 11) 

13.1.2 Network classes 
The three commonly used network classes are A, B, and C. (There 
is also a class D but it has a special use beyond the scope of this 
discussion.) These classes have different uses and characteristics.  

Class A networks are the Internet's largest networks, each with 
room for over 16 million hosts. Up to 126 of these huge networks 
can exist, for a total of over 2 billion hosts. Because of their huge 
size, these networks are used for WANs and by organizations at the 
infrastructure level of the Internet, such as your ISP. 

Class B networks are smaller but still quite large, each able to hold 
over 65,000 hosts. There can be up to 16,384 class B networks in 
existence. A class B network might be appropriate for a large 
organization such as a business or government agency. 

Class C networks are the smallest, only able to hold 254 hosts at 
most, but the total possible number of class C networks exceeds 2 
million (2,097,152 to be exact). LANs connected to the Internet are 
usually class C networks. 

Some important notes regarding IP addresses: 

 The class can be determined easily from field1: 
 field1 = 1-126: Class A 
 field1 = 128-191: Class B 
 field1 = 192-223: Class C 
(field1 values not shown are reserved for special uses) 
 A host ID can have any value except all fields set to 0 or all 

fields set to 255, as those values are reserved for special 
uses. 

13.2 Subnet masks 

 
Definition 

mask 

A mask looks like a regular IP address, but contains a pattern of 
bits that tells what parts of an IP address are the network ID and 
what parts are the host ID: bits set to 1 mean "this bit is part of the 
network ID" and bits set to 0 mean "this bit is part of the host ID." 

Subnet masks are used to define subnets (what you get after 
dividing a network into smaller pieces). A subnet's network ID is 
created by "borrowing" one or more bits from the host ID portion of 
the address. The subnet mask identifies these host ID bits. 

For example, consider a class C network 192.168.1. To split this 
into two subnets, you would use the subnet mask: 

255.255.255.128 

It's easier to see what's happening if we write this in binary:  

11111111. 11111111. 11111111.10000000 
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As with any class C address, all of the bits in field1 through field 3 
are part of the network ID, but note how the mask specifies that the 
first bit in field 4 is also included. Since this extra bit has only two 
values (0 and 1), this means there are two subnets. Each subnet 
uses the remaining 7 bits in field4 for its host IDs, which range from 
0 to 127 (instead of the usual 0 to 255 for a class C address). 

Similarly, to split a class C network into four subnets, the mask is: 

255.255.255.192    or    11111111. 11111111. 11111111.11000000 

The two extra bits in field4 can have four values (00, 01, 10, 11), so 
there are four subnets. Each subnet uses the remaining six bits in 
field4 for its host IDs, ranging from 0 to 63. 

 

 
Note 

Sometimes a subnet mask does not specify any additional 
network ID bits, and thus no subnets. Such a mask is called a 
default subnet mask. These masks are: 

Class A: 255.0.0.0 
Class B: 255.255.0.0 
Class C: 255.255.255.0 

These are called default because they are used when a network is 
initially configured, at which time it has no subnets. 
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14 Appendix E Binary Numbers 

14.1 Binary Numbers 

In everyday life, we use the decimal system of numbers. In decimal, 
numbers are written using the ten digits 0, 1, 2, 3, 4, 5, 6, 7, 8, and 
9. Computers, however, do not use decimal. Instead, they use 
binary.  

 
Definition 

binary numbers 

Binary numbers are numbers written using only the two digits 0 
and 1, e.g., 110100. 

 

 
Hint 

 

Does "base ten" sound familiar? (Think grade school.) Base ten is 
just another name for decimal. Similarly, base two is binary. 

Just as each digit in a decimal number represents a multiple of 10 
(1, 10, 100, 1000, 10,000, etc.), each digit in a binary number 
represents a multiple of 2 (1, 2, 4, 8, 16, etc.). For example: 

 Decimal Binary 
1,000's 100's 10's 1's  8's 4's 2's 1's 
 - - 1 3 = 1 1 0 1 

Also, since binary uses only two digits to represent all numbers, a 
binary number has more digits than the same number in decimal. In 
the example above, you can see that the decimal number 13 is the 
same as the binary number 1101 (8 + 4 + 1 = 13). 

14.1.1 Bits and bytes 
Computers handle binary numbers by grouping them into units of 
distinct sizes. The smallest unit is called a bit, and the most 
commonly used unit is called a byte. 

 
Definition 
bit and byte 

A bit is a single binary digit, i.e., 0 or 1. 

A byte is a group of eight consecutive bits (the number of bits can 
vary with computers, but is almost always eight), e.g., 11011001. 
The value of a byte ranges from 0 (00000000) to 255 (11111111). 

The following shows the values of the eight digits in a byte along 
with a sample value: 

 128's 64's 32's 16's 8's 4's 2's 1's 
 1 0 1 0 1 1 0 1 
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The decimal value of this byte is 173 (128 + 32 + 8 + 4 + 1 = 173). 
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15 Appendix F Useful Links 
The following links are kindly provided by users who have written 
faq’s and helper programs to assist other 7x5 router users. The 
links are provided in good faith and many users have found this 
additional information to be very useful. All copyright by the authors 
is dully noted. If any users have any additional links which they think 
might be useful please let us know and we can add them to this list. 

Cooltoys.url  

Has utilities for those users with 
ADSL routers, that would like 
easy access to various 
information about then current 
internet connection.  

www.ukbonkers.karoo.net.url  

This program to allow you to 
modify port forwarding and 
firewall rules. 

715faq.html.url  

A collection of information largely 
collected from the Solwise forum. 
Kindly collated by a user. 

Solwise Forum - Router Configuration Scripts.url  

A link to our forum giving details 
on basic NAT setup scripts for the 
7x5 router. 

Static IP setup on 7x5.url  

Details on how to setup the 7x5 
for a static IP ISP account. 

www.weird-solutions.com.url  

Source of the Weird Solutions 
bootp and tftp programmes. 
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16 Appendix G Glossary 
10BASE-T A designation for the type of wiring used by Ethernet networks 

with a data rate of 10 Mbps. Also known as Category 3 (CAT 3) 
wiring. See also data rate, Ethernet. 

100BASE-T A designation for the type of wiring used by Ethernet networks 
with a data rate of 100 Mbps. Also known as Category 5 (CAT 5) 
wiring. See also data rate, Ethernet. 

ADSL Asymmetric Digital Subscriber Line 
The most commonly deployed "flavor" of DSL for home users. 
The term asymmetrical refers to its unequal data rates for 
downloading and uploading (the download rate is higher than the 
upload rate). The asymmetrical rates benefit home users 
because they typically download much more data from the 
Internet than they upload. 

analog Of data, having a form is analogous to the data's original 
waveform. The voice component in DSL is an analog signal. See 
also digital. 

ATM Asynchronous Transfer Mode 
A standard for high-speed transmission of data, text, voice, and 
video, widely used within the Internet. ATM data rates range 
from 45 Mbps to 2.5 Gbps. See also data rate. 

authenticate To verify a user’s identity, such as by prompting for a password. 

binary The "base two" system of numbers, that uses only two digits, 0 
and 1, to represent all numbers. In binary, the number 1 is 
written as 1, 2 as 10, 3 as 11, 4 as 100, etc. Although expressed 
as decimal numbers for convenience, IP addresses in actual use 
are binary numbers; e.g., the IP address 209.191.4.240 is 
11010001.10111111.00000100.11110000 in binary. See also bit, 
IP address, network mask. 

bit Short for "binary digit," a bit is a number that can have two 
values, 0 or 1. See also binary. 

bps bits per second 

bridging Passing data from your network to your ISP and vice versa using 
the hardware addresses of the devices at each location. Bridging 
contrasts with routing, which can add more intelligence to data 
transfers by using network addresses instead. The SAR7X5 can 
perform both routing and bridging. Typically, when both functions 
are enabled, the device routes IP data and bridges all other 
types of data. See also routing. 

broadband A telecommunications technology that can send different types 
of data over the same medium. DSL is a broadband technology. 

broadcast To send data to all computers on a network. 

DHCP Dynamic Host Configuration Protocol 
DHCP automates address assignment and management. When 
a computer connects to the LAN, DHCP assigns it an IP address 
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from a shared pool of IP addresses; after a specified time limit, 
DHCP returns the address to the pool. 

DHCP relay Dynamic Host Configuration Protocol relay 
A DHCP relay is a computer that forwards DHCP data between 
computers that request IP addresses and the DHCP server that 
assigns the addresses. Each of the SAR7X5's interfaces can be 
configured as a DHCP relay. See DHCP. 

DHCP server Dynamic Host Configuration Protocol server 
A DHCP server is a computer that is responsible for assigning IP 
addresses to the computers on a LAN. See DHCP. 

digital Of data, having a form based on discrete values expressed as 
binary numbers (0's and 1's). The data component in DSL is a 
digital signal. See also analog. 

DNS Domain Name System  
The DNS maps domain names into IP addresses. DNS 
information is distributed hierarchically throughout the Internet 
among computers called DNS servers. When you start to access 
a web site, a DNS server looks up the requested domain name 
to find its corresponding IP address. If the DNS server cannot 
find the IP address, it communicates with higher-level DNS 
servers to determine the IP address. See also domain name. 

domain name A domain name is a user-friendly name used in place of its 
associated IP address. For example, www.globespan.net is the 
domain name associated with IP address 209.191.4.240. 
Domain names must be unique; their assignment is controlled by 
the Internet Corporation for Assigned Names and Numbers 
(ICANN). Domain names are a key element of URLs, which 
identify a specific file at a web site, e.g., 
http://www.globespan.net/index.html. See also DNS. 

download To transfer data in the downstream direction, i.e., from the 
Internet to the user. 

DSL Digital Subscriber Line 
A technology that allows both digital data and analog voice 
signals to travel over existing copper telephone lines.  

Ethernet The most commonly installed computer network technology, 
usually using twisted pair wiring. Ethernet data rates are 10 
Mbps and 100 Mbps. See also 10BASE-T, 100BASE-T, twisted 
pair. 

filtering To screen out selected types of data, based on filtering rules. 
Filtering can be applied in one direction (upstream or 
downstream), or in both directions. 

filtering rule A rule that specifies what kinds of data the a routing device will 
accept and/or reject. Filtering rules are defined to operate on an 
interface (or multiple interfaces) and in a particular direction 
(upstream, downstream, or both). 

firewall Any method of protecting a computer or LAN connected to the 
Internet from intrusion or attack from the outside. Some firewall 
protection can be provided by packet filtering and Network 
Address Translation services. 
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FTP File Transfer Protocol 
A program used to transfer files between computers connected 
to the Internet. Common uses include uploading new or updated 
files to a web server, and downloading files from a web server. 

GGP Gateway to Gateway Protocol. An Internet protocol that specifies 
how gateway routers communicate with each other. 

Gbps Abbreviation for Gigabits (“GIG-uh-bits”) per second, or one 
billion bits per second. Internet data rates are often expressed in 
Gbps. 

hop When you send data through the Internet, it is sent first from your 
computer to a router, and then from one router to another until it 
finally reaches a router that is directly connected to the recipient. 
Each individual “leg” of the data’s journey is called a hop. 

hop count The number of hops that data has taken on its route to its 
destination. Alternatively, the maximum number of hops that a 
packet is allowed to take before being discarded (see also TTL). 

host A device (usually a computer) connected to a network. 

HTTP Hyper-Text Transfer Protocol 
HTTP is the main protocol used to transfer data from web sites 
so that it can be displayed by web browsers. See also web 
browser, web site. 

ICMP Internet Control Message Protocol 
An Internet protocol used to report errors and other network-
related information. The ping command makes use of ICMP. 

IGMP Internet Group Management Protocol 
An Internet protocol that enables a computer to share information 
about its membership in multicast groups with adjacent routers. A 
multicast group of computers is one whose members have 
designated as interested in receiving specific content from the 
others. Multicasting to an IGMP group can be used to 
simultaneously update the address books of a group of mobile 
computer users or to send company newsletters to a distribution list. 

in-line filter See microfilter. 

Internet The global collection of interconnected networks used for both 
private and business communications. 

intranet A private, company-internal network that looks like part of the 
Internet (users access information using web browsers), but is 
accessible only by employees. 

IP See TCP/IP. 

IP address Internet Protocol address 
The address of a host (computer) on the Internet, consisting of 
four numbers, each from 0 to 255, separated by periods, e.g., 
209.191.4.240. An IP address consists of a network ID that 
identifies the particular network the host belongs to, and a host 
ID uniquely identifying the host itself on that network. A network 
mask is used to define the network ID and the host ID. Because 
IP addresses are difficult to remember, they usually have an 
associated domain name that can be specified instead. See also 
domain name, network mask. 
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ISP Internet Service Provider 
A company that provides Internet access to its customers, 
usually for a fee. 

LAN Local Area Network 
A network limited to a small geographic area, such as a home, 
office, or small building. 

LED Light Emitting Diode 
An electronic light-emitting device. The indicator lights on the 
front of the SAR7X5 are LEDs. 

MAC address Media Access Control address 
The permanent hardware address of a device, assigned by its 
manufacturer. MAC addresses are expressed as six pairs of 
characters. 

mask See network mask. 

Mbps Abbreviation for Megabits per second, or one million bits per 
second. Network data rates are often expressed in Mbps. 

microfilter In splitterless deployments, a microfilter is a device that removes 
the data frequencies in the DSL signal, so that telephone users 
do not experience interference (noise) from the data signals. 
Microfilter types include in-line (installs between phone and jack) 
and wall-mount (telephone jack with built-in microfilter). See also 
splitterless.  

NAT Network Address Translation 
A service performed by many routers that translates your 
network’s publicly known IP address into a private IP address for 
each computer on your LAN. Only your router and your LAN 
know these addresses; the outside world sees only the public IP 
address when talking to a computer on your LAN. 

NAT rule A defined method for translating between public and private IP 
addresses on your LAN. 

network A group of computers that are connected together, allowing them 
to communicate with each other and share resources, such as 
software, files, etc. A network can be small, such as a LAN, or 
very large, such as the Internet. 

network mask A network mask is a sequence of bits applied to an IP address to 
select the network ID while ignoring the host ID. Bits set to 1 
mean "select this bit" while bits set to 0 mean "ignore this bit." 
For example, if the network mask 255.255.255.0 is applied to the 
IP address 100.10.50.1, the network ID is 100.10.50, and the 
host ID is 1. See also binary, IP address, subnet, "IP Addresses 
Explained" section. 

NIC Network Interface Card 
An adapter card that plugs into your computer and provides the 
physical interface to your network cabling, which for Ethernet 
NICs is typically an RJ-45 connector. See Ethernet, RJ-45. 

packet Data transmitted on a network consists of units called packets. 
Each packet contains a payload (the data), plus overhead 
information such as where it came from (source address) and 
where it should go (destination address). 
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ping Packet Internet (or Inter-Network) Groper 
A program used to verify whether the host associated with an IP 
address is online. It can also be used to reveal the IP address for 
a given domain name.  

port A physical access point to a device such as a computer or 
router, through which data flows into and out of the device. 

POTS Plain Old Telephone Service 
Traditional analog telephone service using copper telephone 
lines. Pronounced "pots." See also PSTN. 

POTS splitter See splitter. 

PPP Point-to-Point Protocol 
A protocol for serial data transmission that is used to carry IP 
(and other protocol) data between your ISP and your computer. 
The WAN interface on the SAR7X5 uses two forms of PPP 
called PPPoA and PPPoE. See also PPPoA, PPPoE. 

PPPoA Point-to-Point Protocol over ATM 
One of the two types of PPP interfaces you can define for a 
Virtual Circuit (VC), the other type being PPPoE. You can define 
only one PPPoA interface per VC. 

PPPoE Point-to-Point Protocol over Ethernet 
One of the two types of PPP interfaces you can define for a 
Virtual Circuit (VC), the other type being PPPoA. You can define 
one or more PPPoE interfaces per VC. 

protocol A set of rules governing the transmission of data. In order for a 
data transmission to work, both ends of the connection have to 
follow the rules of the protocol. 

remote In a physically separate location. For example, an employee 
away on travel who logs in to the company’s intranet is a remote 
user. 

RIP Routing Information Protocol 
The original TCP/IP routing protocol. There are two versions of 
RIP: version I and version II.  

RJ-11 Registered Jack Standard-11 
The standard plug used to connect telephones, fax machines, 
modems, etc. to a telephone jack. It is a 6-pin connector usually 
containing four wires. 

RJ-45 Registered Jack Standard-45 
The 8-pin plug used in transmitting data over phone lines. 
Ethernet cabling usually uses this type of connector. 

routing Forwarding data between your network and the Internet on the 
most efficient route, based on the data’s destination IP address 
and current network conditions. A device that performs routing is 
called a router. 

rule See filtering rule, NAT rule.  

SDNS Secondary Domain Name System (server) 
A DNS server that can be used if the primary DSN server is not 
available. See DNS. 
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SNMP Simple Network Management Protocol 
The TCP/IP protocol used for network management. 

splitter A device that splits off the voice component of the DSL signal to 
a separate line, so that data and telephone service each have 
their own wiring and jacks. The splitter is installed by your 
telephone company where the DSL line enters your home. The 
CO also contains splitters that separate the voice and data 
signals, sending voice to the PSTN and data on high-speed lines 
to the Internet. See also CO, PSTN, splitterless, microfilter. 

splitterless A type of DSL installation where no splitter is installed, saving 
the cost of a service call by the telephone company. Instead, 
each jack in the home carries both voice and data, requiring a 
microfilter for each telephone to prevent interference from the 
data signal. ADSL is usually splitterless; if you are unsure if your 
installation has a splitter, ask your DSL provider. See also 
splitter, microfilter. 

subnet A subnet is a portion of a network. The subnet is distinguished 
from the larger network by a subnet mask which selects some of 
the computers of the network and excludes all others. The 
subnet's computers remain physically connected to the rest of 
the parent network, but they are treated as though they were on 
a separate network. See also network mask. 

subnet mask A mask that defines a subnet. See also network mask. 

TCP See TCP/IP. 

TCP/IP Transmission Control Protocol/Internet Protocol 
The basic protocols used on the Internet. TCP is responsible for 
dividing data up into packets for delivery and reassembling them 
at the destination, while IP is responsible for delivering the 
packets from source to destination. When TCP and IP are 
bundled with higher-level applications such as HTTP, FTP, 
Telnet, etc., TCP/IP refers to this whole suite of protocols. 

Telnet An interactive, character-based program used to access a 
remote computer. While HTTP (the web protocol) and FTP only 
allow you to download files from a remote computer, Telnet 
allows you to log into and use a computer from a remote 
location. 

TFTP Trivial File Transfer Protocol 
A protocol for file transfers, TFTP is easier to use than File 
Transfer Protocol (FTP) but not as capable or secure. 

TTL Time To Live 
A field in an IP packet that limits the life span of that packet. 
Originally meant as a time duration, the TTL is usually 
represented instead as a maximum hop count; each router that 
receives a packet decrements this field by one. When the TTL 
reaches zero, the packet is discarded. 

twisted pair The ordinary copper telephone wiring long used by telephone 
companies. It contains one or more wire pairs twisted together to 
reduce inductance and noise. Each telephone line uses one pair. 
In homes, it is most often installed with two pairs. For Ethernet 
LANs, a higher grade called Category 3 (CAT 3) is used for 
10BASE-T networks, and an even higher grade called Category 
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5 (CAT 5) is used for 100BASE-T networks. See also 10BASE-T, 
100BASE-T, Ethernet. 

upstream The direction of data transmission from the user to the Internet. 

VC Virtual Circuit 
A connection from your ADSL router to your ISP. 

VCI Virtual Circuit Identifier 
Together with the Virtual Path Identifier (VPI), the VCI uniquely 
identifies a VC. Your ISP will tell you the VCI for each VC they 
provide. See also VC. 

VPI Virtual Path Identifier 
Together with the Virtual Circuit Identifier (VCI), the VPI uniquely 
identifies a VC. Your ISP will tell you the VPI for each VC they 
provide. See also VC. 

WAN Wide Area Network 
Any network spread over a large geographical area, such as a 
country or continent. With respect to the SAR7X5, WAN refers to 
the Internet. 

Web browser A software program that uses Hyper-Text Transfer Protocol 
(HTTP) to download information from (and upload to) web sites, 
and displays the information, which may consist of text, graphic 
images, audio, or video, to the user. Web browsers use Hyper-
Text Transfer Protocol (HTTP). Popular web browsers include 
Netscape Navigator and Microsoft Internet Explorer. See also 
HTTP, web site, WWW. 

Web page A web site file typically containing text, graphics and hyperlinks 
(cross-references) to the other pages on that web site, as well as 
to pages on other web sites. When a user accesses a web site, 
the first page that is displayed is called the home page. See also 
hyperlink, web site. 

Web site A computer on the Internet that distributes information to (and 
gets information from) remote users through web browsers. A 
web site typically consists of web pages that contain text, 
graphics, and hyperlinks. See also hyperlink, web page. 

WWW World Wide Web 
Also called (the) Web. Collective term for all web sites anywhere 
in the world that can be accessed via the Internet. 

 

 

 


